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tion instructions and have met all the instal-
lation prerequisites.

Where to find more information
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For further assistance, you can search for a
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http://www.keysight.com/find/assist
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Warranty

THE MATERIAL CONTAINED IN THIS DOCU-
MENT IS PROVIDED "AS IS," AND IS SUB-
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NOTICE, IN FUTURE EDITIONS. FURTHER,
TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW, KEYSIGHT DISCLAIMS
ALL WARRANTIES, EITHER EXPRESS OR
IMPLIED WITH REGARD TO THIS MANUAL
AND ANY INFORMATION CONTAINED
HEREIN, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANT-
ABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. KEYSIGHT SHALL NOT BE LIABLE
FOR ERRORS OR FOR INCIDENTAL OR CON-
SEQUENTIAL DAMAGES IN CONNECTION
WITH THE FURNISHING, USE, OR PERFOR-
MANCE OF THIS DOCUMENT OR ANY
INFORMATION CONTAINED HEREIN.
SHOULD KEYSIGHT AND THE USER HAVE A
SEPARATE WRITTEN AGREEMENT WITH
WARRANTY TERMS COVERING THE MATE-
RIAL IN THIS DOCUMENT THAT CONFLICT

WITH THESE TERMS, THE WARRANTY
TERMS IN THE SEPARATE AGREEMENT WILL
CONTROL.

Technology Licenses

The hardware and/or software described in
this document are furnished under a license
and may be used or copied only in accor-
dance with the terms of such license.

U.S. Government Rights

The Software is "commercial computer soft-
ware," as defined by Federal Acquisition
Regulation ("FAR") 2.101. Pursuant to FAR
12.212 and 27.405-3 and Department of
Defense FAR Supplement ("DFARS")
227.7202, the U.S. government acquires
commercial computer software under the
same terms by which the software is cus-
tomarily provided to the public. Accordingly,
Keysight provides the Software to U.S. gov-
ernment customers under its standard com-
mercial license, which is embodied in its
End User License Agreement (EULA), a copy
of which can be found at http://www.key-
sight.com/find/sweula. The license set
forth in the EULA represents the exclusive
authority by which the U.S. government may
use, modify, distribute, or disclose the Soft-
ware. The EULA and the license set forth
therein, does not require or permit, among
other things, that Keysight: (1) Furnish tech-
nical information related to commercial
computer software or commercial computer
software documentation that is not custom-
arily provided to the public; or (2) Relinquish
to, or otherwise provide, the government
rights in excess of these rights customarily
provided to the public to use, modify, repro-
duce, release, perform, display, or disclose
commercial computer software or commer-
cial computer software documentation. No
additional government requirements beyond
those set forth in the EULA shall apply,
except to the extent that those terms, rights,
or licenses are explicitly required from all
providers of commercial computer software
pursuant to the FAR and the DFARS and are
set forth specifically in writing elsewhere in
the EULA. Keysight shall be under no obliga-
tion to update, revise or otherwise modify
the Software. With respect to any technical
data as defined by FAR 2.101, pursuant to
FAR 12.211 and 27.404.2 and DFARS
227.7102, the U.S. government acquires no

greater than Limited Rights as defined in
FAR 27.401 or DFAR 227.7103-5 (c), as
applicable in any technical data.

Safety Notices

A CAUTION notice denotes a hazard. It
calls attention to an operating proce-
dure, practice, or the like that, if not
correctly performed or adhered to,
could result in damage to the product
or loss of important data. Do not pro-
ceed beyond a CAUTION notice until
the indicated conditions are fully
understood and met.

A WARNING notice denotes a hazard.
It calls attention to an operating pro-
cedure, practice, or the like that, if not
correctly performed or adhered to,
could result in personal injury or
death. Do not proceed beyond a
WARNING notice until the indicated
conditions are fully understood and
met.
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Safety Summary

General
Before Applying
Power

Ground the
Instrument

Fuses

Do Not Operate in
an Explosive
Atmosphere

Do Not Remove the
Instrument Cover

Cleaning

Do Not Modify the
Instrument

In Case of Damage

The following general safety precautions must be observed during all phases of operation of this
instrument. Failure to comply with these precautions or with specific warnings or operating
instructions in the product manuals violates safety standards of design, manufacture, and intended
use of the instrument. Keysight Technologies assumes no liability for the customer's failure to comply
with these requirements. Product manuals are provided with your instrument on CD-ROM and/or in
printed form. Printed manuals are an option for many products. Manuals may also be available on
the Web. Go to www.keysight.com and type in your product number in the Search field at the top of
the page.

Do not use this product in any manner not specified by the manufacturer. The protective features of
this product may be impaired if it is used in @ manner not specified in the operation instructions.

Verify that all safety precautions are taken. Make all connections to the unit before applying power.
Note the instrument's external markings described in “Safety Symbols”.

If your product is provided with a grounding type power plug, the instrument chassis and cover must
be connected to an electrical ground to minimize shock hazard. The ground pin must be firmly
connected to an electrical ground (safety ground) terminal at the power outlet. Any interruption of
the protective (grounding) conductor or disconnection of the protective earth terminal will cause a
potential shock hazard that could result in personal injury.

See the user's guide or operator's manual for information about line-fuse replacement. Some
instruments contain an internal fuse, which is not user accessible.

Do not operate the instrument in the presence of flammable gases or fumes.

Only qualified, service-trained personnel who are aware of the hazards involved should remove
instrument covers. Always disconnect the power cable and any external circuits before removing the
instrument cover.

Clean the outside of the instrument with a soft, lint-free, slightly dampened cloth. Do not use
detergent or chemical solvents.

Do not install substitute parts or perform any unauthorized modification to the product. Return the
product to an Keysight Sales and Service Office for service and repair to ensure that safety features
are maintained.

Instruments that appear damaged or defective should be made inoperative and secured against
unintended operation until they can be repaired by qualified service personnel.

A CAUTION notice denotes a hazard. It calls attention to an operating procedure, practice,
or the like that, if not correctly performed or adhered to, could result in damage to the
product or loss of important data. Do not proceed beyond a CAUTION notice until the
indicated conditions are fully understood and met.

A WARNING notice denotes a hazard. It calls attention to an operating procedure,
practice, or the like that, if not correctly performed or adhered to, could result in
personal injury or death. Do not proceed beyond a WARNING notice until the indicated
conditions are fully understood and met.
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Safety Symbols

Table 1 Safety Symbol

Symbol Description

Direct current

Alternating current

Both direct and alternating current

cl ¢

Three phase alternating current

P

Three phase alternating current

Earth ground terminal

Protective earth ground terminal

Frame or chassis ground terminal

Terminal is at earth potential

Equipotentiality

Neutral conductor on permanently
installed equipment

Line conductor on permanently installed
equipment

On (mains supply)

Off (mains supply)

Stand by (mains supply). The instrument is
not completely disconnected from the
mains supply when the power switch is in
the standby position

In position of a bi-stable push switch

IGO0~ EHFI®IS
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Description
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CAT I

Out position of a bi-stable push switch

Equipment protected throughout by
DOUBLE INSULATION or REINFORCED
INSULATION

Caution, refer to accompanying
documentation

Caution, risk of electric shock

Do not apply around or remove from
HAZARDOUS LIVE conductors

Application around and removal from
HAZARDOUS LIVE conductors is
permitted

Caution, hot surface

lonizing radiation

IEC Measurement Category |
Measurement Category Il
Measurement Category Il

Measurement Category IV
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Compliance and Environmental Information

Table 2 Compliance and Environmental Information
Safety Symbol Description
SB ° CSA is the Canadian certification mark to demonstrate compliance with the Safety

requirements.
The C-tick mark is a registered trademark of the Spectrum Management
Agency of Australia. This signifies compliance with the Australia EMC
Framework regulations under the terms of the Radio Communication Act
of 1992.
CE compliance marking to the EU Safety and EMC Directives.

ISM GRP-1A classification according to the international EMC standard.

ICES/NMB-001 compliance marking to the Canadian EMC standard.

This product complies with the WEEE Directive
(2002/96/EC) marking requirements. The affixed label
indicates that you must not discard this electricalf
electronic product in domestic household waste.

Product Cateqgons With reference fo the equipment
fvpes in fhe WEEE Direclive Annex |, this product Is
clasaed as a "Woniforing and Confrol instrurentation”
product,

Do not dispose in domestic household waste.

_ To return unwartted products, contact your

focal Keysight office, or see
www.keysight.com/environment/product  for
maore information.
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Document History

Keysight Technologies can issue revisions between the product releases to reflect the latest and
correct information in the guide. Keysight Technologies also reserves its right to not issue a new
edition of the guide for every system release.

Manual Name: Keysight Protocol Exerciser for PCI Express - User’s Guide

The publishing time of the guide, and applicable release number of the product are given in the
following table.

Published ‘ Applicable Release

August 2015 8.78
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Keysight Protocol Exerciser for PCl Express

User Guide

What’s New In this Release

The following are the new/key features of this release of the Keysight Protocol Exerciser for PCI
Express Gen3 product.

KEYSIGHT

TECHNOLOGIES

PCle link layer testing - A new set of Keysight contributed tests have been added to the Test Bench
page to allow you to perform PCle link layer testing of a root complex. To know more, see
“Performing PCle Link Layer Testing of a Root Complex" on page 255. You can also create your
own customized link layer tests.

A new tab Modify DLLP has been added to the DLLP tab in the Error Insertion page. This tab allows
you to replace DLLPs matching a specified pattern with another predefined DLLP data to test how
DUT responds to error conditions. To know more, see “Inserting Errors Using DLLPs" on page 181.
A new section Ignore Credit Limits for Transmitter has been added to the Virtual Channel page. This
section contains check-boxes to define whether or not the flow control credit limits of the DUT
should be ignored by Exerciser (Transmitter). To know more, see “Virtual Channel function" on
page 316.

A new section Stop ACK has been added to the ACK/NAK Errors tab of the Error Insertion page to
configure the Exerciser to stop sending ACK packets to DUT.

Support for Windows 8.0 and 8.1 operating systems has been added for Exerciser.
Support for Windows XP operating systems has been discontinued for Exerciser.



What's New in this Release
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This chapter introduces you to Protocol Exerciser for PCl Express and provides information on its
emulation modes, features, uses, and its hardware and software components.



1 Protocol Exerciser for PCI Express - Introduction

What is Protocol Exerciser for PCI Express

Keysight Protocol Exerciser for PCI Express (PCle) provides a test and debug solution for PCI Express
to test the next generation of PCI Express technology. Keysight Protocol Exerciser for PCle is an
advanced traffic generator that you can use to send and respond to the TLP and DLLP packets to
stimulate PCle devices and systems.

It can emulate a PCle device or topology with or without MRIOV / SRIOV capabilities to test MRIOV /
SRIOV capable/non IOV PCle components.

Protocol Exerciser can function as an Exerciser and a Link Training and Status State Machine
(LTSSM) with a PCle system or a PCle device under test. This release of Protocol Exerciser supports
both the LTSSM and Exerciser modes.

The following figure illustrates its coverage in terms of the OSI standard model.

Application
Layer

Transaction
Layer Exerciser Coverage

LTSSM Data Link
Coverage

Physical Layer

Figure 1 Protocol Exerciser coverage

Refer to the topic “Protocol Exerciser for PCI Express Modes (As Exerciser and as LTSSM)" on page 24
to know more about its functions as an Exerciser and an LTSSM.

Emulation Modes

The Keysight Protocol Exerciser for PCI-Express supports the following emulation modes:
anon IOV PCle component
end point (DSC) to exercise the PCle System Under Test (SUT) acting as a root complex.
root complex (USC) to exercise a PCle end point.
an MRA (Multi Root Aware) PCle component

end point to exercise an MRA PCle root complex. As an MRA PCle end poaint, Protocol Exerciser
can be used by three virtual hierarchy domains (five virtual hierarchies if the additional physical
functions license is obtained).

root complex to exercise an MRA PCle end point. As an MRA PCle root complex, Protocol
Exerciser can support three virtual hierarchy domains (five virtual hierarchies if the additional
physical functions license is obtained).

a SRIOV capable PCle component
end point to exercise a SRIOV PCle root complex.
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Protocol Exerciser for PCI Express - Introduction 1

root complex to exercise a SRIOV PCle end point.

As an MRA PCle component, Protocol Exerciser supports the multi root capabilities as defined in the
MRIOV specifications. As a SRIOV capable component, Protocol Exerciser is compliant with the
SRIQV specifications Rev 1.1.

For a non 10V testing scenario, you can create a PCle link between the Protocol Exerciser and
DUT/SUT to send and respond to PCle traffic. For an MRIOV capable testing scenario, you can create
an MR enabled link between the Protocol Exerciser and MRIOV capable DUT/SUT as per the MRIOV
specifications.

In all these modes, a controlling system is needed that hosts the Protocol Exerciser software to
manage and control the Exerciser card.

As an endpoint

When emulating an endpoint, the Keysight Gen3 exerciser card is plugged into the motherboard, as
a normal PCle device. You can use multiple exerciser cards to load and stress a server (system under
test). You can connect up to four Exerciser cards to one system controller through USB.

As a root complex

When emulating a root complex, the Keysight Gen3 exerciser card communicates to the DUT
through the backplane board. When you use the backplane, Protocol Exerciser communicates to the
DUT through the bottom connectors.

Another way is to connect the DUT through the top connector daughter board. In this mode, the link
width would be limited. However, this would be the preferred test method of compliance test, in
order to limit the link width.

The following figure demonstrates a sample setup of a Protocol Exerciser card emulating an endpoint
and a root complex.
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1 Protocol Exerciser for PCI Express - Introduction

Protocol Exerciser as an Endpoint Protocol Exerciser as a Root Complex
-. Hosting Protocol ! Hnﬁtir_w g Protocol
JEKEWI’SEFS;"W & Exerciser5/W
UsB [ usa

Protocol Exerciser

B Protocol Exerciser Card

Card

-

Chip
Set

sSUT Passive backplane

Figure 2 Protocol Exerciser Card Sample Setups

Refer to the Installation guide for the Protocol Exerciser for PCle Express to
know how to set up the Protocol Exerciser hardware to emulate as a root
complex or as a PCle endpoint.

Features of Protocol Exerciser

A brief list of the features of Protocol Exerciser is given below:

Performs link negotiation, initialization and training, data link layer functions, and handles
incoming requests and completions as per the:

PCI Express 3.0 Base specification for testing a non 10V PCle component.

MRIOV specifications Revision 1.0 for testing an MRIOV capable PCle component.

SRIOV specifications Revision 1.1 for testing an SRIOV capable PCle component.
Addresses the need for effective link negotiation testing by providing the LTSSM Tester tool:
- Thorough link testing with LTSSM Tester.

Exercising DUT with the fully featured x16 Protocol Exerciser.

Generates training sequences at 8.0 GT/s, 5 GT/s, and 2.5 GT/s speed on all lanes for link width
up to x16, which allows effective link negotiation testing.
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Protocol Exerciser for PCI Express - Introduction 1

Offers a fully featured and freely programmable stimulus solution for link width up to x16 that
enables root complex emulation, endpoint emulation, and add-in card testing at link widths x1 to
x16.

Enables you to insert errors in request and completion packets to be sent as stimulus to DUT to
test the behavior of DUT in response to these errors.

Enables you to perform protocol checks by selecting the PCle protocol rules that you want to
observe for violation.

Enables you to set voltage settings specific to hardware to get the best equalization at Gen3
speed.

Enables you to set the TC to VC mapping for each hardware channel to check for effective
stimulus transmission.
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Protocol Exerciser for PCl Express Modes (As Exerciser and as LTSSM)

24

Protocol Exerciser can function as an Exerciser as well as an LTSSM.

As an LTSSM, you can use it for thorough link testing with DUT and exchanging training sequences
to test and validate LTSSM state transitions. To know more about its LTSSM mode and how to use it
for LTSSM testing, refer to the chapter “Testing Link Initialization, Training, and Management" on
page 110.

As an Exerciser, it exercises DUT with the configured stimulus traffic. The traffic sent to DUT depends
on the protocol that you selected while creating the link between the Exerciser and DUT. You can
select PCle, SRIOV, or MRIOV protocol while creating the link.

Exerciser can send TLP requests as well as completions to a DUT. It allows you to configure a block
of TLP packets for stimulus and define the behavior of these packets and also the behavior of the
completions. To know more about its Exerciser mode and how to use it to stimulate and test DUT by
generating appropriate stimulus traffic, refer to the topic “Defining Stimulus Traffic" on page 138.
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When to use Protocol Exerciser for PCI Express

Usage as a Protocol Exerciser

By emulating a PCle component (with or without MRIOV capabilities), Protocol Exerciser acts as an
ideal link partner by sending appropriate 1/0 traffic to stimulate the DUT. This way, it can help you
test DUT under various conditions and scenarios without influencing the performance parameters of
DUT. You can use it to send a block of TLP requests of 32 or 64 bit Memory, I/0, Configuration, or
Message types as stimulus to DUT. You can also use it to send completion packets in response to
DUT's requests.

To know more about its usage as an Exerciser, refer to the chapter Providing Stimulus To DUT.
Usage as an LTSSM

One of the key challenges with PCI Express is the validation testing for the LTSSM functions and
thorough link testing supporting the Gen3 high speed. Protocol Exerciser in its mode as an LTSSM
provides you LTSSM functions to test DUT's LTSSM. You can use various LTSSM tests that it provides
to force DUT into various LTSSM states and verify the state transitions and timeout implementations.

To know more about its usage as an LTSSM, refer to the topic “When to Use LTSSM Tester" on
page 104.
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Functions, Hardware Channels, Virtual Hierarchies, and Virtual Channels

This topic provides information on the physical and virtual functions, hardware channels, virtual
hierarchies, and virtual channels that Protocol Exerciser supports in its three different emulations as
a non IOV PCle component, MRIOV capable component, and SRIOV capable component.

For information on how to send stimulus using these functions, hierarchies, and channels of Protocol
Exerciser, refer to Providing Stimulus To DUT.

As a Non 10V PCle component

Default With additional 2 physical functions Notes
license
Functions Function A (function number 0) Function A (function number 0) All functions are non [0V functions.
Function B (function number 1) Function B (function number 1)
Function C (function number 2) Function C (function number 2)

Function D (function number 3)
Function E (function number 4)

Hardware Channels 3 5 One hardware channel associated
with each function

Virtual Channels 2 2 Virtual Resource 0 - VCO
Virtual Resource 1 - VC [x]
(where x is the number that you
assign to this second VC resource)

Completion Queues 2 (Queue0 and Queue) 2 (Queue0 and Queuel) Queue0 mapped to VC resource 0
Queuel mapped to VC resource 1

Virtual Link 1 1
Virtual Functions/ N/AN/A N/A
hierarchies

As a SRIOV capable component

Base and Physical Virtual functions Hard ware Channels
Functions
Virtual Channels Completion Queues Virtual Link Virtual hierarchies
Default 3 Function A (function number 0) Function B (function number 1)
Function C (function number 2) 4 7 2
2 (Queue0 and Queuel) 1 N/A With additional 2 physical functions license
5 Function A (function Function B (function number 1) Function C (function number 2)
number 0)
Function D (function number 3) Function E (function number 8 13
4)
2 2 (Queue0 and Queuel) 1 N/A
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Base and Physical

Functions
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Virtual functions

Hard ware Channels

Notes Function A is non 10V.

One hardware channel associated Virtual Resource 0 - VCO
with each base, physical and virtual

function

Queue0 mapped to VC resource 0 Queuel mapped to VC

resource 1

Function B to E are physical
functions and have the SRIOV
extended capabilities.

Virtual Resource 1 - VC [x]

Two virtual functions (VF1 and VF2) associated
with each physical function

(where x is the number that you assign to this
second VC resource)

As a MRIOV capable component

Default

With additional 2 physical

functions license

Base and Physical Functions 3
Function A (function number 0)
Function B (function number 0)
Function C (function number 0)

Virtual functions 4
Hardware Channels 7
Virtual Hierarchies 3
(VHO to VH2)
Virtual Channels 1

(Virtual Resource 0 - VCO)

Completion Queues 3 (Queue0 to Queue?)

Virtual Link 1

5
Function A (function number 0)
Function B (function number 0)
Function C (function number 0)
Function D (function number 0)
Function E (function number 0)

8

13

5
(VHO to VH4)

]
(Virtual Resource 0 - VCO)

5 (Queue0 to Queue4)

Function A is the base function with MRIOV
extended capabilities.

Function B to E are physical functions and
have the SRIOV extended capabilities.

Two virtual functions (VF1 and VF2)
associated with each physical function - B
toE.

VF1 and VF2 are assigned the function
numbers 1 and 2.

One hardware channel associated with each
base, physical and virtual function

Each base and physical function is mapped
to a virtual hierarchy. Function A is mapped
to VHO and so on. The virtual function of a
physical function are mapped to the same
hierarchy as their physical function. For
instance, VF1 and VF2 of Function A are
mapped to VHO.

All virtual hierarchies are mapped to VCO.
Each virtual hierarchy is mapped to a
completion queue. For instance, VHO is

mapped to queue 0 and so on.
All queues are mapped to VC resource 0

All virtual hierarchies are mapped to VLO.
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Protocol Exerciser for PCl Express Components

This topic describes the hardware and software components of Protocol Exerciser.

Hardware Components

U4305A Exerciser Card

The U4305A Exerciser card acts as both a Protocol Exerciser as well as an LTSSM for upto x16 link
widths. This card supports simultaneously use of LTSSM and Protocol Exerciser functions, without
requiring any configuration.

The following figure shows the U4305A exerciser card.

' l'JI-I-""III .M|.n!r.1rl—;.11r.m.-'.vlr'nrrf-‘;"‘

%‘ KEYSIGHT Technologies Digital Test Console
U4305A PCle Exerciser Module

B ACAZTe®

AVOID BTATIC DMSCHARGE
Do not ouch contacts

e
[ = \ p
|

!i_

Figure 3 U4305A Exerciser Card
_ Refer to the Hardware guide for the Protocol Exerciser for PCle Express to know
NOTE more about the U4305A Exerciser card.

While setting up the hardware for Protocol Exerciser, you can mount this card on the System under
Test (SUT) to stimulate SUT with PCle testing scenarios. You can also set up this card as a root
complex by mounting it on the backplane board and communicating with the DUT through this
passive backplane.

Refer to the Installation guide for the Protocol Exerciser for PCle Express to know
NOTE how to set up the Protocol Exerciser hardware to emulate as a root complex or as a
PCle endpoint.
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Software Components

When you install Protocol Exerciser, the following software components are installed.

Protocol Exerciser GUI - You can use the Protocol Exerciser GUI to control, manage, and use the
Protocol Exerciser card. Following are the primary functions of the Protocol Exerciser GUI.

Create and manage setup files for Protocol Exerciser

Create a link between DUT and Protocol Exerciser

Run LTSSM tests provided to test DUT's LTSSM functions

View and update the link and Exerciser hardware status

Define stimulus traffic

Start the Stimulus and view results
To know about the Protocol Exerciser GUI components, refer to the topic “Protocol Exerciser GUI
Components" on page 37.

Protocol Exerciser APl - Protocol Exerciser provides a set of APIs to allow you to control, manage,
and use Protocol Exerciser programmatically through these APIs. Refer to the API Reference guide

to know about the usage of these APls.
Firmware Update tool - You use this tool to update the Firmware version for an Exerciser card. To
know more, refer to the topic, “Using the Firmware Update Tool" on page 330.

This guide covers only the GUI aspect of Protocol Exerciser. For information on API,
please refer to the API Reference guide.
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2 Getting Started with Protocol Exerciser

Creating a Protocol Exerciser Session

You can access Protocol Exerciser in either Offline or Online mode. This topic describes the Offline
and Online modes of using the Protocol Exerciser GUI.

Protocol Exerciser Online mode

When you want to use Protocol Exerciser in an online mode, you either create a new Protocol
Exerciser session with the controller PC or use an existing session on the controller PC. A controller
PC hosts the Protocol Exerciser software and hardware support services and connects to the
Exerciser card(s) through a USB. A Protocol Exerciser session forms the basis of communication
between the controller PC and exerciser cards, and also initializes the necessary firmware. Once a

session is created, you can control and manage the installed exerciser card(s) using the Protocol
Exerciser GUI.

Multiple clients can remotely connect to a single Protocol Exerciser session on the controller PC.

The following figure displays a Protocol Exerciser session scenario in which Session A and Session B
have been created on the controller PC with two Protocol Exerciser cards connected to the controller
PC through USB. Two clients are accessing Session A and one client is accessing Session B.

Controlling PC hosting
the Protocol Exerciser

S | ——————————,
T ——— Protocol Exerciser

uUsB el Card 1

; Protocol Exerciser
—_— 3 Card 2

e 42

Clients

sSUT

T e am— — —

-t smssss Session A
= = Session B

Figure 4 Protocol Exerciser Sessions

In an online session, you generate real-time PCle traffic to exercise a DUT. Therefore, before you
start an online session, ensure that at least one exerciser card is connected with the Controller PC.
Ending an online session releases the hardware resources of Protocol Exerciser, thereby enabling
these to be used for a new session.

Protocol Exerciser Offline mode

When you want to use Protocol Exerciser in an offline mode, you do not need to create a session
between the Controller PC and an Exerciser card. You generally use an offline mode when you do not
have an established connection with any external hardware device. However, you want to create
configuration specifications to be used later when an online session is established.
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Some options in offline mode are disabled due to their dependency on the connected hardware. For
instance, the Hardware status is not displayed in the offline mode.

Protocol Exerciser does not enable you to lock a session (online or offline). Therefore, it is possible for
multiple Protocol Exerciser instances to concurrently access a single session.

NOTE The controller PC does not protect against meaningless, or even conflicting
requests. Therefore, it is recommended that only one user should own a

particular session at a time.

Creating/Using a Protocol Exerciser Session

While accessing the Protocol Exerciser GUI, you need to select whether you want to connect to a
new or an existing Protocol Exerciser session or you want to use the GUI in an offline mode.

The Select type of connection dialog box helps you specify the mode of accessing Protocol Exerciser
and the session related information if an online mode is needed. This dialog box is displayed when
you try to access the Protocol Exerciser GUI.

(L Select type of connection o [=] 4|
— Connection type
" Connect ko existing session
(% Connect to new session
" Dlifine mode
~ Session setling
Server [locathost Get session ket |
Seszion fist
Shait Exit Help
Figure 5 Select type of connection dialog box

Working in an offline mode
In the Select type of connection dialog box, select the Offline mode radio button and click Start.

Using an existing Protocol Exerciser session
Select the Connect to existing session radio button.

2 Inthe Server text box, specify the name or IP address of the controlling server that hosts the
Protocol Exerciser software and on which you want to use an existing session.

The Session list listbox displays the list of Protocol Exerciser sessions existing on the specified
server.

3 Select a session from the Session list listbox.
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4 Click Start.

Creating a new Protocol Exerciser session

1
2

Select the Connect to new session radio button.

In the Server text box, specify the name or IP address of the controlling server that hosts the
Protocol Exerciser software and on which you want to create a new session.

Click Start.

The Port Selection dialog box is displayed. It displays a list of ready to use as well as already in use
serial I/0 exerciser modules along with their type. There are currently two module types
supported: PCle Gen3 Exerciser for exerciser mode and PCle Gen3 PTC for PTC mode. Here, you
can only select an exerciser module, which is not in use.

In PCle Gen3 Exerciser mode, the Compliance Test page is disabled while in PCle Gen3 PTC
mode, only Compliance Test and General Settings page are enabled. However access to PTC
requires a separate license other than that of exerciser.

® Port Selection
Sebect Modules to ure Select Ports o use
 Mockia Type # Ports | Status | | = [Atoo0t : pCle Exe Gend
AR i Exee a3 [ 100014
O 1000z PCle Exe Gand 1
|System State: Baady;  Multi-mer enhancements; Disabled; * ndcates muti-user card, o I Cancel Helps [
Figure 6 Port Selection dialog box
4 Select the appropriate Exerciser module and then select the available port of the selected
Exerciser module from the Select Port to use listbox.
5 Click OK.

At any time, you can access the session information by clicking the Help -> Session Information menu
option in the Protocol Exerciser GUI.
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Programming Protocol Exerciser Card as Gen3 Exerciser

Before you start using Protocol Exerciser, check if the installed Protocol Exerciser card(s) are
programmed as Gen3 Exerciser to ensure that the card contains the appropriate FPGA version. When
you add ports while creating a Protocol Exerciser session, the appropriate FPGA is automatically
downloaded on the controller PC. However, if the FPGA type is not appropriate and updated or the
Firmware version of the card is not updated, you can use the Firmware Update tool to accomplish
this. Refer to the topic “Using the Firmware Update Tool" on page 330 to know more.

When you program the Protocol Exerciser card for Gen3 Exerciser, the card type is set as Gen3
Exerciser in the FirmWare Update tool.

Update 3.0
Pleaze zelect Device
Tvpe | SerialMr | FPGA Ver. ] Firrrare er.
EwerzizerGens SHO070002 1.84 0.7
EwercizerGend  USB00F0002  1.84 07
< | S
|Ipdate P I
—Statuz
Refrezh E wit
Figure 7 FirmWare Update tool
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Starting and Exiting the Protocol Exerciser GUI

To access Protocol Exerciser GUI

1 Onthe Windows task bar, click Start > Programs > Keysight SPT > PCle Exerciser 8.74 Release >
Exerciser GUI.

The Select type of connection dialog box appears.

2 Select the Protocol Exerciser mode in which you want to use the GUI (Online or offline). If you
want to use the GUI in an Online mode, then either create a new session or join an existing
session on the controller PC that hosts the Protocol Exerciser software and is connected the
exerciser card hardware. Refer to the topic “Creating a Protocol Exerciser Session" on page 32 to know
more about sessions.

The main Protocol Exerciser window is displayed.

Depending on the selected mode of usage (online or offline), some GUI features are
enabled/disabled.

Exiting Protocol Exerciser GUI

To exit from the Protocol Exerciser GUI:
1 Click File » Exit.

The Changes not applied message appears if you had not applied all the changes made to
Protocol Exerciser.

2 Do one of the following:
Click Yes to apply all the unapplied changes before closing the Protocol Exerciser window.
Click No to close the Protocol Exerciser window without applying the unapplied changes.
Click Cancel to quit the message box and return to Protocol Exerciser.

Clicking Yes or No displays a message box that prompts to save the settings of the current
session in a file.

3 Do one of the following:
Click Yes to save the underlying Protocol Exerciser settings before exiting.

Click No to close the Protocol Exerciser window without saving the underlying Protocol
Exerciser settings.

Click Cancel to quit the message box and return to Protocol Exerciser.
Completing this message box displays the Closing Session dialog box.
4 Do one of the following:
Click Yes to remove the associated session before closing the Protocol Exerciser window.
Click No to close the Protocol Exerciser window without removing its associated session.

Closing a session automatically makes all the GUI interfaces that are connected to it,
inaccessible.
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This topic describes various components of the Protocol Exerciser GUI to help you understand how it
is organized in various pane, the purpose of each pane, and how to access these panes.

The following figure displays the Protocol Exerciser application main window with its main

components.

Toolbar

w}ma;m - Untitled [Port: 1002/1]

Configuration area

Hatdware Stalus pane
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Figure 8 Protocol Exerciser window

The main components of the Protocol Exerciser window are briefly described below:
Menu Bar and Toolbar: These provide easy and quick access to the features of the Protocol Exerciser

application.

Navigation Pane: Displays the features of Protocol Exerciser as various icons. Using this pane, you

can access and navigate through various features of Protocol Exerciser.

Configuration Area: Displays the existing settings and allows you to specify the new settings for the
Protocol Exerciser feature currently selected in the Navigation pane.

Status Bar: Displays the current status of the various Protocol Exerciser activities, such as user level
(User or Expert), session status (offline or online), and exerciser status (offline or online).
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Hard ware Status pane: Displays the Protocol Exerciser hardware status and the link status. The
information in this pane is updated automatically when you perform any function or run a test that
impacts the hardware and link status.

You can view/hide a pane using the View menu.
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Viewing and Updating the Protocol Exerciser Hardware Status

You can get information about the Protocol Exerciser hardware status and the link status using the
Hardware Status pane of the Protocol Exerciser GUI.

The information in this pane is updated when you perform any action such as sending stimulus or
running a test that impacts the link partners and link status. For instance, when the link between the
DUT and Protocol Exerciser is not up, the link status is displayed as No Link. When you perform the
steps to initialize this link, the link status is updated to Active if the procedure is completed
successfully. Consider a situation when you selected MRIOV as the protocol for the link up. You can
check whether or not the PCle link is MR enabled by viewing the status of MRIOV negotiations using
the Hardware status window.

If needed, you can also manually update the status on this pane using the (& | button after
performing a specific action and to see its impact on the status. To view the status of flow control
credits and outstanding requests for each function, you need to click the |z | button.

To access the Hardware Status pane:
Click View > Hard ware Status.
The Hard ware Status pane appears. A sample screen is displayed.
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Figure 9 Hardware Status pane
This pane has the status information grouped under the following three tabs:
Link Status
The Link Status tab provides you the following information:
The current state of the PCle link between DUT and Exerciser.
The width at which the link is currently active.
The current speed of the underlying link.
The advertised data rate capabilities of the Protocol Exerciser.
The received data rate, that is the data rate capabilities of the DUT.
40
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Whether or not MRIOV has been negotiated on the PCle link. If you select the MRIOV protocol for
Exerciser in the General Settings -> Link Settings page and MRIQV is also applicable at the DUT's
end, then MRIOV Negotiated is displayed as Yes after link up. This indicates that the PCle link is MR
enabled.

Whether or not the second virtual channel (VC Resource 1) of Exerciser has got initialized. VCO
gets initialized by default. However, VC Resource 1 gets initialized only when you select PCle or
SRIOV protocol in the Link Settings page and Enable VC Resource 1 checkbox in the Virtual Channels
page.

Whether or not the virtual hierarchy 1 to 4 (VH1 - VH4) of Exerciser have got initialized for an
MRIOV link. In case of an MRIOV link, the virtual hierarchy VHO gets initialized by default after
linkup. However, the other four hierarchies (VH1 to VH4) get initialized if you enable these
hierarchies by selecting the Enable Virtual Hierarchy checkbox in the Virtual Channels page. When
disabled, the virtual hierarchy's status is displayed as Not Initialized.

The type of flow control that has been requested in case of an MR Enabled link. For a non
IOV/SRIOV capable link, this field is not applicable. If you select the Enable per VH Flow control
checkbox in the Virtual Channels page and both link partners support this type of flow control, then
Per VH Based flow control is displayed. If per VH flow control is not enabled in the Virtual
Channels page or the link partner does not support it, then VL only flow control is applicable and
displayed. Refer to the topic “Initializing Flow Control" on page 81 to know more about these two
types of flow controls.

The received state of polarity for each lane.

Protocol Checker - Displays the Error occurred message if a rule that you enabled for checking in
the Protocol Checker page has been violated. Refer to the topic “Performing Protocol Checks" on
page 174 to know more.

Memory Compare: Displays the Error occurred message if there is a compare error between the
payload data of an incoming TLP and the data at a specific location in the data memory. Displays
the No Errors message if there is no compare error between the data of an incoming TLP and the
data in the targeted data memory location of Exerciser. Refer to the topic “Comparing Actual Data
with Expected Data in Memory" on page 131 to know more.
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Flow control status for SRIOV capable Exerciser
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Fow control status for MRIOV capable Exerciser

This tab provides the flow control credit information of the underlying Exerciser’s Receiver Buffer and
the credit limit available to the Transmitter. It displays the allocated, used, and available credit limit
of virtual channels of Exerciser as per the credit limits that you assigned to these virtual channels in
the Virtual Channels page.

The flow control credit of Exerciser decreases when Exerciser sends a packet and it increases when
the DUT frees buffer by sending a flow control update packet.
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For a MRIOV capable Exerciser, the flow control status for virtual hierarchies and virtual link VLO is
displayed. For a non IOV / SRIOV capable Exerciser, the flow control status for virtual channels (VCO
and VCx) are displayed.

To view the current status of flow control credits, click the F] I button.

Function Status

Link Status | Flow Control  Function Status | Equalization Status

2] @
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Figure 10 Function status tab

This tab provides the status information related to each physical and virtual function that Exerciser
supports based on its configuration. If you select the PCle protocol and Exerciser emulates a non 10V
PCle component, then this tab displays information related to the three functions, Function A, B, and
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C. If you select the MRIOV or SRIOV protocol, then this tab displays information related to the virtual
functions as well. If you have the additional 2 physical function license, then this tab displays the
status of five functions (Function A to E). Refer to the topic “Functions, Hardware Channels, Virtual
Hierarchies, and Virtual Channels" on page 26 to get a description of each function of Exerciser.

The function number assigned to each function of Exerciser is fixed and displayed in this tab. If there
are no pending requests for a function, the status for that function is displayed as Idle.

The Outstanding Requests section displays the number of TLP requests for a function which are not yet
completed. The tags assigned to these outstanding requests are not freed up until these requests are
completed. If there are any outstanding requests for a function, then this section displays a value
representing the number of tags that have not yet been released.

To view the current status of outstanding requests for each function, click the |z | button.
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Link Status | Flow Control | Function Status Equalization Status |

eff Request from Exerciser
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This tab provides the status information for the equalization settings after the link up is achieved
between Exerciser and DUT at 8 GT/s. If the link up between Exerciser and DUT is at 2.5 or 5.0 GT/s,
the Equalization Status tab displays “NA” as the status of equalization settings. The equalization
status is categorized primarily in the following two sections:

Device Under Test - This section displays the equalization settings advertised/requested by DUT. It

displays:

the Rx preset hint that the DUT sent to Exerciser for its Rx AC gain adjustment. This is

displayed as NA if DUT is a DSC.

the FS and LF values that DUT advertised in phase 1 of equalization
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the final preset and coefficient request received from DUT for each lane. It also displays
whether or not Exerciser rejected the requested preset and coefficient values for a lane. The
Reject column displays a 1 if rejected and O if accepted.

Exerciser - This section displays the final preset and coefficient values requested by Exerciser for
each lane. It also displays whether or not DUT rejected the requested preset and coefficient
values for a lane. The Reject column displays a 1 if rejected and O if accepted.

46 Keysight Protocol Exerciser for PCI Express User Guide



Getting Started with Protocol Exerciser 2

Managing Floating Windows

The main Protocol Exerciser window contains many floating windows. These windows can float
anywhere on the desktop, or you can dock them together with other windows on the main Protocol
Exerciser window. In the default window arrangement, all windows are properly docked on the main
Protocol Exerciser window.
In this section, you will learn:

“To Display a Floating Window

“To Hide a Floating Window

“To Auto-Hide a Floating Window

“To Change a Docked Window to a Floating Window

“To Dock a Floating Window

To Display a Floating Window

Click View > menu_command_for_floating_window.
Here, menu_command_for_floating_window represents the name of the menu command to
access the floating window. For example, Hardware Status is a floating window. To display it,
click the View > Hard ware Status menu command.

To Hide a Floating Window

Click the icon on the title bar of the floating window.
You can also hide a floating window by clicking its menu command in the View menu.

To Auto-Hide a Floating Window

Click the E] icon on the title bar of the floating window.

This automatically hides the floating window when you are not using it. This also displays a new
icon on the title bar of the floating window.

To display the window again, place the cursor over the tab displayed for the hidden window, or
click its menu command in the View menu.

To Change a Docked Window to a Floating Window
Double-click the title bar of the docked window.

To Dock a Floating Window
Double-click the title bar of the floating window.
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Configuring Data Display Preferences Settings

By default, Protocol Exerciser displays the configured stimulus data in the Configuration area of the
GUI using predefined columns, fields, time format, and color settings. There may be a situation when
you want to make some changes to these predefined settings to match your data display needs. To
make such changes, Protocol Exerciser provides the Preferences dialog box. This dialog box allows
you to make changes to the way the stimulus data (TLP requests and behaviors) that you added is
displayed in the Configuration area of the Traffic Setup page.

To access the Preferences dialog box:
Select View > Preferences.

The Preferences dialog box appears.

¥ Preferences E”ﬁ]@

= Request Settings Displaped fieldz Available fields
Gienetal MG ¥
i Line No & Global f
Collapsed View Enars (= Reguest Behavior
Eiﬁﬁzdﬂd Yiew < Churd Length OF Payload
(= Behavior Settings [Single Packet) :T;?;t
Genersl Autamatic: Tag
Collapsed View 9 (ap
Expanded Yiew TLP Digest
(=1 Behavior Settings [Block Transfer) @ LCRC i
: E:ﬂr:prid Wiew g: T:gsm
Expanded Viaw [ Mave Davn ] [ Move Up I TLPP Poizoned
= Complefion Behavior Setlings b
“ General
Collapzed View
Expanded Yiew
| ok [ Aepb || Concel || Hep |

You can configure the preferences for the displays of the TLP requests, the applicable request
behavior records, and the behavior records for the completions sent from Exerciser to DUT.

To get a description of each field in this dialog box, refer to the GUI Reference help topic for
“Preferences dialog box" on page 277.
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Creating and Managing Protocol Exerciser Setup Files

50

Protocol Exerciser performs its functions as an Exerciser and an LTSSM based on the settings that
you configure in the Protocol Exerciser GUI. These settings are used by Protocol Exerciser to
configure a session with DUT for functions such as link and lane negotiations, exchanging training
sequences, performing equalization, and link speed changes.

Protocol Exerciser saves these settings in the Protocol Exerciser setup file. You can create multiple
versions of this file for multiple Exerciser cards with different link, lane, and other settings to use
these versions in different testing scenarios with DUTs. For instance, you can create different setup
files for an Upstream and a Downstream session with DUT and use these files based on whether
Protocol Exerciser is emulating a root complex (as USC) or a PCle endpoint (as DSC). You may also
want to have different setup files for a session type with different link speed or lane width settings to
test link negotiations with different link settings scenarios.

Ensure that you have created the Protocol Exerciser setup file with the required settings before
starting link up between the DUT and Protocol Exerciser.

To create a Protocol Exerciser setup file, click the General icon in the Navigation window of the
Protocol Exerciser GUI and then click the relevant tabs on the screen to configure various settings.
Save the file with an appropriate name. The Protocol Exerciser setup files are saved with an exs
extension file.

Using the File menu options, you can open, close, or save a Protocol Exerciser setup file.

When you save Exerciser settings in an .exs setup file, all the settings are saved in the file
except the settings you made to the:

- DUT Config Space page
- NVMe Express page displayed when you configure Exerciser in NVMe Root Complex mode.

The settings made to the NVMe Express page displayed when you configure Exerciser in
NVMe Endpoint mode are saved to the .exs setup file.

Some fields in the General tab pages are disabled if you are using Protocol Exerciser in an offline
mode. Also, if the Protocol Exerciser is used as a DSC (based on the configured session type),
some fields which are not applicable for Protocol Exerciser as a DSC are disabled.

Refer to the Protocol Exerciser GUI Reference help topics in this online help to get a detailed
description of each field in the tab pages. Alternatively, click the Help button displayed in the tab
page to get a context-sensitive help page.
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Configuring PCle Link Settings

Before you can create/initialize a PCle link between Protocol Exerciser and DUT for exchange of data
packets, you need to configure the settings for this link. This ensures that Protocol Exerciser
initializes the link as per your specific link settings. To configure the link settings, click the General
Settings icon in the Navigation window of the Protocol Exerciser GUI and then click the Link settings

tab.
Protocol Exerciser saves the link settings in an Exerciser setup file. You can create
multiple versions of this file with different link, lane, and other settings to use these
versions in different testing scenarios with DUTs. To know more, refer to “Creating and
Managing Protocol Exerciser Setup Files" on page 50.
Types of link

You can create either a non IOV PCle link or an SRIOV/MRIQV capable PCle link using the Protocol
Exerciser GUI.
PCle link - If the PCle component that you want to test is not IOV capable, you can choose the
PCle option in the Protocol radio button in the Link settings tab. Selecting this option ensures that
anon IOV PCle link is created between the Protocol Exerciser and DUT as per the PCI Express 3.0
Base Specifications. Exerciser does not have any IOV capabilities in this case and can support only
one domain hierarchy at any time.
PCle link with SRIOV capabilities - If you want to test an SRIOV capable PCle component, then
Protocol Exerciser needs to emulate a PCle device with SRIOV capabilities. To make the Exerciser
SRIOV capable, you need to select the SRIOV option in the Protocol radio button in the Link
settings tab. Selecting this option ensures that a PCle link is created as per the SRIOV protocol
between the Exerciser and DUT. Protocol Exerciser acts as a SRIOV capable component in this
case.
To enable the SRIOV capabilities for Exerciser, you need the appropriate SRIOV software license
without which the SRIOV option is disabled in the Link settings tab. The U4305A-026 software
license provides SRIOV capabilities for Exerciser at Gen1, Gen2, and Gen3 speed.

MR Enabled PCle link - If you want to test an MRIOV capable PCle component, then Protocol
Exerciser needs to emulate a PCle device with MRIOV capabilities. To make the Exerciser MRIOV
capable, you need to select the MRIOV option in the Protocol radio button in the Link settings tab.
Selecting this option ensures that an MR (Multi root) enabled PCle link is created as per the MR
Link protocol between the Exerciser and DUT. Protocol Exerciser acts as a MRIOV capable
component in this case and can support three virtual hierarchies at a time. Exerciser can function
at Gen1 and Gen 2 speed when emulating a MRIOV component.

To enable the MRIOV capabilities for Exerciser, you need the appropriate MRIOV software license
without which the MRIOV option is disabled in the Link settings tab. The U4305A-025 software
license provides MRIOV capabilities for Exerciser at Gen1, Gen2, and Gen3 speed.

Refer to the Protocol Exerciser GUI Reference help topics in this online help to get a
detailed description of each field in this tab page. Alternatively, click the Help button
displayed in the tab page to get a context-sensitive help page.

Some fields in this tab page are disabled if you are using Protocol Exerciser in an offline mode. Also,
if the Protocol Exerciser is used as a DSC (based on the configured session type), some fields which
are not applicable for Protocol Exerciser as a DSC are disabled.
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The following are some of the points to be considered when configuring link settings.

You select the session type based on whether you want the Protocol Exerciser to act as a USC or
a DSC for the session. When Protocol Exerciser is emulating a root complex and acting as a USC,
the session type should be To Downstream. The DUT is at the end point in this case. When
Protocol Exerciser is emulating a PCle end point and acting as a DSC, the session type should be
To Upstream. The DUT is at root-complex in the hierarchy in this case.

Select the data rate capabilities of the Protocol Exerciser based on the link speed scenarios that
you want to test. The data rate capabilities options are disabled in the offline mode of Protocol
Exerciser.

Protocol Exerciser performs data scrambling as per the PCle specifications. At Gen1 and Gen?2
speeds, you can enable or disable scrambling using the Link settings page. If you disable
scrambling, Protocol Exerciser generates and responds to training sequences with the “disable
scrambling” bit set, which causes the link to operate without scrambling. The disabling takes
effect the next time Protocol Exerciser exchanges Training sequences after you select the Disable
Scrambling option. At the Gen3 speed, scrambling is always enabled to follow the new Gen3
Scrambling Rules as listed in the PCle specifications. Therefore, the Enable/Disable Scrambling
option is not provided for the Gen3 speed.

If the data rate capabilities of both the link partners is 8.0 GT/s and you want to initialize the link
to 8.0 GT/s, then ensure that the Autonomous speed change to 8 GT/s option in the Link Settings
tab is selected. Selecting this check box autonomously moves the link speed to 8.0 GT/s during
link training.
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Configuring Lane Settings

Before you can create/initialize a PCle link between Protocol Exerciser and DUT for normal exchange
of data packets, you need to configure the lane settings for this link. This ensures that the lanes of a
port are associated and configured into a link through link width and lane negotiation as per the
specified lane settings.

Protocol Exerciser saves the lane settings in an Exerciser setup file. You can create

NOTE multiple versions of this file with different link, lane, and other settings to use these
versions in different testing scenarios with DUTs. To know more, refer to “Creating and
Managing Protocol Exerciser Setup Files" on page 50.

To configure the lane settings, click the General Settings icon in the Navigation window of the Protocol
Exerciser GUI and then click the Lane settings tab.

Lk Sattings | Equalzation Settings | Transcetver Settings Lane Sattings | Symbel Sstings | Tripger Ou
Rewerse Lanes: " ‘Wag ™ o
Autamatic Lane Feversal: © Ensbled % [isabled
Tx
Phrrsical Lane Polarity:
Lare O: % Hermal ™ Innverted
Lane 1; & Normal " Inverted
Lane 2: % Mol ™ Irverted
Larw 3: i Normal ™ Inwerted
Lare 4; % Hoemal ™ trverted
Lane 5: &+ Normal ™ Irverted
Lare &; % Normal " Irrverted
Lanw 7: i+ Normal 1 Inverted
Lare B % Normal ™ Irwarted
Lane 3; i+ Nertnal I Irwverked
Lare 00: (% Normal " Irvearted
Lang 11: % Nomnal ™ Irrverted
Lare 122 = Normal Trevarted
Lare 13: (% Mowrnal ™ Irwverted
Lane 14: (% Noemal ™ Irrverted
Lane i5: ¥ Nomnal ™ Irverted
Refer to the Protocol Exerciser GUI Reference help topics in this online help to get a
detailed description of each field in this tab page. Alternatively, click the Help button

displayed in the tab page to get a context-sensitive help page.

The number of lanes displayed in the Lane settings page depend on the Link Width that you selected
in the Link settings page.
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Lane Reversal

You can enable or disable the lane reversal feature for the Transmitter. Protocol Exerciser can reverse
its lanes before starting the link negotiation. Enabling the lane reversal can help you test the DUT’s
capability to perform lane ordering during link training.
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Lane Polarity Inversion

You can set the Lane Polarity inversion for each lane of the link independently. If you select the
Polarity inversion for a lane, then at the time of link training, the receiver gets an indication of the
lane polarity inversion setting through the transmitted TS1 and TS2 ordered sets. Subsequently, it
indicates that the receiver must invert the received data. Setting the Tx lane polarity inversion can
help you assess DUT's capabilities to understand and implement polarity inversion during the link
training.
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Configuring Equalization Procedure Settings

You configure the equalization settings for Protocol Exerciser separately for 5.0 and 8.0 link speeds.

This topic describes how to enable/disable and configure the equalization settings.

General Settings

Link Zettings  Equalization Settings ‘ Transceiver Sekkings | Lang Sekkings | Skip Settings | Pattern Matcher | Trigger Cut | Power Management

5,0GT)s

De-emphasis shown in T5: |-3.5 de w |

8.0GT/s
fukomatic Coefficent Request b DUT: [
Request ta DUT Exerciser
T Preset value; |PD v| Foi 12 4 | LF: |U E |
Request Preset in Phase2/Phased: [ T Preset value: |PD - |
T pre cursor coefficientsiC-1): |IZI & | Ti pre cursor coefficientsiC-1); |IZI ) |
Tx data cursor coefficients(CO): |IZI ) | Tx data cursor coefficients(Ca): |D ) |
Tx post cursor coefficients{C+13: |IZI % | Tx post cursor coefficients{C+13: |D X |
Ry preset hirlks: |_,5 s J | Ignore Coefficient Rule check |C-1| <= Floor (F5/4): O
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Ignore Coefficient Rule check €0 -|C-1]-|C+1 |==LF: il
Perform Equalization in Recovery @&GET/s: | Perform Phase 2f Phase 31 [
Request for Equalization in Recovery @&aT)s: i
Figure 11 Equalization settings tab
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Transmitter Based Equalization (De-emphasis) for 5.0 GT/s speed

For 5.0 GT/s link speed, you can select the Tx de-emphasis option on a per-link basis. You can
enable and set the Tx de-emphasis level that the Protocol Exerciser will use for transmission using
the De-emphasis shown in TS listbox in the 5.0 groupbox. Typically, the -3.5dB option is used when
Protocol Exerciser is acting as a DSC and the -6dB option is used when Protocol Exerciser is acting
as a USC.

Equalization for 8.0 GT/s speed

For 8.0 GT/s, all the operational and associated lanes of a link need to participate in the equalization
procedure to adjust their transmitter and receiver setups to improve signal quality when moving to
8.0 GT/s. Each combination of Tx, channel, and Rx will have a unique set of coefficients yielding an
optimum signal-to-noise ratio. The training sequences exchanged during the link training to 8.0 GT/s
consists of negotiating the equalization coefficients to be used, to ensure reliable transfer of data.

For any link training or link speed upgrade to 8.0 GT/s, Exerciser and DUT have to go through the
phases of the Equalization procedure. The Exerciser and DUT use the following phases to adjust the
Transmitter and Receiver setup of each lane to improve the signal quality.

Phase 1 - Both USC and DSC transmit with the specified preset values. The specified FS and LF
values are advertised in phase 1.

Phase 2 - DSC tunes the USC by requesting a change in the coefficients at the transmitter of the
USC.

Phase 3 - USC tunes the DSC by requesting a change in the coefficients at the transmitter of the
DSC.0

You can choose to enable or disable the Phase 2 and 3 of equalization when Exerciser is acting as a
USC.

Types of Equalization
Protocol Exerciser supports the following two types of equalization when moving to 8.0 GT/s:

Autonomous equalization

The Autonomous equalization feature is applicable if the link partners are 8.0 GT/s capable during
the initial link negotiations and they are moving to 8.0 GT/s from the Detect state. To perform
autonomous equalization, Protocol Exerciser acting as a USC autonomously transitions from LO to
Recovery before transmitting any DLLPs. To accomplish the autonomous equalization, the
Autonomous speed change to 8 GT/s option in the Link Settings tab should be selected. If this option
is not selected, the link is not moved to 8.0 GT/s after it gets trained to 2.5 GT/s.

If Autonomous speed change to 8 GT/s option is selected, Protocol Exerciser acting as a USC will always
perform equalization at the first entry to 8GT/s after exit from the Detect State. If Protocol Exerciser
is acting as a DSC, it will respond to the Equalization state transitions of USC.

Software based equalization

The software based equalization feature is applicable if the link is configured at 2.5 or 5.0 GT/s and a
link partner requests to move to 8.0 GT/s with both link partners capable of 8.0 GT/s data rate. You
can configure Protocol Exerciser to enable/disable software based equalization while moving to 8.0
GT/s from 2.5 or 5.0 GT/s.

Enabling Equalization at 8.0 GT/s

If Protocol Exerciser is acting as USC and you want Protocol Exerciser to perform software based
equalization while moving to 8.0 GT/s, ensure that:
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the Perform Equalization in Recovery @8 GT/s option is selected in the Equalization settings tab.
Protocol Exerciser (acting as a USC) then must perform Equalization when upgrading the link
speed to 8.0 GT/s. If this option is not selected, then the link speed upgrade to 8.0 GT/s happens
without performing equalization.

If Protocol Exerciser acting as a USC is configured to perform equalization and you want to ensure
that it performs all the three phases of equalization, then select the Perform Phase 2/Phase 3 option in
the Equalization settings tab. Protocol Exerciser (acting as a USC) then must perform Phase 2 and 3 of
Equalization when upgrading the link speed to 8.0 GT/s. If this option is not selected, then Protocol
Exerciser exits the Recovery.Equalization sub-state after phase 1 and transitions to the
Recovery.RevrLock substate to proceed towards making the link operational at the 8.0 GT/s speed.

If you want to ensure that Protocol Exerciser (acting as a DSC) should request the USC to redo the
equalization, then select the Request Equalization in Recovery @8GT/s option in the Equalization settings
tab.

Disabling Equalization at 8.0 GT/s

If you do not want Protocol Exerciser to perform software based equalization while moving to 8.0
GT/s, ensure that:
the Perform Equalization in Recovery @8 GT/s option is deselected in the Equalization settings tab. This
is applicable if Exerciser is used as a USC.

the Perform Phase 2/Phase 3 option is deselected in the Equalization settings tab. This is applicable
if Exerciser is used as a USC.

If you do not want Protocol Exerciser acting as a DSC to request USC to redo equalization while
moving to 8.0 GT/s, then deselect the Request Equalization in Recovery @8 GT/s option in the
Equalization settings tab.

Protocol Exerciser needs to perform or respond to the Equalization phases while running
some LTSSM tests used to test DUT's LTSSM functions. For these tests, the Equalization
settings that you configured in this tab are over-ridden by the equalization settings relevant
for the test when the test is running. The configured equalization settings are reverted back
when the test execution is over.

For instance, you have not enabled software based equalization and executed the LTSSM test
to upgrade the link speed to 8.0 GT/s with equalization. In this situation, the test overrides the
disabled equalization setting and performs equalization while upgrading to 8.0 GT/s.

Configuring Equalization settings

You use the Equalization Settings and Transceiver Settings tabs in the General Settings navigation pane
to configure various setting that impact equalization at Exerciser and DUT ends.
Broadly, you can configure the following equalization settings:

Exerciser's Tx settings that it advertises during equalization phases: Settings such as FS, LF, Tx
preset value (if Exerciser is a USC), and Tx coefficients. You use the Exerciser groupbox in the
Equalization Settings tab to configure these settings.

Preset and coefficients requests to DUT: You use the Request to DUT groupbox in the Equalization
Settings tab to configure these settings.

Exerciser's transceiver settings: Settings such as Exerciser's Tx De-emphasis, preshoot, boost
levels, and Rx AC and DC gains. You use the Transceiver Settings tab to configure these settings.

For configuring these equalization settings, you can:
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either manually specify the values that Exerciser should use while performing or responding to
equalization phases

or instruct Exerciser to automatically compute or adjust its applicable equalization settings

The following sections describe how you can manually set the equalization settings or allow Exerciser
to auto compute these as an active participant in different phases of equalization.

Preset and Coefficient request to DUT

For preset request to be sent to DUT, you set the:

Tx preset value using the Tx preset value listbox in the Request to DUT groupbox of the
Equalization Settings tab.

Rx present hint to be sent to DUT using the Rx preset hints listbox in the Request to DUT
groupbox of the Equalization Settings tab.

For coefficient request to be sent to DUT, you can set the coefficient values using manual or
automatic methods available in the Equalization Settings tab as displayed in the following screens.

Link Settings  Equalization Settings | Transceiver Sethings | Lane Settings | Skip Settings | Pattern Matcher | Trigger Ouk | Algo
5.0GT)s
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R preset hints: 6 dB W Ignore Coefficient Rule check [C-1] <= Floor (F5i4):
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Option 1 : Manually set the coefficient values to be zent as request to DUT
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5.0 GTfs

8.0GT)s

Link Settings  Equalization Settings | Transceiver Settings | Lane Settings | Skip Settings | Patkern Matcher | Trigger Cuk | Algoritk

De-emphasis shown in T3 -3.5d6 v

| Automatic Cosfficent Request ko DUT: Optiot 2 Allow Exercizer to autocompute the coefficient values and send these

Reject preset N times: il

az request to DUT

Request ba DUT Exerciser
T Preset value: 1] v Fai |24 || LF: (3
Tx Preset value: Fi
R preset: hints: &de " Ignore Coefficient Rule check, |C-1| <= Floor (F3/4): |

Ignore Coefficient Rule check |C-1|+C0+|C+1] =F5 |

4

Ignore Coefficient Rule check. <0 -|C-1|-|C+1 |==LF: |

If you choose the automatic method of computing the coefficient values, the following are
automatically computed by Exerciser and therefore disabled in the GUI to prevent their manual
setting.

Tx coefficient values that the Protocol Exerciser advertises during the link training as its Tx
capabilities. These fields are present in the Exerciser group box of Equalization Settings tab.

Tx coefficient values that the Protocol Exerciser will send to DUT in the training sequences to
request DUT to use the specified coefficient values. These fields are present in the Request to DUT
group box of the Equalization Settings tab.

Exerciser's Transmitter Settings

You can either set the Transmitter settings of Exerciser manually or configure Exerciser to do Tx
equalization automatically based on preset or coefficient request made by DUT. In case of manual
settings, Exerciser applies the specified De-emphasis, Pre-shoot & Boost levels on its transmitted
signals. In case you configure Exerciser for automatic computation, Exerciser applies the
De-emphasis, Pre-shoot & Boost levels requested by DUT on its transmitted signals.

To set Exerciser's Transmitter settings manually

1

In the Transceiver Settings tab, ensure that the Automatic (As per DUT request) check-box is not
selected.

Specify the Tx Output Voltage, Tx Pre-emphasis Pre Tap, Tx Pre-emphasis First Post Tap, Tx Pre-emphasis
Second Post Tap for Exerciser in the Transceiver Settings tab.

Click Apply.
In the Exerciser group box of the Equalization Settings tab, specify the FS and LF values that
Exerciser advertises during the link training as its Tx capabilities.
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5 Click Apply.

To configure Exerciser to automatically set its Transmitter settings using preset/coefficient requests

from DUT

1 In the Transceiver Settings tab, ensure that the Automatic (As per DUT request) check-box is
selected.
On selecting this check-box, the Tx Output Voltage, Tx Pre-emphasis Pre Tap, Tx Pre-emphasis First Post
Tap, Tx Pre-emphasis Second Post Tap for Exerciser in the Transceiver Settings tab will be disabled.

2 Click Apply.
In the Exerciser group box of the Equalization Settings tab, the FS and LF values that Exerciser
advertises during the link training as its Tx capabilities will also be disabled.

All the disabled values are auto-computed as per DUT request.

In comparison to a standard PCle device, Protocol Exerciser can also control the
electrical de-emphasis settings that are independent of the settings in the
training sequences. This allows you to test the de-emphasis level negotiation
protocol without changing the electrical behavior of Protocol Exerciser.

Rx AC gain setting for Exerciser's receiver

If Exerciser is configured as an endpoint (DSC), you can set its Rx AC Gain using one of the two
options in the Transceiver Settings tab as displayed in the following screen:

R Settings
R Equalizer D Gain; 3de w
R Equalizer &C Gain; 5 dE v IJse R Preset Hink For AC Gain; ]

\— Set the By AC Gain manually

Select thiz checkbox to allow Exerciser to
automatically adjust itz B AC gain using the
prezet hinks given by root comples

If Exerciser is configured as a root complex (USC), then you have to set its Rx AC gain manually using
the Rx Equalizer AC Gain listbox. The option to configure Exerciser to automatically adjust its Rx AC
gain based on Rx preset hints for AC gain is not available in this case as Rx preset hints are provided
only by USC (root complex) to DSC.

Viewing the Status of Equalization Settings of Exerciser and DUT

When a link up is achieved between Exerciser and DUT at 8 GT/s, you can view the status of various
equalization related settings that you configured in the Equalization Settings and Transceiver
Settings tabs of the Exerciser GUI. This status is displayed in the Equalization Status tab of the

Hard ware Status pane.
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Flow Centrol | Function Status Equalization Status |

Link Status

Rz Preset Hint §1FxY
Fs 24
LF 8
Preset/Coeff Request from DUT

Lane Mo Preset C-1 1] C+1 Feiect
I] M2, 1 24 0 n
1 [, I 24 0 0
Z [, ] 24 ] 0
3 [, I} 24 ] 0
4 [ 2, 1] 24 1] 0
5 [ 2, 1] 24 1] 0
f [ 2, 1] 24 1] 0
7 [, I} 24 I} 1}
8 [, 0 24 ] 0
q [, I 24 ] 0
10 [, ] 24 ] 0
11 [l 2, I 24 0 0
12 [ 2, 0 24 1] 0
13 [ 2, 0 24 1] 0
14 [ 2, 1] 24 1] 0
15 [ 2, I] 24 I] 0

oeff Request from Exerciser

Lane Mo Preset C+1 Reiect
I pr 1] 0
1 ) 1] 24 0 0
z ) 0 24 0 0
3 py i] 24 i} i}
|| Session: Online || Exerciser: Online

In the Equalization Status tab, you can view the following equalization settings:
FS and LF values advertised by DUT

Rx Preset Hint - The Rx preset hint received from DUT. It displays NA when Exerciser is configured
as a USC.

The final preset/coefficient request made by DUT, along with whether or not Exerciser rejected the
request from DUT.

The final preset/coefficient request made by Exerciser, along with whether or not DUT rejected the
request from Exerciser. These requests are as per the automatic co-efficient calculation or manual
settings that you configured in the Equalization Settings tab.
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Configuring Transceiver Settings

You can set the Protocol Exerciser Transmitter and Receiver equalization settings using the
Transceiver Settings tab. These settings impact the overall signal quality.

You should change the default settings in this page if you are facing problems specific to signal
quality or you want to test how the changes in these settings impact the overall signal quality.

You can adjust the transceiver settings to yield an optimum combination of Tx/Rx equalization and
for better tuning based on your hardware setup.

Using the Transceiver Settings tab, you can set the de-emphasis, output voltage, pre tap, first post
tap, and second post tap for the Protocol Exerciser transmitter and the AC and DC Gain settings for
the Protocol Exerciser Receiver.

For the Protocol Exerciser Transmitter, you can configure the Transceiver settings for Gen1, Gen2,
and Gen3 speeds separately.

For 8.0 GT/s, you can either configure the transmitter settings of Exerciser manually or configure
Exerciser to automatically set these settings based on the preset/coefficient request received from
DUT. The 8.0 GT/s group box in the Transceiver Settings tab provides options for automatic or
manual configuration of these settings.

The AC and DC Gain settings that you configure for the Protocol Exerciser Receiver are applicable for
all the three speeds (Gen1, Gen2, and Gen3). You can either configure the Rx Equalizer AC Gain
setting for Exerciser manually or configure Exerciser to automatically adjust its Rx AC gain based on
the Rx Preset Hint given by DUT (root complex).

The following figure displays the Transceiver settings.
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General Settings
Link Settings | Equalization Settings  Transceiver Settings | Lane Settings | Skip Settings | Pattern Matcher | Trigger ouk
Tx Sethings
2 5 GT)s 5.0GT)s
De-emphasis; |-3,5 dB w | De-emphasis; -3.5dB w
5.00GT)s
Butomatic (s per DUT request) F]
Tx Cutput Voltage: 200 mit v
Tx Pre-emphasis Pre Tap: o [-15. _|\' 15
Tx Pre-emphasis First Post Tap: oo J 31
Tx Pre-emphasis Second Post Tap: o |-13. J 13
Rx Sethings
Fix Equalizer DiC Gain: ||:| dE L |
Fix Equalizer &C Gain: ||:| dE w | IUse Rx Preset Hink For &C Gain; ]
Figure 12 Transceiver Settings tab
NOTE Refer to the Protocol Exerciser GUI Reference help topics in this online help to
get a detailed description of each field in this tab page. Alternatively, click the

Help button displayed in the tab page to get a context-sensitive help page.

64 Keysight Protocol Exerciser for PCI Express User Guide



Configuring Protocol Exerciser 3

Configuring Pattern Matchers

Protocol Exerciser allows you to create four pattern matchers. Using a pattern matcher, you can
specify a pattern for a TLP header, prefix, and payload data. The specified pattern is compared with
the header and payload of incoming TLPs from DUT and if a pattern match is found in a TLP, the
configured action is taken. You can configure the following actions to occur in response to a pattern
match:

Configure a trigger out setting which results in generating an event and a trigger out pulse to
other test equipments such as logic analyzers or protocol analyzers when the specified pattern
match is found in an incoming TLP.

Configure a packet to wait until the specified pattern match is found in incoming TLPs. Such a
packet is then sent as stimulus to DUT only when the pattern match is found.

Configure a packet to be sent repeatedly until the specified pattern match is found in incoming
TLPs. Such a packet is then sent repeatedly as stimulus to DUT until the pattern match is found.

This topic describes how you can configure a pattern match and how you can configure the
above-mentioned actions to be performed when a pattern match is found.

Creating a pattern matcher

Components of a pattern matcher

A pattern matcher can contain:
4DWs long data string for TLP header matching
1DW prefix for TLP prefix matching. This is applicable only for the MRIOV protocol.
4DWs to match the first 4DWs in the payload of incoming TLPs.

By default, all the four pattern matchers are disabled. You can enable these pattern matchers
individually and then set their components.

You can choose to enable/disable some or all of these components individually in a pattern matcher
to define how you want to perform pattern matching on incoming TLPs. For instance, you can enable
only the 4DW long data string for header in a pattern matcher to match just the TLP header.

To create a pattern matcher:

1 Click the General Settings icon in the Navigation window of the Protocol Exerciser GUI.

2 Click the Pattern Matcher tab.

3 Select the Pattern Matcher from the drop-down list of pattern matchers. Protocol Exerciser
allows you to create four pattern matchers (Pattern Matcher 1 to 4).

4 Select the Enabled check-box displayed next to the selected pattern matcher to enable that
pattern matcher. By default, all pattern matchers are disabled. On selecting Enabled, the fields of
the pattern matcher becomes available for editing.

5 Configure the components of the selected pattern matcher to define the matching criteria.

a Load the required TLP template by selecting a template from the available list displayed next
to the Enabled check-box.

The fields of the selected TLP template are displayed with the default values.

b Specify the required values for the fields with which you want to match the fields in the
incoming TLPs.

6 Click Apply.
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Example of a pattern matcher

The following screen displays a pattern matcher. The Pattern Matcher 3 has been enabled. In this
pattern matcher, the 3 DWs are specified for TLP header matching. Any incoming I/0 Write request
with the TLP Digest field marked as Absent in the header will match this pattern matcher.

General Settings

Link. Settings | Egqualization Settings | Transceiver Setkings | Lane Setkings | Skip Settings  Pattern Matcher| Trigger Ot

Pattern Matcher 3 w | Enabled |L|:|a|j Presets w |
Field | Value | Length
Fut : ZDW header, with data (10} Z bits
Type: I/0 Write (00010} L bits

Traffic Class:

TLP Digest:

TLPF poiszoned:

Artr:

Length:

= Bemester ID:

Bus Mmber |(Pegquaste..
Device Mumber |(Becue.
Function Mumber |PRed.

Tag:

Last LW BE:

First DI BE:

Address:

Data:

Ein v 3 bits

Bitiw E 1 bit

FOTH
Ah=zent b
Enter walue --» W (|

Ein v 1 bit

Eimw 2 bits

Hex v 10 bits

Hox w Z byt es

Hex,l byte

Herw 5 bits

Hex v 3 bits

Hex,l byte

Ein 4 bits

Ein - 4 hits

Hex v 1 Dlord

M

HoH
MDD

o

M

H

M

FO
MDD
]
REEERER R R R R

(Hex ,] ¢ Difords

Configuring an action when a pattern match is found

Configuring a Trigger out

You can configure a trigger out to generate events and trigger other test equipments such as logic
analyzers or protocol analyzers when the specified pattern match is found in an incoming TLP.

To set a trigger out on a pattern match:

1 Click the General Settings icon in the left navigation pane.
2 Click the Trigger Out tab.
3 Select the Pattern Matcher check-box from the Rule Name list.

4 Click Apply.

Once you enabled a trigger out on Pattern Matcher, Protocol Exerciser displays an event and
generates a trigger out pulse when the specified pattern match is found in an incoming TLP. The
events are displayed in the Accumulated Events list in the Trigger Out tab.
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Delaying a packet until a pattern match is found
You can delay the transmission of a packet from Protocol Exerciser to DUT until the specified pattern
match is found in the incoming TLPs from DUT. To do this:
1 Click the Traffic Setup icon in the left navigation pane.
2 Click the Block Transfers tab.
3 Double-click the packet that you want to delay until the pattern match is found.
The Edit Packet dialog box is displayed.

4 In the Wait/Repeat Settings section, select the Wait for Pattern Matched option from the
drop-down list.

5 Select from the list of check boxes (1, 2, 3, and 4). These check boxes represent the four pattern
matchers available in the General Settings - > Pattern Matcher tab. If you do not select any of
these four pattern matcher check-boxes, then the packet will not be delayed.

Selecting these options ensure that the sending of the underlying packet is delayed as long as all the
enabled pattern matchers (1, 2, 3, and 4) are not found in the incoming TLPs.

Repeating a packet transmission until a pattern match is found
You can repeat the transmission of a packet from Protocol Exerciser to DUT until the specified
pattern match is found in the incoming TLPs from DUT. To do this:
1 Click the Traffic Setup icon in the left navigation pane.
2 Click the Block Transfers tab.
3 Double-click the packet that you want to repeat until the pattern match is found.
The Edit Packet dialog box is displayed.

4 In the Wait/Repeat Settings section, select the Repeat until Pattern Matched option from the
drop-down list.

5 Select from the list of check boxes (1, 2, 3, and 4). These check boxes represent the four pattern
matchers available in the General Settings - > Pattern Matcher tab. If you do not select any of
these four pattern matcher check-boxes, then the packet will not be repeated.

6 In the Repeat Request text box, type the number of times you want to repeat the request to send
the underlying packet.

Selecting these options ensure that the sending of the underlying packet is repeated as long as all
the enabled pattern matchers (1, 2, 3, and 4) are not found in the incoming TLPs.
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Configuring External Triggers Settings

68

Protocol Exerciser can generate events or trigger other test equipments such as logic analyzers or
protocol analyzers when a specified trigger condition is met. You can set the trigger conditions using
the Trigger Out tab. Once you enable the trigger out conditions, Protocol Exerciser records and
displays a corresponding event generating a trigger out pulse when any of these conditions are met.
The external trigger out pulse is 125 ns wide. The list of accumulated events is displayed in the
Trigger Out tab.

You can view whether or not an enabled event has occurred and refresh the list
of accumulated events in the Trigger out tab by clicking the [] ‘ Refresh Status
button in this tab.

The following trigger out conditions are available:
Protocol Error - An event is generated on encountering any protocol related error. Refer to
“Performing Protocol Checks" on page 174 to know more about how to enable protocol errors
checking.
Pattern Matcher - An event is generated and a trigger out is sent when a specified pattern match is
found in an incoming TLP. Refer to “Configuring Pattern Matchers" on page 65 to know more about
how to create a pattern matcher and use it to generate a trigger.
Data Compare Error - An event is generated on encountering a data compare error. Such an error is
generated when an actual byte in the data of a packet does not match the expected byte at a
specific address in the data memory of Exerciser during data comparison. Refer to the topic
“Comparing Actual Data with Expected Data in Memory" on page 131 to know more about data
comparison.
Going Out of LO - When the LTSSM state transitions out of LO indicating that the link is not
operational, Protocol Exerciser alerts you by generating an event.
Deassertion of CLKREQ# - An event is generated on the deassertion of the CLKREQ# clock request
signal, that is, on entry into an L1 substate. CLKREQ# signal is used to request a clock power off
for L1 PM substate management. Refer to “Enabling and Configuring LT Substates for Exerciser" on
page 74 to know more about the L1 substates management by Exerciser.

The Deassertion of CLKREQ# trigger out condition is available only for
the U4305B model of Exerciser. For the U4305A model, this option is
displayed as disabled.

The U4305A/U4305B exerciser card has a component, namely Trigger Out Connector, located on the
front bracket of the card. This component is used to generate a trigger out pulse from Protocol
Exerciser to other test equipment.

Refer to the Protocol Exerciser GUI Reference help topics in this online help to
get a detailed description of each field in this tab page. Alternatively, click the
Help button displayed in the tab page to get a context-sensitive help page.
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Configuring Algorithmic Payload Generation and Verification Settings

Protocol Exerciser allows you to:

either use the internal memory of Exerciser to read and write the payload for packets exchanged
with DUT.

or use the Payload Generator and Checker feature to generate and check the payload of these
packets algorithmically.

This topic describes how you can use this feature to generate and check payloads algorithmically.

How Payload Generator and Checker work

Payload generator and checker use the same algorithm, which generates the payload data of a
packet based on the PCI DWord address of the packet and data generation prefix. You can either set
this data generation prefix separately for each physical function in the Algorithmic Payload tab (see
page 292) or use the default data generation prefix set for each function.

In each of the generated payload, the upper 11 bits come from this prefix and the rest of the (lower)
21 bits come from the Address field of the packet.

11 Bits 21 Bits
| I |
| |
Data PCladdress specifiedin the
generation Addressfield of a packet

prefixthatyou
specifyfor a
function

Figure 13 Figure - Algorithmically generated payload

Following is an example of the subsequent payloads generated algorithmically using a Data
Generation prefix and incremental PCl address of packets.

BB 00 00 00
BE 00 00 04
BB 00 00 08
BE 00 00 OC
BE 00 o0 190
BE 00 00 14
BB 00 00 18
BE 00 00 1C

The Payload checker uses the data generation prefix value specified for a function and the PCI
address of incoming TLPs to generate the expected payloads for verification of the incoming TLPs for
that function. The Payload checker then compares this expected payload with the actual payload of
incoming TLPs. If a mismatch is found, it reports it as an error in the Algorithmic Payload tab along
with the expected and actual DW and the header of the packet in which the mismatch is found. If no
mismatch is found, the status is displayed as No Errors in the Algorithmic Payload tab.
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Some packets, such as Config Read/Write packets, do not have the Address field. For such packets,
the last 21 bits of the last DW of the packet are used along with the Data Generation prefix to

generate the payload.

On choosing the algorithmic payload feature:

the payloads of the Write request packets sent to DUT are generated algorithmically using the

Payload generator feature

the payload of Read request completions received from DUT are verified using the Payload

checker feature.

the payload of Read request completions sent to DUT are generated algorithmically using the

Payload generator feature.

the payloads of the Write request packets received from DUT are verified using the Payload

checker feature.
_ The algorithmic payload generation and checker feature is supported only for
NOTE physical functions of Exerciser. For virtual functions, this feature is not available.

Generating and Verifying Payloads Algorithmically

To generate and verify payloads algorithmically, you need to perform the following tasks:

Task How to...

Configure the Data generation prefix using which the Payload Generator and Checker generates
and checks the payloads. This prefix is set separately for each physical function of Exerciser for
which you want to generate and verify payloads algorithmically.

Configure the decoders of the required functions to use payload generator and checker feature
to:

= generate the completion data for the Read packets received from DUT.

= verify the payload of the Write packets received from DUT.

These settings are done separately for the decoder of each BAR and Expansion ROM of a
function for which you want to generate and verify payloads algorithmically.

Edit the settings of the Write request packets to be sent to DUT so that the payloads of these
packets are generated by Payload generator.

Edit the settings of the Read request packets to be sent to DUT so that the completions for
these requests are verified by the Payload checker.

(Note - These settings are applicable only when you are sending PCle packets as a block
transfer.)

Use the Algorithmic Payload tab (see page 292) in the General
Settings page.

Select the Data Generator option from the Resource listbox in the
Decoder Settings page. (see page 285)

For Write requests to be sent to DUT:

= Select the Data Generator option from the Read Data From...
section of the “Edit Packet dialog box.

For Read requests to be sent to DUT:

= Select the Data Comparator option from the Write Data To...
section of the “Edit Packet dialog box.

Viewing the Results of Algorithmic Payload Generation and Verification

70

After configuring the algorithmic payload settings and starting packet exchange with DUT, you can
use the Algorithmic Payload tab to view the results of algorithmic payload verification of packets.

This tab displays whether or not a payload data mismatch occurred while verifying the payload data.
It also displays the header of the packet in which payload data mismatch has occurred.

The following screen displays one such Memory Write request packet received from DUT. The
expected payload for this packet as generated by Payload checker is CCO00000. The actual payload
received for this packet is BBOOOOO resulting in a mismatch. The mismatch was found in the first DW
of the actual payload. Therefore, the Error DW Offset is displayed as O and the Byte Enable status of
this DW is displayed as 1111.
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Data Generation Prefiz: COOnonnn
Error Status: Error occurred

Error Packet Header:
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Error Expected Data: CCOooooo
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Configuring Power Management Settings

72

You can use the Protocol Exerciser GUI to configure the power state transitions for the PCle link
between Exerciser and DUT.
Exerciser supports the following power management states.
LOs
L1 (ASPM and PCI-PM)
L1 substates - L1.1 and L1.2 (These substates support is available only with the U4305B model of
Exerciser and not with U4305A model.)

You can configure various settings to control when Exerciser should enter and exit from these states
and how it behaves in these power management states.

The following sections describe how you can configure these power management states for
Exerciser.

Configuring LOs State for Exerciser

If no DLLP or TLP is transmitted for a specified time, then Exerciser can initiate the transition to LOs
power state on the transmit side. To ensure that Exerciser can do this initiation to LOs on Tx side, you
need to configure the following in the Protocol Exerciser GUI:

Enable the LOs support for Exerciser. To do this,

1 Click the Config space icon in the navigation pane.
2 Click the Function A tab.

3 Click the PCle Capabilities tab.

4

In the Link Capabilities Register section, select the LOs entry supported option for the Active State
Link PM Support field.

5 In the Link Control Register section, select the LOs entry enabled option for the Active State PM
Control field.

6 Click Apply.

Disable the Send FC Update for Exerciser. If this option is not disabled, then Exerciser will
continue transmitting flow control update DLLPs at regular intervals and the transition to LOs will
not happen. However, you need not do the disabling if the time that you set for sending the FC
updates is greater than the time that you set for the link to remain idle for Exerciser to enter the
LOs state. To do this,

1 Click the Virtual Channel icon in the navigation pane.
2 In the Resend/Update Periods section, clear the Send FC Update each (us) check-box.
3 Click Apply.

Specify the time interval for which the link should be idle for Exerciser to enter the LOs state. There
should be no transmission of TLPs/DLLPs during this time interval. To do this,

1 Click the General Settings icon in the navigation pane.
2 Click the Power Management tab.

3 Inthe LOs section, specify the time period (in ns) in the Enter LOs after having seen no TLP/DLLP for
(ns) field.

4 Click Apply.
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Exit from LOs

You can specify the time period after which Exerciser should exit from the LOs state. To do this:
1 Click the General Settings icon in the navigation pane.
2 Click the Power Management tab.

3 Inthe LOs section, select the Exit LOs when the following timeout (ns) expires check-box and specify
the time period in the adjacent field.

4 Click Apply.
By default, Exerciser automatically initiates link recovery if it does not receive any FC update packets
for 200us when in LO or LOs state. However, in certain LOs testing scenarios, you may not want
Exerciser to do this. In such situations, you can deselect the Initiate link recovery if no FC update is

received for 200us in LO, LOs state check-box in the Virtual Channel pane to ensure that the link
recovery is initiated as per the exit timer value that you specified in the Power Management tab.

If you do not specify a time period after which Exerciser should exit from the LOs state, then you need
to transmit a TLP from Exerciser to make it exit the LOs state.

Exerciser can also exit from LQ if it has to transmit a TLP / DLLP or if you change the link speed or
retrain the link.

Configuring L1 State for Exerciser

ASPM L1 state

Exerciser as a downstream component, can initiate the transition to ASPM L1 power state when the
link is idle for the specified time. Both the link partners should support the ASPM L1 state. To ensure
that Exerciser can do this initiation to ASPM L1, you need to configure the following in the Protocol
Exerciser GUI:

Enable the ASPM L1 support for Exerciser. To do this,
1 Click the Config space icon in the navigation pane.
2 Click the Function A tab.

3 Click the PCle Capabilities tab.

4

In the Link Capabilities Register section, select the L1 supported option for the Active State Link
PM Support field. You can also select the LOs and L1 supported option to enable the support
for both LOs and L1.

5 In the Link Control Register section, select the L1 entry enabled option for the Active State PM
Control field. You can also select the LOs and L1 entry enabled option to enable entry to both
LOs and L1.

6 Click Apply.

Disable the Send FC Update for Exerciser. If this option is not disabled, then Exerciser will
continue transmitting flow control update DLLPs at regular intervals and the transition to L1 will
not happen. However, you need not do the disabling if the time that you set for sending the FC
updates is greater than the time that you set for the link to remain idle for Exerciser to enter the L1
state. To do this,

1 Click the Virtual Channel icon in the navigation pane.
2 In the Resend/Update Periods section, clear the Send FC Update each (us) check-box.
3 Click Apply.

Specify the time interval for which the link should be idle for Exerciser to enter the L1 state. There
should be no transmission of TLPs/DLLPs during this time interval. To do this,

1 Click the General Settings icon in the navigation pane.
2 Click the Power Management tab.
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3 Inthe L1 section, specify the time period (in ns) in the Enter ASPM L1 after having seen no TLP/DLLP
for (ns) field.

4 Click Apply.

PCI-PM L1 state

Exerciser can also initiate the transition to PCI-PM L1 power state in response to the device state
transitions (when the device state is changed to non DO). If Exerciser is acting as an upstream
component, it can initiate the entry to PCI-PM L1 by sending a config write request to DUT.

If you enabled both ASPM and PCI-PM support, then Exerciser will enter these states as per the
configured entry criteria for these states. If Exerciser is in ASPM L1 state and it receive a Config Write
request to change the device state, then Exerciser exits out of ASPM L1 and enters PCI-PM L1.

Exit from L1
You can specify the time period after which Exerciser should exit from the L1 (ASPM or PCI-PM)
state. To do this:

1 Click the General Settings icon in the navigation pane.

2 Click the Power Management tab.

3 Inthe L1 section, select the Exit L1 (ASPM or PCI-PM) when the following timeout (ns) expires
check-box and specify the time period in the adjacent field.

4 Click Apply.
If you do not specify a time period after which Exerciser should exit from the L1 state, then

in case of ASPM L1, you need to transmit a TLP from Exerciser to make it exit the L1 state.

in case of PCI-PM L1, you need to transmit a Config Write packet from USC to exit from the
PCI-PM L1 state.

On exit from the L1 state, Exerciser transitions to Recovery.

Enabling and Configuring L1 Substates for Exerciser

The U4305B model of Exerciser supports L1.1 and L1.2 L1 substates in both the ASPM and PCI-PM
L1 Link states. The model uses a per-Link signal called Reference Clock Request CLKREQ# for L1 PM
substate management. Exerciser or the link partner can request a clock power off using this signal.

When the reference clock of both the link partners is switched off, the link can go to an L1 substate.

These substates enable significantly lower power consumption when a PCle Link is idle. Both the link
partners should support the L1 substates for these substates to work correctly.

When Exerciser goes into L1 substates, it:
puts its Transmitter in Electrical Idle in L1.1 thereby guaranteeing the common mode voltage.
powers off its Transmitter in L1.2 thereby guaranteeing the common mode voltage.
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For Exerciser to initiate the transition to L1.1 or L1.2 on Tx side, you need to configure the following
settings in the Protocol Exerciser GUI:

1 Prerequisite - You should have enabled and configured the L1 state for Exerciser. See details on
page 73.

2 Configure the L1.1T and/or L1.2 support in the Configuration Space of Exerciser. To do this:

a

> Q h O Q O T

J

Click the Config space icon in the navigation pane.

Click the Function A tab.

Click the PCle Capabilities tab.

In the Link Capabilities Register section, select the Clock Power Management check-box.

In the Link Control Register section, select the Enable Clock Power Management check-box.
Click the L1 PM Substate tab.

Set the registers for L1 PM Substates Extended Capabilities.

Click the LTR Capability tab. This tab contains register settings mandatory for L1.2 substate.

Set the register settings in the LTR Capability tab. If these capabilities are not set, the root
complex will not enter into L1.2 substate.

Click Apply.

3 Enable the L1.1 and/or L1.2 support in the Power Management settings of Exerciser.

a

Click the General Settings icon in the navigation pane.

b Click the Power Management tab.

Ensure that the Enable L1.1 and Enable L1.2 check-boxes are selected.

If you do not enable L1.1 or L1.2 in the Power Management tab but enable these substates
in the L1 PM Substate tab, that is, the configuration space of Exerciser, then this would
result in an erroneous situation due to conflicting settings. As a result, Exerciser will not
enter into L1 substates even though DUT expects it to enter into these substates.

This can help you test erroneous situations related to enabling of L1 substates.

4 Entry into L1 substates -

a
b

d

Click the Power Management tab.

In the L1 Substate section, specify the time period (in ns) that Exerciser (Tx) should have spent in
the L1 state before it can initiate entry into L1.7 or L1.2 substate in the Initiate Entry into L1.1 or
L1.2 after this much time spent in L1 (ns) field.

On entering into L1.2, Exerciser turns its transmitter Off after a specific time (TPower_Off). You
can specify this time for which Exerciser must wait after sampling CLKREQ# deasserted and
before putting the transmitter Off in L1.2 in the Time from CLKREQ# deassertion to Transmitter
Power OFF (TPower_OFF) (ns) field.

Click Apply.

5 Exitfrom L1 substates - Exerciser’s exit from L1 substates is either time-driven, that is, based on the
time that you specified in the Exit L1 (ASPM or PCI-PM) when the following timeout (ns) expires field or
when a packet is sent from Exerciser.

a

b

While exiting from L1.2, Exerciser turns On its transmitter after a specific time (TPower_On).
You can specify this time for which Exerciser must wait in L1.2.Exit after sampling CLKREQ#
asserted and before putting the transmitter On in the Time from CLKREQ# assertion to Transmitter
Power ON (TPower_ON) (ns) field.

Click Apply.

Once these substates are enabled and configured in the Exerciser GUI, the following features are
available for these substates.

When emulating an endpoint, view or set the L1 substate settings of Exerciser.
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When emulating a root complex, view or edit the L1 substate settings of the DUT by scanning
the DUT’s configuration space.

Enable and configure L1.7 and L1.2 settings in the Power Management tab.

- Test L1 substates using the new tests that have been added to the Test Bench window. See

“Test Bench Function" on page 312.

Test erroneous situations in the context of L1 substate operations. See L1 substate section
fields in the“General Settings function - Power Management tab" on page 298 for more details.

Configure a trigger out condition based on the deassertion of the clock request signal. See
“Configuring External Triggers Settings" on page 68.

Refer to the “General Settings function - Power Management tab help topic in this online help to get
a detailed description of each field in the Power Management tab page. Alternatively, click
the Help button displayed in the tab page to get a context-sensitive help page.
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Initializing and training a PCle Link between Protocol Exerciser and DUT / 78
Initializing Flow Control / 81

Retraining a PCle Link between Protocol Exerciser and DUT / 84

Initiating Link Speed Change on a Configured Link / 85

This chapter describes how to initialize and train a PCle link and how to manage it in terms of
retraining it and upgrading or downgrading the link speed.
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4 Initializing and Managing a PCle Link

Initializing and training a PCle Link between Protocol Exerciser and DUT

Before you can start using Protocol Exerciser to stimulate DUT with PCle traffic or to test DUT's
LTSSM functions like speed changes, you need to initialize the PCle link between Protocol Exerciser
and DUT.

The Hardware Status pane in the Protocol Exerciser GUI displays the current status of the link.
Before initializing the link, the status is reflected as No Link indicating that the link is not operational.

Before you start

Make sure you have configured the link, lane, and other settings relevant for link training in a
Protocol Exerciser Setup file. You use the General navigation window of the Protocol Exerciser GUI
to configure these settings. Refer to the chapter Configuring Protocol Exerciser to know more.

If you want the link to be MR (Multi-root) enabled, ensure that you select the MRIOV protocol in
the General settings -> Link settings page. You need appropriate license (see page 279) to get MRIOV
capabilities for Exerciser.

If you want the link to be as per the SRIOV protocol, ensure that you select the SRIOV protocol in
the General settings -> Link settings page. You need appropriate license (see page 279) to get
SRIOV capabilities for Exerciser.

If you want Protocol Exerciser to initialize and train the link to 8.0 GT/s autonomously, then ensure
that the data rate capability of both the link partners is 8.0 GT/s and you have selected the
Autonomous speed change to 8 GT/s check box in the Link Settings page. If this check box is not
selected, Protocol Exerciser does not autonomously move the link to the 8 GT/s speed and trains
itto 2.5 GT/s. You can then later upgrade the speed to 8.0 GT/s through the Initiate Speed
Change menu option.

Ensure that you have appropriately configured the flow control settings for Protocol Exerciser. You
use the Virtual Channels page to configure these settings. Refer to the topic “Initializing Flow
Control" on page 81 to know more.

Training a PCle Link

=

To create/initialize a PCle link, click the “*= icon on the toolbar. Alternatively, you can also select
the Action > Link Up menu command. This creates a link between the current Protocol Exerciser
session and DUT. The link is trained to 2.5 GT/s even if the link partners advertise a higher data rate
capability during link training. However, if the data rate capability of both the link partners is 8.0 GT/s
and you have selected the Autonomous Speed change to 8 GT/s check box in the Link Settings page,
the link is trained to 8 GT/s.

Verifying PCle Link Training

You can check the status of the link training action using the Link Status tab of the Hardware Status
pane of the GUI. The following screens display the status of the link after the link up.
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Figure 14 Hardware Status After Link Up (For SRIOV and MRIQV links)

If you selected MRIOV as the protocol while configuring the link settings, then the MRIOV
negotiations are done to make the link MRIOV enabled and the MRIOV Negotiated field displays Yes. For
a PCle link, the MRIOV Negotiated field displays No.

If the Exerciser emulates an MRIOV capable component, the virtual hierarchy VHO of Protocol
Exerciser is enabled and initialized by default. The Link status tab therefore displays the status of
initialization for the virtual hierarchy VH1 of Protocol Exerciser. Depending on whether or not you
have enabled this virtual hierarchy in the Virtual Channels page, the status is displayed.

If the Exerciser emulates a non IOV component, the virtual channel VCO of Protocol Exerciser is
enabled and initialized by default. The Hardware status pane therefore displays the status of
initialization for the virtual channel VC1 of Protocol Exerciser. Depending on whether or not you have
enabled this virtual channel in the Virtual Channels page, the status is displayed.
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If you are trying to configure an exerciser card of higher link width (such as x8)
to a lower link width (such as x1), then you may face the following issue:

As the receivers of the exerciser card have the 50 OHm termination resistance,
the receiver detect logic of the system detects 8 receivers. If during linkup, the
system does not get a valid signal on all the lanes where it detected a receiver,
the system according to the specification goes into the compliance mode.

This issue can only be worked around by taping off unused lanes, or by using a
passive slot-interposer with a smaller edge connector according to the desired
link wid th.
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Initializing Flow Control

During the link training between the Protocol Exerciser and DUT, the flow control initialization and
negotiation process is completed as per the configured flow control settings of Exerciser. In this
process, the default virtual channel/virtual hierarchy of Exerciser gets initialized along with the
additional virtual channel /hierarchy that you enabled in flow control settings. After getting
initialized, these can be used for the TLP traffic flow. You use the Virtual Channel page of the Protocol
Exerciser GUI to configure the flow control initialization settings for Protocol Exerciser.

Defining advertised header and data credit limits

You assign the flow control credits to the virtual channels that Protocol Exerciser supports. Protocol
Exerciser checks the flow control credits available for each virtual channel before it passes TLPs
through that virtual channel. In the absence of the available credit limit, no packets can be sent
through the virtual channel. You can define how you want to distribute the flow control credit limit of
Exerciser between its two virtual channels (VCs). You can define how the credits allocated to each VC
should be divided for header and payload of Posted and Not Posted requests and Completions.
Protocol Exerciser can advertise defined total credits during the flow control initialization process.

If Exerciser emulates a non IOV/SRIOV component, then you can specify advertised credit limits for
VCO and VCx virtual channels. If Exerciser emulates a MRIOV component, then you can specify
advertised credit limits for virtual hierarchies and virtual link VLO.

Initializing flow Control for a non 10V / SRIOV capable PCle component

As anon IOV / SRIOV capable component, Protocol Exerciser supports two virtual channels for which
you need to define the flow control settings. These virtual channels have the following naming and
numbering convention.

Virtual channel name Virtual channel number

VC Resource 0 VCo
This number is fixed and cannot be changed.

VC Resource 1 VC (x) where x is the number that you assign to this second VC resource of
Exerciser using the Virtual Channel page in the Protocol Exerciser GUI.

VCO is enabled by default. If required, you can enable or disable the second VC resource 1 - VC (x).
Out of these two supported VCs, Protocol Exerciser determines which VC should be used to pass a
particular stimulus request based on the following settings:
The traffic class (TC) of the stimulus request that you specified using the Traffic Setup page.
The function (A, B, C, D, or E) to which you added this request using the Traffic Setup page.
The TC VC mapping that you defined for the function to which you added the request (using the
Virtual Channel page).

For instance, if you added a stimulus request TLP to Function A, assigned traffic class 6 to this
request, and mapped traffic class 6 to VCO for Function A, then this request is passed through VCO.

To configure the flow control initialization settings for virtual channels of a non IOV Exerciser, refer to
the “Virtual Channel function" on page 316 GUI reference topic.
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Initializing flow control for an MRIOV capable component

As an MRIOV capable component, Protocol Exerciser supports five virtual hierarchies (VHO to VH4)
and one virtual link (VLO). The default virtual hierarchy VHO is enabled by default. If required, you can
enable or disable the virtual hierarchy VH1 to VH4. Each of these virtual hierarchies supports the VC
resource 0 (VCO) and virtual link VLO of Protocol Exerciser. You need to define the flow control
settings for all these hierarchies and virtual link VLO.

Types of flow controls

For an MRIOV capable Exerciser, you can decide which type of flow control should be used from the
following two options.

per VH flow control

In this type of flow control, the flow control is defined at the VH level. If there are for instance, five
virtual hierarchies, then five flow controls are implemented along with VL flow control.

This type of flow control is applicable if you have enabled ‘per VH flow control at the Exerciser's end
and the DUT also supports it. If it is not supported/enabled at either the Exerciser or DUT's end, then
the VL based flow control is used.

VL based flow control

If per VH flow control is disabled or not supported at either end (Exerciser or DUT), then the VL only
flow control is applicable. In this type of flow control, the flow control is defined at the Virtual Link
(VL) level. All the virtual hierarchies have a common flow control. As an MRIOV capable component,
Exerciser supports only one VL and this VL is mapped to VCO for all the virtual hierarchies. This
means that only one VC resource (VCO) is used when the VL based flow control is applicable. All the
traffic of all the hierarchies then pass through VCO ignoring the second VC resource VC (x). The
following mapping is implemented between the virtual channels and virtual hierarchies to define this
type of flow control.

Virtual Channel Resource 0 (VCO) mapped to (VLO, VHO, VCO)
Virtual Channel Resource 0 (VCO) mapped to (VLO, VH1, VCO)
Virtual Channel Resource 0 (VCO) mapped to (VLO, VH2, VCO)

In this type of flow control, all the completions that you added to completion queues (QueueO to
Queue4) are passed through VCO.

To configure the flow control initialization settings for virtual channels of an MRIOV capable
Exerciser, refer to the “Virtual Channel function" on page 316 GUI reference topic.

Viewing the Flow Control Initialization status

You can view the status of the flow control initialization process for Protocol Exerciser using the Link
Status tab of the Hardware Status pane. This pane displays:

whether or not the VC_Resource 1 (VCx) has initialized. VCx gets initialized only if Exerciser
emulates a non I0V PCle component and you have enabled VCx in the Virtual Channel flow
control settings. If you have not enabled VCx in the flow control settings, then the status of this
resource is displayed as Not Initialized. VCO gets initialized by default.

whether or not the virtual hierarchies (VH1 to VH4) that you enabled have initialized. These
hierarchies get initialized if Exerciser emulates an MRIOV capable PCle component and you have
enabled these hierarchies in the flow control settings. If you have not enabled these in the flow
control settings, then their status is displayed as Not Initialized. VHO gets initialized by default.

the type of flow control requested during the initialization process in case of an MRIOV capable
Exerciser. Based on the type of flow control you selected in the flow control settings, VL based or
per VH based flow control is requested and displayed in the status.
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You can also view the current status of the flow control counters (allocated,
used, and remaining limits) of Protocol Exerciser using the Flow Control tab in
the Hard ware status pane. For a MRIOV capable Exerciser, the flow control
status for virtual hierarchies and virtual link VLO is displayed. For a non 10V /
SRIOV capable Exerciser, the flow control status for virtual channels VCO and
VCx are displayed. Refer to the topic “Starting the Stimulus and Viewing Results" on
page 151 to know more.
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4

The flow control credits of Exerciser decreases when Exerciser sends a packet

and it increases when the DUT frees buffer by sending a flow control update

packet.
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Retraining a PCle Link between Protocol Exerciser and DUT

84

Once you have initialized the PCle link between Protocol Exerciser and DUT, you can start using
Protocol Exerciser. As you progress with the DUT testing, you may need to retrain this link between
DUT and Protocol Exerciser, for instance, in case of link errors or if during an LTSSM test execution,
the advertised or received data rate do not match the data rate capabilities.

Consider a situation when you have changed the speed of a configured link from 5.0 GT/s to 2.5
GT/s. Consequently, the advertised data rate is also reflected as 2.5 GT/s. You can then retrain the
link to ensure that the advertised and received data rate are restored back to the set 2.5 and 5.0
GT/s capabilities.

To retrain a PCle link, click the % icon on the toolbar. Alternatively, you can also select the Action >
Initiate Retrain Link menu command.

Protocol Exerciser then retrains the link by moving it to recovery and then back to the Operational
state. The link is retrained/recovered as per the link and lane settings negotiated during the initial
link training sequence. For example, the link is trained to 2.5 GT/s and the data rate capabilities of
DUT and Protocol Exerciser are 5.0 GT/s. By initiating the link retraining, the initial data rate — 2.5
GT/sis used to retrain the link. The Advertised and Received data rate capabilities are updated based
on the current data rate capabilities of the link partners.

You can verify if the link is retrained successfully by viewing the status of the link in the Hardware
Status pane of the Protocol Exerciser GUI. On the successful retraining, the link status should be
Active and the link speed, link width, advertised and received data rate and lane polarity reversal are
as per the initial link and lane negotiations.
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Initiating Link Speed Change on a Configured Link

As you progress with the DUT testing on a configured link, you may need to change the link speed to
test the DUT's capabilities in a higher/lower speed scen=rins.

To change the link speed on a configured link, click the i icon on the toolbar. Alternatively, you
can also select the Action > Initiate Speed Change menu command.

Protocol Exerciser then initiates link speed change to the highest data rate advertised by both the
link partners during link training.

If the link is already at the highest data rate supported by both the link partners and you want to
downgrade the link speed, then you first need to downgrade the data rate capabilities of a link
partner before starting speed change. In such a situation, the link speed is downgraded based on the
changed data rate capability.

You can verify if the link speed has been changed successfully by viewing the status of the link speed
in the Hardware Status pane of the Protocol Exerciser GUI.
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o Viewing and Editing the
Configuration Space of a DUT

When Exerciser emulates a root complex, you may want to or at times need to examine the DUT
capabilities and also edit some of these capabilities to set up the DUT appropriately. To accomplish
this, Exerciser provides you the option to view and edit the configuration space of the DUT using the
DUT Config Space page of the Protocol Exerciser GUI.

For viewing the configuration space of the DUT, you can initiate the DUT configuration space scan.
On doing so, Exerciser reads the DUT capabilities from various registers and updates the DUT Config
Space page with the scanned results. After the configuration space scan, the offset values at which
DUT capabilities are found are displayed.
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DUT Config Space
Crvervien | PCI Common Configuration Header] Poweer Management | hASI | hASL-X | PCIE Capabilities | Advanced Errar | L1PM Substate

Device ID

Busz || El: Device #

Space of a DUT

n El: Function 2 |0 EI:

Scan Cenfig Space ‘

PCI Common Configuration Header
(found at offset ()

PCI Power Management Interface
(found at offset (edD)

Mes=zage Signaled Interrupls (MSI)
(found at offset (b))

PCI Express Capability
(found at offset (b))

Mes=sage Signaled Interrupiz-X (MSI-X)
(found at offset (eA0)

Virtual Channel
(found at offset Cx100)

Advanced Error Reporting
(found at offset (22C)

L1PM Substate
(found at offset (274

LTR capability
(found at offset (284

Secondary PCle Extended Capability
(found at offset 0x170)

88

In the previous releases of Exerciser, only for few capabilities such as MSI and MSI-X, register values
were retrieved and displayed and were available for editing. For other capabilities, only the offset
value was displayed. With the PCle Exerciser 8.72 release, few additional capabilities, such as Power
Management, PCle Capability, and Advance Error Reporting Capability have also been enabled for
viewing and editing. The capabilities that you edit in the DUT Config Space page are written to the
appropriate registers in the DUT configuration space.

To scan and edit DUT configuration space

1 Ensure that Exerciser is connected to DUT and the PCle link between the Exerciser and DUT is
active to allow Exerciser to read DUT's configuration space.

2 Click DUT Config Space from the left navigation pane.

The DUT Config Space page is displayed.
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DUT Config Space

Overview |

Device ID

Bus #: 1| :I Device #: 0 :I Function #: 0 :I

Scan i—onfig Space |

3 In the Overview tab, specify/verify the DUT's Bus number, Device number and Function number to
be used.

4 Click the Scan Config Space button.

The offset values at which DUT capabilities are found are displayed.
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DUT Config Space
Owverview | PCICorron Configuration Headerl PowerManagementl WS | ST | PCIE Capabilities | Advanced Errar | L1 PM Substatel LTR Capabilit}fl

Device ID

Bus # Ih 3 Device #: IU 3 Function # IU 3

Scan Config Space |

PCI Common Configuration Header
(found at offset (0]

PCI Power Management Interface
(found at offset (x40)

Message Signaled Intemupts (MSI)
(found at offset (x50)

PCI Express Capability
(found at offset (x60)

Message Signaled Intermupts-X (M5
(found at offset (xAl)

Virtual Channel
{found at offset (100)

Advanced Error Reporting
(found at offset (x22C)

L1PM Substate
(found at offset 0x274)

LTR capability
(found 2t offset (x284)

Secondary PCle Extended Capability
{found at offset (i 170)
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5 From the displayed list of capabilities, click a capability that you want to edit. Capabilities that are

displayed enabled are editable.

The tab page for the selected capability is displayed with values retrieved from the applicable
capability registers. Let's have a glance at the capabilities available in 8.74 release of PCle
Exerciser.
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PCI Common Configuration Header

If you click PCI Common Configuration Header Capability to edit its values, following screen
appears:

DUT Config Space
Overview  PCIComman Configuration Header | Power Managementl M3 | hSI-X | PCIE Capahilitiesl Advanced Error |

]DM D
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Power Management
If you click Power Management Capability to edit its values, following screen appears:

DUT Config Space
Ovenvew | PCICommon Configuntion Header Power Management |MSI | MS-X | PCIE Capabilties | Advanced Emor |
—Power Management Capabilities Nesxt PTR Capability[D ——— "
1111000000000000 Bin .!!Ino He vl'li[l[l He «| ﬂ ﬂ
W PME Support (M38) (Bit 1) &
W PME Support (Bit 14)
W PME Support (Bit 13) £
W PME Suppart (Bit 12)
™ PME Support (LS8) (Bit 11)
™ D2 Support (Bit 10)
I D1 Support Bit9)
[~ AUX Current (MSB) (Bit §)
[ AUX Current (Bit T) =
—Data 1~ PM C/5 Bridge Extensions Power Management Jatus/Control —— o
m He »| ]| 11100000 B -]ﬂJ 1111100000000000 Bin | ﬂ ﬂ
¥ BusPower/Clock Control Enable (Bit M PME Status (Bit 15) =
V' 82/83 Support (Bit §) W Data Scale (MSB) (Bit 14)
¥ Reserved (Bit 5) W Data Scale (LSB) (Bit 13) z
[~ Reserved (Bit ) W Date Select (MS8) (it 12)
[~ Reserved (Bit 3) ¥ Dats Select (Bit 11)
[™ Reserved (Bit 2) [™ Data Select (Bit 10)
[™ Raserved (Bit 1) I™ Data Select (L58) (Bit 9)
I~ Reserved (Bit ) [~ PME Enable (Bit 8)
[™ Reserved (Bit T) -
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If you click MSI Capability to edit its values, following screen appears:

DUT Config Space

. Overviml PCl Cormman Configuration Hud:r! Power Management M3l I ME-X | PCIE Capabilities | Advanced Errur]
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— Message Control
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]Capa ble of generating 64-bit messages (1b)

L |

~Multiple Message Enable (Bits 6.4)

Il rmessage allocated (000b)

Le

—Multiple Message Capable (Bits 3.1)

31 messages requested (101b)

Lo

—MS] Enable (Bit 0)

]MS[ disabled (0b)

Led

T R L R

— Message Address

00000200

He vlﬂ| 0| s

— Message Upper Address

(oonoaon

ve <[] 9| 4]

— Reserved

Message Data
0000 e »| @B[ffoono He vlﬂﬂﬂ

= Mask Bits

nooooaon

se-{u] 0l 2]

~Pending Bits

(oo0oaoy
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MSI-X
If you click MSI-X Capability to edit its values, following screen appears:

DUT Config Space

Overview | PCI Common Corfiguntion Header | Power Management| MSL M- | BCIE Capabiities | Advanced ror |

iaaeas o amf e ols

M3 disabled (0b) -
—Function Mask (Bt 14)

Not Masked (0b) -l
~Reserved (Bits 13.11)

O He » |!!
~Table Size (Bits 10.0)

080 He v |!!

~Table Offset (Bits 31..3), Table BIR (Bits 2.0)

0002000 He '|.|| ﬂ ﬂ
—PBA Offset (Bits 31.3), PBA BIR (Bits 2..0)

00003000 0 4!’] ol s @

MSI-X Table
First Entry Address (Bits 63:13) [oaoaoosoooosgon Hee w| [@]  Intilze Table |
# Offset DWORD 3 DWORD 2 DWORD 1 DWORD 0
Reserved (31.1) Mask Bit (Bit 0) —— — Message Data Msg. Upper Address
! innuunm He -iliimmmd ) =] foooooons e <[ M| foosncots e | W He - B |‘ J _a]

Mg, Upper Address

Reserved (L.1) Mask Bit (Bit 0) —— ~Message Data

i ’-IJWIIDIIJ He -|ﬂ|uatuum{nb} || [voo00n00 M -3 lunnumm.. He |I| |rﬂ|1u 000 |I]| E_l ‘ﬁ]

hnmd{]l.l} Mask Bit (Bit 0) = ~Message Data Upper Address

L 8 |luwuu|n He «| B NotMasked @) +]f [o0000m00 e <[ @] oo e | |1-uu|umu |-|n -8 |‘_] 0| s
030

: Ilmmdu:!l.u Mask Bit (Bit 0) —— —Message Data ~ Mg, Upper Address —
||l(+0[l[llﬂ He «| B[l Nt Masked (0b) «|| [ooo0o0on  He < | foonooonn He |I| |u:||3| 0000 He ﬂ| JJ
Reserved (31.1) Mask Bit (Bit 0) [ Message Data Msg. Upper Address — — Message Address ——
S (I G He </ 8 INutMuired{IbI 1 loowonos He «/ 8 l 0000000 He ~| BRIl [ouooooo0 e -III| al &l

94 Keysight Protocol Exerciser for PCI Express User Guide



Viewing and Editing the Configuration Space of a DUT 5

PCle Capabilities
If you click PCle Capability, the PCle capabilities page is displayed as shown below:

DUT Config Space
Overview | PCI Common Configuration Header | Power Management | MSI | MSl-x  PCIE Capabilties | Advanced Error |
— PCI Express Capabilities Reqister Next PTR Capability [0 ————————y oth
—Reserved (Bits 15..14) |||w He 'lﬁl |ﬂ|:| He ,lﬁl ﬂﬂ
0 Bin +| &l
rInterrupt Message Number (Bits 13.9) ——
(10000 Bin +| G|
— Hot Implermented (Bit &)
o in +| @]
rDevice/Port Type (Bits 7..4)
PCI Bxpress Endpoint device (1000b) j
r Capability Version (Bits 3..0)
(0000 in «| @I
— Device Capabilities Reaister (31..16) Device Capabilities Register {15..0)
~Bits 31,28 ~Bits 15.12 Q) &
0000 in | @[ { [o000 Bin | |
™ Reserved (Bit 3) - [ Role-Based Error Reporting (Bit 3) .
[ Reserved (Bit2) E‘ —Endpoint L1 Acceptable Latency (Bits 11.9)
[ Reserved (Bit 1)
[ FLR Capable (it 0) « | [ ||Less than 64 ns (000k) M
—Captured Slot Bower Limit Scale (Bit 27..26) —Endpoint LD Acceptable Latency (Bits 6..6)
™ EJ Less than 64 ns (100k) M
—Captured SlotPawerLimit Value (Bits 25.18) ———— [ [ Btended Tag Field Supported (it )
oo Bin »| 3| -t Toa field supparted (0b) M
—Reserved (Bits 17.16) — Phantam Functions Supported (Bits 4..3)
|EI[I Bin 'J EJ ‘No function number bits (00b) j
— Max Payload Size Supparted (Bits 2..0)
11288 max payload size (000b) |
— Device Status Reqister Device Contral Reqister
—Reserved (Bits 15.6) —Bridge Configuration Retry Enable/Initiate FLR (Bit 15) —— ﬂ ﬁ 0gh
(000000000 gin «| @] [0 Bin +| &
—Bits 5.0 — Max Read Request Size (Bits 14..12)
0o00oo Bin rJ BJ ‘1288 max read request size (000b) l]
I” Transaction Pending (Bit 5) o
™ AUX Power Detected (it 4) | fooon Bin +| &
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Advance Error Reporting
If you click Advance Error Reporting Capability, the Advance Error capabilities page is displayed:

DUT Config Space
Owr\.ﬂiml PCI Comron Canfiquration Headtrl PwerManagtmentl M | MS-X | PCIE Capabilities Advanced Error |

— Next Capability Offset Cap Version PCIExpress Extended Capability ID . -
[ He .|H|{|n He .@@mnn He «| 5| ﬂﬁ
— Uncorrectable Error Status Register . b
11100000000000000000000000000000 in | 5| ﬂ ﬂ

¥ Reserved (Bit 31) ‘_

W Reserved (Bit 30 E

W Reserved {Bit 20}

[~ Reserved (Bit 26) -
—Uncorectable Error Mask Register . It
02000000000000000000000000000000 gin +| | ﬂ ﬂ

I Reserved (Bit 31) -

W Reserved (Bit 30) 4

[ Reserved (Bit 29)

[~ Reserved (Bit 20) -
—Uncorrectable Errar Severity Ich
12000000000000000000000000000000 gin ~| 5| ﬂ ﬂ

I Reserved (Bit 31) e

¥ Reserved (Bit 30 E

[ Reserved (Bit 29)

[ Reserved (Bit 26) -
— Correctable Ervor Status Register

12000000000000000000000000000000 gin | 5| ﬂ ﬂ 10h

I Reserved (Bit 31) -

¥ Reserved (Bit 30 B

[ Reserved {Bit 2)

[ Reserved (Bit 26) -
— Correctable Error Mask Register "
12000000000000000000000000000000 in | 5| ﬂ ﬂ

[~ Reserved (Bit 31) -

W Reserved (Bit 30 E

™ Reserved {Bit 2}

™ Reserved (Bit 26) -

Advanced Error Capabilities and Control Reqister

~Rite 11§ l al ol
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L1 PM Substate

If you click LT PM Substate Capability, the following page is displayed. L1 substates are
supported only by the B version of the U4305 Exerciser. The A version does not support this
feature. To know more, refer to “Enabling and Configuring L1 Substates for Exerciser" on page 74.

DUT Config Space
Overview | PCIComrmon Configuration Headerll Power banagement | hA S | A SI-3 | PCIE Capabilities. Advanced Error L1 PM Substate |LTR(

— Mext Capability Offset ——————Cap Version ———— PCI Express Extended Capability ID

[284 He - ||| He - | &|f[ooae He ~ | & ﬂﬂ ]
— L1 PM Substates Capabilities Reqister Bits 4.0

— Reserved (Bits 21..24) eEEEn) Bin - || ﬂ ﬂ C
[nnnnooo0 Bin | &| :

—Port T_POWER_ON Value (Bits 23..19) g P E’{'ﬁszt;;jft:;"[’;:dﬂfa't A

|EIS He = | E| ¥ ASPM L1.2 Supported (Bit 2)

— Reserved (Bit 18) [¥ PCI-PM L1.1 Supported (Bit 1)

|EI Bin | E| v PCI-PM L1.2 Supported (Bit 0)

— Port T_POWER_CN Scale (Bits 17..16)

|2s (00b) -

— Port Common_Mode_Restore_Time (Bit 15..8)

[ He | E|

— Reserved (Bits 7..5)

00 Bin | &|
— L1 PM Substates Control 1 Reqister Bits 3.0

—LTR_L1.2 THRESHOLD Scale (Bits 31..29) ——— [lonp Bin '|E| 0| & C
|[| He Y|E|

[ ASPM L1.1 Enable (Bit 3)
[ ASPM L1.2 Enable (Bit 2)

— Reserved (Bits 28..268)

|DDD Bin v|ﬂ| [~ PCI-PM L1.1 Enakle (Bit 1)
—LTR_L1.2_THRESHOLD Value (Bits 25..16) ————— Il " PCI-PM L1.2 Enable (Bit 0)
(00 He | E|

— Common_Mode_Restore Time (Bits 15.8) ————

[0 He | E|

— Reserved (Bits 7..4)

(0000 Bin | &

— L1 PM Substates Control 2 Register

— Reserved (Bits 31..8) 0l & [

[000000000000000000000000 Bin - | |
—T_POWER_ON Value (Bits 7..3)
05 He ||

r Reserved (Bit 2) |
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LTR Capability

If you click LTR Capability, the following page is displayed: This page contains register settings
mandatory for L1.2 substate. L1 substates are supported only by the B version of the U4305
Exerciser. The A version does not support this feature. To know more, refer to “Enabling and
Configuring L1 Substates for Exerciser" on page 74.

DUT Config Space

Owerview | PCI Common Configuration Header] Powrer Management | rASI | hASI-3 | PCIE Capabilities. Advanced Error] L1 Pk Substate LTR Capabili

— Mext Capability Offset —————————Cap Version ———————— P(I Express Extended Capability ID

170 He - | @1 He | &||[o01s He | E| ﬂﬂ 00k
— Max Snoop Latency Reaister Max Mo-Snoop Latency Reaister

—Reserved (Bits 15..13) —Reserved (Bits 15..13) ﬂ ﬂ 04h
(000 Bin ~|&|| | {[o0 sin ||

—Max Snoop LatencyScale (Bits 12,,10) —————— || — Max Ne-Snoop LatencyScale (Bits 12..10) ———

o He ~| @] | {0 He ~ ||

—Max Snoop LatencyValue (Bits 9..0) —Max No-Snocop LatencyValue (Bits 9.0) ——————————

[0 He «|@|| | oo e | &

6 To read the current values of a register from DUT, click the [f-}l button displayed with that
register.

7 You can click the Reload [ 0 l toolbar button to read the current values of all the registers
displayed in a tab of DUT Config Space.

8 Make the required edits to the displayed capability registers.

9 To write the changes to an individual DUT register, click the button displayed with that
register.

10 To write all the changes that you made to various DUT registers displayed in a tab of DUT Config
Space, click Apply.
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6 Testing DUT’s LTSSM Functions

LTSSM

Link Training and Status State Machine (LTSSM) is the sub-block that drives and controls the link
initialization, and training process for a PCle device to enable the normal data exchange between the
two devices over the link. LTSSM operates at the physical layer level and exchanges physical layer
packets (Ordered sets such as TS1 and TS2) to initialize, train, and manage the link.

LTSSM Functions

The following are some of the key functions of LTSSM that are referred to later in this chapter in the
context of LTSSM testing.

Link initialization and configuration to bring the link to an operational state when TLP and DLLPs
can be transmitted over it.

Link recovery or retraining in situations such as speed changes, power management, or
recovering from a link error.

Performing link bandwidth management by downgrading or upgrading the link speed in response
to a link speed change request.

For PCle Gen3 devices, performing the Equalization procedure before reaching the Gen3 (8.0
GT/s) speed during the link training or retraining.

LTSSM States

LTSSM transits through various states and substates during link initialization, training, and
management. The entry and exit of each of these states and the exchange of packets (Ordered sets)
between the two devices during each state is as per the PCle specifications.

As per the PCle specifications, LTSSM has 11 states and further substates. These states are referred
to frequently in this chapter to describe LTSSM testing using the Keysight LTSSM Tester tool.
Following is a list of these states followed by a diagram to illustrate the sequence of these states as
per the PCle specifications.

Detect
Quiet
Polling
Configuration
LO
Recovery
LOs

L1

L2

Hot Reset
Disabled
Loopback
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The following figure displays the top-level states of LTSSM.

Iritial Stats or
Diracted by
Data Link Layer

Dretect
f
L}
Palling
Confiquration
Ld
Lz
Lis
L1
Figure 15 LTSSM States

specification.

Disabled

Hot

Resat

Loopback

Recovery

For information on different LTSSM states and sub-states, refer to PCI Express
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LTSSM Tester - Introduction

102

LTSSM is one of the key challenges when moving from PCI Express Gen2 to Gen3 with link testing for
Gen3 as one of the biggest validation challenges.

Keysight LTSSM Tester is a tool that helps you perform link negotiations testing effectively and
thoroughly to test a DUT’s LTSSM functions. Using this tool, you can verify all the LTSSM state
transitions of DUT and check if all the state timeouts are correctly implemented. This tool provides
you a set of predefined LTSSM tests to help you assess if the DUT’s LTSSM capabilities are as per the
LTSSM rules specified in the PCle specifications.

The LTSSM Tester tool is integrated with Protocol Exerciser and is available as a tab in the Protocol
Exerciser GUI. When you install and configure the Keysight's Protocol Exerciser card, the card
emulates a PCle device and provide the LTSSM functionality as well to stimulate the DUT’s LTSSM
functions.

Protocol Exerciser exchanges appropriate physical layer packets (ordered sets) with the DUT as per
the PCle specifications to test DUT’'s LTSSM capabilities. You can access the LTSSM functions

provided by Protocol Exerciser by running the appropriate LTSSM tests using the LTSSM Tester tool.
The test results help you assess the DUT’s capabilities in the context of a particular LTSSM function.

Protocol Exerciser as a USC and a DSC in context of LTSSM testing

Protocol Exerciser can act as an Upstream Component (USC) or a Downstream Component (DSC)
with DUT for LTSSM testing. Protocol Exerciser functions as a USC or a DSC depending on the
session type that you selected based on the Exerciser card setup. You use the Link Settings page of
the General tab of the Protocol Exerciser GUI to select the session type.

As a USC, Protocol Exerciser emulates a root complex and controls the link initialization, training,
and management sequences for self-initiated or DUT initiated requests. DUT, in this case, acts as a
DSC and responds to the sequences.

As a DSC, Protocol Exerciser emulates an end point and only responds to the LTSSM function
sequences performed by the DUT acting as a USC in this case.

LTSSM Tester Features

The LTSSM Tester tool provides various features that make it a useful tool to perform the DUT’s
LTSSM testing. Some of the key features of LTSSM Tester are listed below.

Can explicitly test or force LTSSM state transitions.

Can monitor state transitions and follow timeout controlled process to ensure protocol
compliance.

Supports scalable speed transitions varying from 2.5 GT/s to 8.0 GT/s.

Supports LTSSM testing for Gen1, Gen2, and Gen3 PCle devices.

Supports lane polarity inversion setting for all the lanes independently.

Supports link widths ranging from x1, x2, x4, x8 to x16 (any combinations allowed).

Supports automatic or manual enabling /disabling of the lane reversal feature to help you test the
DUT’s lane reversal feature.

Supports data scrambling settings.
Can test link initialization and retraining with or without performing the Equalization procedure.
Captures and displays the LTSSM state transitions along with the timestamps for:

fast and easy debug and

verification to ensure that DUT's LTSSM state transitions and timeouts are as per the PCle
specifications.
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Can initiate link transition to recovery.

Can create corner conditions to test DUT's error responses.

Supports Equalization Settings to improve signal quality for DUT and Exerciser.
Supports Transceiver Settings for hardware connected for variable voltages.

Supports displaying the protocol errors violated while linking, retraining, recovering or speed
change.
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When to Use LTSSM Tester

104

LTSSM Tester provides a set of LTSSM tests to help you test various aspects of DUT’s LTSSM. The
following list provides you pointers to the broad areas/situations when these tests can help you in
LTSSM testing.

To test and assess if:

The DUT is able to perform or respond to the link initialization and training process at the
negotiated link speed and width.

The DUT’s LTSSM state transitions are as per the LTSSM rules specified in the PCle specifications.

The DUT’s LTSSM transits to recovery and back to the operational state for a link retraining
request (for instance, link errors or link speed changes).

The DUT can successfully transit from Gen2 to Gen3 in terms of higher link speeds, new training
sequences for the equalization procedure, and other PCle specifications which are new for Gen3.

The DUT autonomously changes the link speed to 8.0 GT/s after initiating the link to 2.5 GT/s
while performing the Equalization procedure.

The DUT can perform a downgrade or an upgrade link speed in response to a self initiated or a
link partner initiated speed change request on a configured link. This can help you assess how
well the DUT handles link bandwidth management.

The DUT can handle link and lane settings negotiated during the link training process and can
successfully train the link with these negotiated or discovered settings. For instance, lane polarity
inversion is selected and advertised during the link training. You can test if the DUT's LTSSM
initializes the link with lane polarity inversion.

LTSSM Supported States

LTSSM has 11 states with further substates. LTSSM transits through these states while performing
the link initialization, training, and management.

In this release, LTSSM Tester supports the LTSSM states transitions except the following states or a
state feature:

Multi-link configuration

Polling compliance testing

Link power management states
Direct to Hot Reset or Disabled state
Loopback
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How LTSSM Tester Works

105

This topic describes the overall working of the LTSSM Tester.

All the LTSSM tests are available in the LTSSM Tests tab of the Protocol Exerciser GUI. When a user
runs an LTSSM test, the LTSSM Tester tool executes that test’s steps taking all the required link,
lane, equalization, and other settings as inputs. The test execution and observations depend on
whether the Protocol Exerciser is acting as a USC or a DSC (based on the user-configured session
type). Most of the tests have some prerequisites that need to be fulfilled. LTSSM Tester checks if the
test prerequisites are met without which the test execution fails.

When LTSSM Tester starts executing the test, appropriate ordered sets are exchanged between the
Protocol Exerciser and DUT as per the PCle specifications. During the test execution, Protocol
Exerciser transits through various applicable LTSSM states and forces the DUT to make the changes
to its LTSSM states so that you can verify the state transitions. By looking at the responses from the
DUT, Protocol Exerciser checks if the DUT has taken the correct arcs in the state-machine and made
the correct transitions or not. LTSSM Tester captures and displays the state transitions in a test log
to help you identify the source of problem (if any) and debug when the test stops.

As a USC, Protocol Exerciser performs all the necessary steps of the LTSSM function for which the
test is executed. As a DSC, it responds to the steps of the LTSSM functions that DUT performs for
that test.

When the test execution completes, LTSSM Tester updates the status of the link, lane, and other
relevant settings that are impacted by the test execution. These updates are displayed in the
Hardware Status window of the Protocol Exerciser GUI. The test result and the applicable LTSSM
state transitions (expected and actual) are displayed in the test log pane of the GUI. If an actual state
transition is different from the expected state transition, the test fails notifying the user about the
state at which it failed. LTSSM Tester also displays the timestamp for each state transition to indicate
the time taken to transit from one state to another.

The following diagram illustrates the working of LTSSM Tester.
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Figure 16 How LTSSM Tester Works

Consider an example of an LTSSM test to initialize and train the link to 2.5 GT/s with Protocol
Exerciser acting as a USC and DUT as a DSC.

When you execute the Link training test, LTSSM Tester checks the data rate capability of the
Protocol Exerciser, selected link width, lane settings, and other relevant settings. Protocol Exerciser
then starts performing the link training sequence. It exchanges training sequences with DUT to
negotiate link parameters such as link speed, link width, lane polarity, link number, and scrambler
enabled or disabled. Protocol Exerciser trains the link initially to 2.5 GT/s even if the link partners
(Protocol Exerciser and DUT) are capable of transmitting at higher data rates. When the test
execution completes, the link status (No link or Active), negotiated link speed and advertised and
received data rate capabilities of Protocol Exerciser and DUT respectively are displayed in the
Hardware Status window of the Protocol Exerciser GUI. Once the link is trained to 2.5 GT/s, the
LTSSM state transitions to LO indicating that the link is operational. After this, Protocol Exerciser
handles any upgrade to speed by retraining the link as a response to a self-initiated or DUT initiated
speed change request. The following screen displays a sample test log generated for such a test with
all the LTSSM state transitions while initiating the link to 2.5 GT/s.
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ilog
ESLEE010 9:E3: 51 PM: Check Prerequisites: Checking prerequisites succeeded.
54152010 9:232:E51 PM: The testcase i=s in progress. . .
54152010 9:23: 51 PM: The testcase is in progress. ..
6F1E2010 2:23: 51 PM: Start Link Training: Link training started.
ESLESEQLD 922381 PM: Waiting for time [l seconds]...
54152010 9:232:5Z PM: The testcase i=s in progress. . .
54152010 9:23: 5 PM: Checking LT355M S5tate Transitions. ..
6152010 2:23: 58 PM: Actual: Electrical Idle Timestamp: 0 ns
ESLESEQLD 9:E3: B2 PM: Actual: Detect. uiet Timestamp: 112 ns
54152010 9:232:5F PM: Actual: Detect_ bcotive Timestawp: 12,000,175 ns
64152010 9:23: 5 PM: Actual: Polling. Actiwve Timestamp: 13,045,816 ns
6F1E2010 2: 2358 PM: Actual: Polling.Configuaration Timestamp: 37,043,880 ns
ESLESEQLD 922382 PM: Actual: Configuration.Linkwidth. 8Btart Timestamp: 37,050,208 ns
54152010 9:232: 5 PM: Actual: Configaration. Linkwidth_ Accept Timestamp: 37,052,160 n=s
54152010 9:23: 58 PM: Actual: Configuration. Lanernum. ait Timestamp: 37,05Z,400 ns
6F1E2010 22358 PM: Actual: Configaration. Lanernum. bccept Timestamp: 37,054,304 ns
ESLESEQLD S:E3:EE PM: Actual: Configuration.Complete Timestamp: 37,054,784 n=
54152010 9:232: 5 PM: Actual: Configaration.Idle Timestamp: 37,052,095 ns
64152010 9:23: 5 PM: Actual: LO Timestamp: 37,058,448 ns
6152010 2:23: 5 PM: Check test cazse result: Link i=s wup.
ESLESEQLD 9223 8EE PM: Check test case result: Current link speed is 2.5 GT/=.
ES1EZ010 92232352 PM: Check test case result: Current link width is =8,
6152010 9:£3: 52 PM: Test Case Result: Success.
6152010 22358 PM: Test Case stopped.

Figure 17 Sample LTSSM test log
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Getting Started with LTSSM Tester

LTSSM Tester is integrated with Protocol Exerciser and all LTSSM functions are available as a tab in
the Protocol Exerciser GUI.

Accessing LTSSM Tester

You can access LTSSM Tester from the Navigation window of the Protocol Exerciser GUI.

To access LTSSM Tester

1 Start the Protocol Exerciser GUI. For information on starting the Protocol Exerciser GUI, refer to
“Starting and Exiting the Protocol Exerciser GUI" on page 36.

Click the LTSSM Test icon in the Navigation window.
The LTSSM Test screen is displayed in the main Protocol Exerciser window.
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DE B teX|(d s
sgation P x| LTSSM Test
Exordtions A vy
i ]
IUnbitled! {Port: 1008017, = |
o o =+ Exercier Instistes Higher Speed Changs PN IE e = R
‘% + DUT Initistes Higher Speed Changs | Start
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E/LESZOL0 5:28:05 PIE: Start Link Tradnimg: Link craining starced.
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All the supported LTSSM tests are grouped under the LTSSM Tests listbox. On clicking a test, its
description and sequence of execution steps are displayed in the Description and Sequence panes
respectively.

The Log pane provides you details of the steps that the LTSSM Tester is performing during the test
execution. It displays the prerequisites that are checked, the steps that are performed, and the
LTSSM states that the LTSSM Exerciser transits during the test execution. Based on whether all the
test prerequisites are met and whether all the LTSSM state transitions are as expected, the Log pane
displays test result as Success or Failure.

Refer to the Protocol Exerciser GUI Reference help topics in this user guide to
get a detailed description of each field in the LTSSM Test page. Alternatively,
click the Help button displayed in the tab page to get a context-sensitive help

page.

Prerequisites for LTSSM Testing

Ensure that all the test specific prerequisites are met before executing the test. Each test has
some prerequisites which are listed in the LTSSM Tests pane.

Ensure that all the link and lane settings are configured using the General tab of the Protocol
Exerciser GUI. Protocol Exerciser uses these settings for link negotiations during the link training
sequence.

Ensure that the Equalization and Transceiver settings (coefficients and presets) are appropriately
configured for tests that perform or respond to the equalization procedure.

Ensure that the DUT is connected to the Protocol Exerciser.
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Testing Link Initialization, Training, and Management

LTSSM Tests

Basic Tests

Link Speed Upgrade tests

Link Speed Downgrade Tests

LTSSM Tester provides a set of predefined LTSSM tests that you can run from the LTSSM Test tab of
the Protocol Exerciser GUI.

Torun atest, clickthe P |icon. Before running a test, check if all the test prerequisites stated in the
Prerequisites section of the test are met.

Sequence of Steps in LTSSM Tests

3
4

For an LTSSM test, LTSSM Tester first checks the test prerequisites.

If all prerequisites are met, the training sequence is started and LTSSM state transitions are
captured, checked and displayed.

If an LTSSM state transition is not as per the PCle specifications, the test stops and fails.
The test result is displayed along with the reason for the test failure if the test failed.

Understanding the Test Results

The test results are displayed in the Log pane of the LTSSM Tests window. A test Log helps to
identify the root cause of a problem. For instance, the test log shows test failure due to an
unexpected LTSSM state change (RecRvcfg was expected but RecSpeed transition happened). This
pane displays the following information with the date and time stamp:

Name of the executed test.
The list of prerequisites that are being checked for the test execution.

The status of the “Check prerequisites” step. It displays Success if all the prerequisites are met
and displays Failed if one or more prerequisites are not met causing the test to fail.

The LTSSM states through which Protocol Exerciser transits during the test execution. If any of the
LTSSM state transitions is missing or is not the expected state transition specified in the PCle
specifications, the test fails stating the LTSSM state which caused the test to fail.

The test case result based on whether or not all prerequisites are met and all the LTSSM state
transitions are as per the expected state transitions in PCle specifications. It displays Success,
Failure, or Cancelled by user. It also displays the outcome of the test in terms of the current link
speed, link width and link status.

You can save the test results as an RTF or a TXT file by right-clicking anywhere inside the Log pane
and clicking Save as...

In this release, the following LTSSM tests are provided.

Test Description

= “Exerciser starts Link Training to 2.5 GT/s" on page 111

= “Link training to 8.0 GT/s with all the phases of Equalization test" on page 112
= “Link training to 8.0 GT/s with the first phase of Equalization test" on page 114
= “Exerciser Initiates Transition to Recovery Test" on page 119

= “Capture State Transitions Test" on page 120

= “Link Speed Change With Equalization Tests" on page 118
= “Link Speed Change Without Equalization Tests" on page 115

= “Link Speed Change With Equalization Tests" on page 118
“Link Speed Change Without Equalization Tests" on page 115
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Test Description

Current Data Rate fails in Recovery.Recvrlock

Exerciser is Directed to Disabled from LO

Exerciser is Directed to Hot Reset from LO

Equalization Failure tests

Equalization Behavior tests

Exerciser initiates DownConfiguration followed by
UpConfiguration

Exerciser initiates DownConfiguration followed by
UpConfiguration without being Capable

Negotiated and Current data rate fails in
Recovery.Revrlock

Negotiated Data Rate fails in Recover.RcvrLock

Exerciser Request Redo Equalization

Send Invalid Sync bits continuously at Gen3

Exerciser Initiates Speed Change on Any Lane

There are two tests available in this test group to test how the DUT responds when the current data rate
(Gen2 / Gen3) doesn't work reliably. In these tests, Exerciser causes the current data rate failure to force
the DUT to transition from Recovery.RcvrLock to Recovery.Speed because of this failure.

This test checks how the DUT responds when Exerciser is directed to move to the Disabled state from
the LO state.

This test checks how the DUT responds when Exerciser is directed to move to the Hot Reset state from
the LO state.

There are four tests available in this group to test how DUT responds to the failure in the Equalization

procedure in Phase 2/ 3 while moving from Gen1/Gen2 to Gen3.

In these tests, Exerciser causes the Equalization procedure to fail in Phase 2/Phase 3 while transitioning

to Gen3 speed. The tests check whether or not the DUT transitions from:

= Recovery.Equalization.Phase2 to Recovery.Speed due to failure of the equalization procedure in
Phase2.

= Recovery.Equalization.Phase3 to Recovery.Speed due to failure of the equalization procedure in
Phase3.

There are two tests available in this test group to test the equalization behavior of the DUT specifically

when:

= Exerciser rejects 8 different values of coefficients or presets in Phase 3 of equalization before
accepting these values.

= Exerciser requests the DUT to use only the presets (not co-efficients) in Phase 2 of equalization.

In this test, Exerciser first downconfigures the link width and then forces the DUT to upconfigure it to
the initial higher link width to test DUT's capability to up configure. Both Exerciser and DUT should be
capable of upconfiguration to run this test.

In this test, Exerciser is not capable of upconfiguration. Exerciser first downconfigures the link width
and then forces the DUT to upconfigure it to the initial higher link width to test whether or not the DUT
upconfigures the link when Exerciser does not have the upconfiguration capability. Exerciser should not
have the upconfigure capability and DUT should be capable of upconfiguration to run this test.

This test checks how the DUT responds when the negotiated as well as the current data rate fails while
moving from Gen2 to Gen3 speed. The current speed is Gen2, the negotiated speed is Gen3 and there's
a failure in the speed change to Gen3 as well as the current Gen2 speed. In this scenario, the test
checks if the DUT moves to Gen1 speed responding to these data rate failures.

There are six tests available in this group to test the failure of the negotiated data rate while
transitioning from one speed to another (higher or lower) speed. In these tests, Exerciser negotiates a
speed change but does not move to the negotiated speed change. This test checks the DUT's capability
to revert back to the original speed when the negotiated speed change fails and enter into
Recover.RevrLock.

There are three tests available in this test group to test how the DUT responds to the Exerciser's request
to redo equalization in Recover.RevrCfg when:

= Moving from 2.5 GT/s to 8.0 GT/s speed.

= Moving from 5.0 GT/s to 8.0 GT/s speed.

= While at the 8.0 GT/s speed.

In this test, Exerciser sends framing errors to DUT at 8.0 GT/s causing the DUT to enter into the
Recovery state. DUT is expected to transition from LO to Recovery state as it detects Gen3 framing
errors.

There are two tests available in this group to test how the DUT responds when Exerciser initiates speed
change from Gen1/Gen2 to Gen3 while sending correct TS1s only on Lane 0 (not on all the configured
lanes). The test checks whether or not the DUT transitions to the Configuration state in response to
correct TS1s sent only on Lane 0.

Testing Link Training

Exerciser starts Link Training to 2.5 GT/s

11
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Description

This test initializes and trains the PCle link between the Protocol Exerciser and DUT to 2.5 GT/s. Even
if the data rate capabilities of both the link partners is higher, the test trains the link to 2.5 GT/s.
However, the link speed can later be upgraded by running a link speed change LTSSM test.

In this test, Protocol Exerciser performs link training and exchanges training sequences with DUT to
negotiate link parameters like:

lane polarity

link number

set of lanes that belong to the link

lane numbers

scrambler enabled or disabled

link speed

number of fast training sequences required

Usage

You can use this test to check if the DUT’s LTSSM can initialize the link to 2.5 GT/s. This is the
basic test to test the linkup between Protocol Exerciser and DUT. You can use this test as the
initial test to test other scenarios such as link transition to recovery and autonomous or manual
speed changes after the link initializes to 2.5 GT/s.

This test also lets you check whether DUT initializes the link with the user-configured link and lane
settings such as lane polarity inversion or lane reversal negotiated during the training sequence.
You can test if the DUT can understand and implement polarity inversion for lanes if you selected
this option for lanes.

Test Results

If the test passes, the LTSSM state is LO indicating that the link is up and operational. The link status
is displayed as Active in the Hardware Status window to indicate the successful link up.
If the test fails, it indicates:

Link is not up.

Link or lane settings incompatibility on either of the two link partners side. For instance, Polarity
inversion set for the Transmitter of the Protocol Exerciser but not implemented on DUT or data
scrambling enabled at USC but not at DSC.

Missing or unexpected LTSSM state transitions. For instance, the test log shows test failure when
the LTSSM state does not transit to Configuration.Linkwidth.Start after Polling.Configuration
while running the link training test.

Exerciser starts Link Training to 8.0 GT/s with Equalization Tests

LTSSM Tester provides the following two tests to train the link to the 8.0 GT/s speed with the
execution of the Equalization procedure.

Link training to 8.0 GT/s with the execution of all the phases of Equalization

Link training to 8.0 GT/s with only the first phase of Equalization

Both these tests are described below with a focus on the difference in their Equalization execution.

Link training to 8.0 GT/s with all the phases of Equalization test
Description

This test initializes and trains the PCle link between the LTSSM Exerciser and DUT to 2.5 GT/s
initially. If the data rate capabilities of both the link partners is advertised as 8.0 GT/s, the test
initiates the transition to the Recovery.Equalization sub state to perform all the phases of the
Equalization procedure before moving the link to 8.0 GT/s. While performing equalization, Protocol
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Exerciser advertises the Equalization settings (presets, coefficients, and voltage swings) that you
specified in the Equalization Settings page as its Tx capabilities for the transmission of training
sequences. In phase 2 and 3, DUT and Exerciser tune the equalization settings by requesting a
change in the coefficients at the transmitter of the link partner. Protocol Exerciser uses the
equalization settings specified in the Equalization Settings page to perform or respond to these
phases. If the Equalization phases are successfully done, then both Protocol Exerciser and DUT
transition to the Recovery.RevrLock sub state to proceed towards making the link operational at the

8.0 GT/s spee
Usage

d.

You can use this test to check the full execution of the equalization procedure with DUT acting as
a USC or a DSC.

You can verify the Equalization substates entered after reaching to 2.5 GT/s and before achieving

8.0 GT/s.

You can use this test to troubleshoot at which phase of equalization, the problem occurs.

Test Flow

This section displays the sequence of test execution in terms of the LTSSM state transitions and the
steps performed by DUT and Protocol Exerciser during the test execution.

The following figure displays the test flow during the Equalization phases when Exerciser acting as a
USC has trained the link to 2.5 GT/s and moved to the Recovery.Equalization substate to perform all
the phases of equalization before moving the link to 8 GT/s.
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If the test passes, the LTSSM state is LO indicating that the link is up and operational at 8.0 GT/s. The
link status is displayed as Active in the Hardware Status window to indicate successful link up.
If the test fails, it indicates:

One or more of the test prerequisites are not met.

Link or lane settings incompatibility on either of the two link partners side. For instance, Polarity
inversion set for the Transmitter of the Protocol Exerciser but not implemented on DUT.

Failure of transition to correct Equalization substates while performing Equalization.
Inappropriate Equalization settings.

You can try fine tuning the Tx De-emphasis values for the Protocol Exerciser and the DUT using the
Equalization Settings tab.

Link training to 8.0 GT/s with the first phase of Equalization test
Description

This test initializes and trains the PCle link between the Protocol Exerciser and DUT to 2.5 GT/s
initially. If the data rate capabilities of both the link partners is advertised as 8.0 GT/s, the test
initiates the transition to Recovery to perform the first phase of the Equalization procedure before
achieving 8.0 GT/s. During link training, the first phase requires both USC and DSC to advertise the
preset values. Protocol Exerciser advertises the Equalization settings (presets, co-efficients, and
voltage swings) that you specified in the Equalization Settings page as its Tx capabilities for the
transmission of training sequences. USC exits the Recovery.Equalization sub-state after phase 1 and
transitions to the Recovery.RecvrLock substate to proceed towards making the link operational at the
8.0 GT/s speed.

Usage

You can use this test to check if the DUT’s LTSSM can initialize the link to 8.0 GT/s with the
execution of phase 1 of equalization.

You can verify the Equalization substates entered after reaching to 2.5 GT/s and before achieving
8.0 GT/s.

You can use this test to troubleshoot whether or not the device is capable of undergoing the first
phase of equalization while achieving 8.0 GT/s.
Test Results

If the test passes, the LTSSM state is LO and link speed is 8.0 GT/s indicating that the link is up and
operational at 8.0 GT/s. The link status is displayed as Active in the Hardware Status window to
indicate successful link up.
If the test fails, it indicates:

One or more of the test prerequisites are not met.

Link or lane settings incompatibility on either of the two link partners side. For instance, Polarity
inversion set for the Transmitter of the Protocol Exerciser but not implemented on DUT.

Failure of transition to correct LTSSM states while performing Equalization.
Inappropriate Equalization settings.

You can try fine tuning the Tx De-emphasis values for the Protocol Exerciser and DUT using the
Equalization Settings tab.
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Testing Link Speed Changes

Link Speed Change Without Equalization Tests

This topic describes the LTSSM tests that you can use to test the DUT’s LTSSM function of
performing or responding to link speed changes on a configured link. In these tests, Equalization is
not performed when moving to the 8.0 GT/s speed from 2.5 GT/s or 5.0 GT/s. The tests transitions
the LTSSM of link partners to Recovery and then back to the operation state at the new speed.

Before executing a link speed change test:

ensure that the Protocol Exerciser's data rate capabilities are appropriately set to support the
desired link speed. You set data rate capabilities using the Link Settings page of the General icon
in the Protocol Exerciser GUI. If one of the link partners does not support the desired link speed,
then the test fails stating that the prerequisites is not met.

For link speed change to 8.0 GT/s tests, the Equalization options that you
enabled/disabled in the Equalization Settings tab are over-ridden by the
equalization options relevant for the test when the test is running. However, the
equalization options that you set are reverted back when the test execution is
over.

For instance, you have not deselected the Perform Equalization in recovery @ 8
GT/s option in the Equalization Settings tab and executed the LTSSM test to
upgrade the link speed to 8.0 GT/s without equalization. In this situation, the
test overrides the enabled equalization setting and skips equalization while
upgrading to 8.0 GT/s.

Description

Once the link is up between the Protocol Exerciser and DUT, you can use various link speed change
tests available in the LTSSM Tester to upgrade the link speed or later downgrade it for link
bandwidth management testing.
These tests are categorized into:
Link upgrade speed tests - The tests support the following speed upgrades:
2510 5.0
5.0 to 8.0 without Equalization
2.5 to 8.0 without Equalization
Link downgrade speed tests — The tests support the following speed downgrades:
8.0t0o 5.0
50to 25
8.0to 2.5
These tests are further categorized on the basis of the link partner (Protocol Exerciser or DUT) from
where you want to initiate the link speed change request. Once the request is initiated, based on

whether the Protocol Exerciser is acting as a USC or a DSC for the session, it performs or responds to
these link speed change requests during the test execution.

If you want to test a link speed change request initiated by DUT, then you
manually need to change the link speed at the DUT end on receiving instructions
during the test execution.
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Using these tests, you can also test the implementation of the autonomous speed change while
changing the link speed to 8.0 GT/s on a configured link.

Usage
You can use the link speed change tests to assess:
DUT’s capabilities to perform or respond to link bandwidth management requests.

DUT’s capabilities to upgrade to 8.0 GT/s without the equalization procedure on a configured link.

The interconnect data rate as a result of the link speed changes and data rate capabilities of link
partners.

The LTSSM state transitions are as per the PCle specifications. For instance, LTSSM state
transitions to all the appropriate substates of Recovery before making the link operational at the
desired speed change.

Whether or not DUT enters the Equalization substates before moving the link speed to 8.0 GT/s.

Test Flow

This section displays the sequence of the test execution in terms of the LTSSM state transitions and
the steps performed by DUT and LTSSM Exerciser during the test execution.

The following figure displays the test flow when Exerciser initiates the request to upgrade the link
speed from 2.5 to 5.0 GT/s with LTSSM Exerciser acting as a USC.
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Received datarate— 5.0 GT/s Link configuredto 2.5 GT/s
Lo
LD

L 4

Exerciser initiates upgrade speed change to 5.0 GT/s

request
Lo £ d LO

T51 @ 25 GT/s

Recovery.Revrlock | Exerciser starts speed change by transitioning to Recovery| Recovery.RecvrLock
B TS1 @ 2.5 GT/s

T52 @ 2.5 GT/s
Recovery. RowrCfg e /

Recovery. RowrCig

Electrical Idle
Recovery. Speed |+ Recovery. Speed

51 50GT/s
Recovery RovrLock @ / o RecoveryRovrlock

T51 @ 5.0GT/s

T52 @ 5.0 GT/s

Recovery.ldle

-
»

Recovery.ldle

Lo LO
Link retrained at the new speed

5.0 GT/s) (5.0 GT/s)

Test Result

If the link speed change test passes, the link is operational and trained to the new (desired speed).
If the test fails, it indicates:

One or more of the listed test prerequisites failed.

Data rate incompatibility. Either of the two link partners does not support the desired link speed.

Missing or unexpected LTSSM state transitions. For instance, the test log shows test failure for an
upgrade speed test when the LTSSM state transits to Rec.Speed instead of the expected
Rec.RcvrCfg after Rec.RevrlLock.

Transition to Equalization substate(s) by a link partner for a speed upgrade to 8.0 GT/s.
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Link Speed Change With Equalization Tests

This topic describes the LTSSM tests that you can use to test the DUT’s LTSSM function of
performing or responding to link speed change to 8.0 GT/s on a configured link. In these tests,
equalization is performed before moving to the 8.0 GT/s speed. You can choose a test based on
whether you want the test to perform only phase 1 or all the phases of equalization.

In phase 1 of equalization, both DUT and Protocol Exerciser advertise their equalization preset
values. In phase 2 and 3, DUT and Exerciser tune the equalization settings by requesting a change in
the coefficients at the transmitter of the link partner. Protocol Exerciser uses the equalization
settings specified in the Equalization Settings page to perform or respond to these phases.

Either DUT or Exerciser can initiate these tests for a link configured to 2.5 GT/s or 5.0 GT/s. Based on
whether the Protocol Exerciser is acting as a USC or a DSC for the session, it performs or responds to
these link speed change requests during the test execution.

Before executing a link speed change test:

ensure that the Protocol Exerciser's data rate capabilities are set to support the desired link
speed, 8.0 GT/s. You set data rate capabilities using the Link Settings page of the General icon in
the Protocol Exerciser GUI. If one of the link partners does not support the 8.0 GT/s link speed,
then the test fails stating that the prerequisites are not met.

ensure that the preset, co-efficient, and minimum/maximum voltage swing values are set for the
Protocol Exerciser transmitter part. Also, the equalization setting values that the Protocol
exerciser sends to DUT as a request to use these settings to tune the equalization should be set.
You use the Equalization settings page to configure these settings.

For these tests, the Equalization options that you enabled/disabled in the
Equalization tab are over-ridden by the equalization options relevant for the test
when the test is running. However, the equalization options that you set are
reverted back when the test execution is over.

For instance, you have not enabled the Perform Equalization in recovery @ 8
GT/s option in the Equalization Settings tab and executed the LTSSM test to
upgrade the link speed to 8.0 GT/s with equalization. In this situation, the test
overrides the disabled equalization setting and performs equalization while
upgrading to 8.0 GT/s.

Description

Once the link is up between the Protocol Exerciser and DUT, you can use various link speed change
tests available in the LTSSM Tester to upgrade the link speed to 8.0 GT/s to specifically test the Gen3
speed bandwidth management.
The tests support the following speed upgrades:

5.0 to 8.0 with phase 1 or all phases of equalization

2.5 to 8.0 with phase 1 or all phases of equalization
These tests are further categorized on the basis of the link partner (Protocol Exerciser or DUT) from
where you want to initiate the link speed change request. Once the request is initiated, based on

whether the Protocol Exerciser is acting as a USC or a DSC for the session, it performs or responds to
these link speed change requests during the test execution.
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If you want to test a link speed change request initiated by DUT, then you
manually need to change the link speed at the DUT end on receiving instructions
during the test execution.

Using these tests, you can test the implementation of the Equalization procedure while changing the
link speed to 8.0 GT/s on a configured link.

Usage

You can use the link speed change tests to assess:
DUT’s capabilities to perform or respond to link bandwidth management requests.
DUT’s capabilities to implement the Equalization procedure while upgrading to 8.0 GT/s.

The interconnect data rate as a result of the link speed changes and data rate capabilities of link
partners.

The equalization related LTSSM state transitions are as per the PCle specifications.
Test Result
If the link speed change test passes, the link is operational and trained to the new (desired speed).
If the test fails, it indicates:

One or more of the listed test prerequisites failed

Either of the two link partners does not support the 8.0 GT/s link speed.

Missing or unexpected LTSSM state transitions. For instance, absence of transition to Equalization
substates while moving to the 8.0 GT/s speed.

Testing Link Retraining and Recovery

Exerciser Initiates Transition to Recovery Test

Description

This test allows you to direct the LTSSM Tester to initiate the link retraining or recovery by transiting
to the Recovery LTSSM state and then back to the Operational state.

When the test initiates link retraining/recovery, the link is retrained/recovered as per the link and
lane settings negotiated during the initial link training sequence. For example, the link is trained to
2.5 GT/s and the data rate capabilities of DUT and Protocol Exerciser are 5.0 GT/s. By initiating the
transition to Recovery, the negotiated data rate — 2.5 GT/s is used to recover and retrain the link. The
Advertised and Received data rate capabilities are updated based on the current data rate
capabilities of the link partners.
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Usage

You can use this test to check:

DUT’s capabilities to respond to the transition to the Recovery state, in situations such as link
errors.

If the link is retrained/recovered as per the link and lane negotiations in the initial training
sequence in response to an initiation of the transition to recovery.
Test Results

The test passes if the link transitions to recovery and then back to the Operational state and the data
rate at which the link is retrained is the initial data rate at which the link was initially trained. On the
successful execution of the test, the link status is displayed as Active in the Hardware Status window.
If the test fails, it indicates:

Link is not up.

Link width is not x1, x2, x4, x8 or x16.

Failure of transition to the correct Recovery substates.

Testing LTSSM State Transitions

Capture State Transitions Test
Description

Protocol Exerciser and DUT transits through various LTSSM states while performing LTSSM
functions. This test can capture and display a maximum of 512 consecutive LTSSM state transitions
of the Protocol Exerciser to check the sequence of LTSSM transitions and identify the state at which
a problem occurred.

Usage

When the link between the Protocol Exerciser and DUT is configured and operational, the link status
is displayed in the Hardware Status window of the Protocol Exerciser GUI. The current state of link is
reflected through this status (either No Link or Active). There may be situations when you want to
troubleshoot the No Link status of the link by checking the LTSSM state transitions. In such
situations, this test can provide you a trail of LTSSM state transitions to help you identify the source
of problem in the link between DUT and Protocol Exerciser.

You can also use this test to check if the sequence of DUT's LTSSM state transitions for an LTSSM
function is as per the PCle specifications.

Test Results

If the test passes, the LTSSM state transitions are displayed in the test log along with the current link
width and link status.
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This chapter provides an overview of the configuration space of Exerciser.

KEYSIGHT

TECHNOLOGIES



7 Defining Configuration Space of Exerciser

Configuration Space - Overview

The Configuration Space page allows you to define the PCI compatible configuration space for all the
functions that Exerciser supports as a multi-function device. If you select the MRIOV protocol for
creating a link between Exerciser and DUT, then Exerciser emulates an MRIOV capable component.
As a result, the following additional blocks are added in its configuration space to define additional
capabilities for its role:
MRIOV Capability block for Function A (To initialize and configure the MRIOV capabilities of Base
function of Exerciser)

SRIOV Capability block for Function B and Function C (To initialize and configure the SRIOV
capabilities of Physical functions of Exerciser)

In the Configuration Space page, different tabs are aligned according to the PCI, PCI-X and PCI Express
specification and provide settings for various registers which are well documented in the related
specifications.
Configuration register fields have different access types associated - e.g. read/ write or
read-only. By default, the access type for registers is set as per the protocol specifications.
However, if required, you can override the default access type for a register bit and take full
read/write access for that bit. To do this, right-click the field displayed for that bit in the
Configuration Space page of the GUI and select force r/w access to field.

On selecting full read/write access for a bit, the color for that bit's field changes to Blue in the
GUI indicating its current state as full read/write access. A color code yellow is displayed for
fields in cases where mixed access values are applicable based on your selections for other
related fields.

Config Space
Function & | Function B | Function C } Function D | Function E |

Ouerview | PCICornrmon Configuration Header] Povver Management| hA ST | PCIE Capabilities | P S1-3X | Wirtual Channel | Advanced Error. Secondary PCle Extended Capability | L1Pr Substate. |

PCIl Common Configuration Header
(offset ()

Power Management
(offset (xd0)

MSI
(offset (x50)

PCIE Capabhilities
(offset (x60)

M51X
(offset (eAl)

Virtual Channel
(offset (e 100)

Advanced Error
(offset (x22C)

Secondary PCle Extended Capability
(offset G170)

L1 PM Substate
(offset (x274)

LTR Capability
(offset (x284)
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Configuring and Using Data Memory of Exerciser / 127
Comparing Actual Data with Expected Data in Memory / 131

This chapter provides information on how you can configure the decoders provided by Exerciser and
map these decoders to specific locations in the data memory of Exerciser. It also describes how the
data memory of Exerciser can be accessed for storing request and completion data and comparing

the actual data with the expected data at the targeted memory location.
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8 Configuring and Mapping Decoder and Data Memory

Configuring Decoder Settings

Exerciser provides six Base Address Registers (BARs) - BAR 0 to BAR 5 and an Expansion ROM for
each function supported in its configuration. For each of these six BARs and an Expansion ROM of a
function, an address decoder is available. You use the Decoder page to configure the address
decoder settings for each BAR provided for a function.

When an incoming TLP (requesting memory access through a BAR) is received, Exerciser assigns it to
the decoder of the appropriate bar based on the TLP's address field, the type of TLP, and the decoder
base address that you specified in the decoder settings. The decoder decodes and translates the PCl
address used in the incoming TLP to an address in the internal memory of Exerciser. This translation
is done based on the mapping that you specified between the decoder base address and the internal
memory address of Exerciser in the decoder settings of the BAR. The mapped internal memory
address is then used either for the TLP payload storage or for the actual data comparison with the
targeted data memory contents based on the specified decoder settings. Alternatively, you can
configure the decoder settings to verify the incoming TLP's payload algorithmically using the Payload
Checker feature (see page 69).

When Exerciser sends a completion with data such as a memory read completion, it gets the payload
of such a completion from the relevant data memory address. The decoder of the applicable BAR
ascertains this data memory address using the mapping that you specified between the PCl address
and the internal memory address in the decoder settings. Alternatively, you can configure the
decoder settings to generate the payload of read completions algorithmically using the Payload
generator feature (see page 69).

Enabling or disabling decoders

In the Decoder page, you can choose to enable or disable the decoder for a BAR of a function. If you
disable a decoder, then the corresponding BAR of the function is not available for TLPs requesting
memory space. To enable the decoder for a BAR, select the checkbox displayed with the decoder in
the relevant function's tab in the Decoder page. The following screen displays the decoder enabled
for BAR O of Function A.

Decoder Settings

Function A | Function B | Function | Function E - YF | Funckion Z - ¥F

Figure 19

124

Location
Prefetchable
Size

Base Address

Decoder - BAR 0

|Memu:ur',.f (32 Bit} W | Data Mermory Inkernal Size 52/\6 [ B Brvbe ) W |

ir-.j.:. | Resource iData Memory o~ !

|2Aﬁ. { 64 Byte ) v|  DataMemory Base Address |noo0o [Hex «

oot11111]  [Hex»

Enabled decoder for Function A

Decoder settings

You can specify the following settings for the decoder of a BAR of a function:

Specify the type of TLPs that you want the decoder to handle. For instance, you can configure a
decoder to handle 1/0 requests for the function.
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Enable or disable the Prefetchable bit for the applicable BAR to indicate whether or not the BAR
can request prefetchable memory resources in case of memory addressing.

Specify the base address and size for the decoder to determine which packets should hit the
decoder.

Specify the internal memory base address and size that you want to map to the specified base
address and size for decoder. These attributes are used to either store the payload of incoming
TLPs or to compare the payload with the expected contents at this address.

Select how you want the decoder to handle the TLP's payload. You can choose to discard the
payloads, store these at the specified internal memory base address, compare these with the
contents at the specified internal memory base address, or use the payload generator feature to
generate or check the payload of packets algorithmically.

VF BARs provided for an MRIOV capable Exerciser

When Exerciser emulates a non IOV PCle component, it provides six BARs for each of the three
functions - Function A, B, and C.

When Exerciser emulates an MRIOV/SRIOV capable component, it provides the BARs as follows for
each of its virtual and physical function

Function ‘ BARs
Function A (With MRIOV capabilities) Six BARs
Function B (Physical function with SRIOV capabilities) Six BARs
Function C (Physical function with SRIOV capabilities) Six BARs
Virtual function VF1 associated with Function B Six VF BARs
Virtual function VF2 associated with Function B Six VF BARs
Virtual function VF1 associated with Function C Six VF BARs
Virtual function VF2 associated with Function C Six VF BARs

In case of an MRIOV/SRIOV capable Exerciser, you specify the decoder settings for the VF BARs for
virtual function (VF1) of a physical function. Based on the VF1 settings specified for a BAR, the
settings for VF2 associated with that BAR are calculated automatically. For instance, you specify the
Data Memory Internal Size for BAR O for VF1 of Function C. The same size is applicable for the BAR O of
VF2 of that function. This size is added to the specified Data Memory Base Address of VF1 to derive the
Data Memory Base Address of VF2 for that BAR. Therefore, the only decoder setting that you specify
for VF BARs of VF2 is how you want the payload of TLPs to be handled.

The following screen displays a sample decoder configuration for the VF BAR 0 of the virtual
functions VF1 and VF2 provided by Function C.
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Decoder Settings

Funckion & | Function B | Funckion | Function & - ¥F  Function C - ¥F

Decoder - VF1 BAR 0
Location |I,|'0 v| Daka Memory Internal Size |2f‘*? [ 128 Bwte ) v|
Prefetchable Resource |Data Memory hd |
Size |2““*? {128 Byte ) v| Data Memory Base Address |IIIIIIIIIIIII| | Hex »
Base Address 01000000 [Hex »

DECDder = VFE BAR ﬂ Resource |Discard V|

Figure 20 Decoder configuration for a VF BAR
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Configuring and Using Data Memory of Exerciser

Data memory is a memory block in the U4305A Protocol Exerciser card used to store the payload for
the TLP requests and completions transmitted from Exerciser and the payload for the TLP requests
and completions received from DUT. A DUT can access the data memory of Exerciser by sending
requests such as memory read and write requests.

Alternatively, you can use the Payload generation and checker feature (see
page 69) of Exerciser to generate and verify the payloads of packets
algorithmically.

You can use the data memory to:

get the payload of a request packet such as a memory write request to be sent as stimulus from
Exerciser to DUT.

get the payload of a completion packet to be sent from Exerciser for a request that requires a
completion with data such as a memory read request from DUT.

store the payload of a request packet such as a memory write request received from DUT.
store the payload of a completion packet received from DUT for a request that requires a
completion with data such as a read request from Exerciser.
The Data Memory page in the Protocol Exerciser GUI provides you access to the data memory block of
the Exerciser card to perform tasks such as:
View and edit memory contents
Go to a specific address in the memory
Reload data memory
Initialize data memory
Compare actual data with the expected data in the memory
Import memory contents from a file or export memory contents to a file

In the Data Memory page, the memory is represented in the form of Address, Data and the ASCII
representation of the Data. The size of the data memory is 256 KByte.

Mapping data memory addresses to BAR addresses

You can map an address of data memory of Exerciser to a Base Address Register (BAR) location for a
function supported by Exerciser. The mapping ensures the decoding and translation of PCl addresses
into data memory addresses for storing the data of incoming TLP requests requesting memory

access through a BAR. Refer to the topic “Configuring Decoder Settings" on page 124 to know more.

Writing to and reading from data memory of Exerciser

When a request is sent with data from Exerciser, the data memory of Exerciser card is accessed to
get the payload of this request from the specified start address. Similarly, when a completion with
data is received from DUT, the data memory of Exerciser card is accessed to store the payload of this
completion at the specified address.

The following screens display the relevant group boxes of the “Edit Packet dialog box" on page 269
that you use to read payload from and write payload to data memory. In the first screen, the group
box in which you specify the start address of the data memory from where the payload of a request
should be constructed is displayed. The second screen displays the group box in which you specify
the start address of the data memory where the payload of the completion received for the request
should be stored.
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[ Data: use data from memory at address 0x0 1 Dilord |
| LCRC: Depends On BEehavior 1 Diford
FRead D ata From .., “Wait / Repeat Seltings
1 el Al i
@ Data Memory m 4

—

Ak 00000 | Repeat Request |0
Length: 1 Lt

Wiite Data To ...
) Discard
O] D.;te; Memu:;r.u .
At 100000 |[Hex +| (]
Length: |1 |[Deu: v] [z

When a TLP request (with data) is received from DUT, Exerciser can store the payload of such a
request at a specified data memory address. This address is determined using the mapping that you
defined between the data memory address and the decoder address for the decoder applicable for
the request. In addition, to allow the storage of incoming payloads in data memory, you should have
selected Data Memory in the Resource listbox of the applicable decoder settings. Refer to the topic
“Configuring Decoder Settings" on page 124 to know more. The following screen displays a decoder
to data memory address mapping for Function A in the Decoder Settings page.

Decoder Settings

Fum:l:inn.ﬁ.: Function B | Fundtion € | Function B - ¥F | Function C - VF |

Decoder - BAR 0

Location Memory (32 Bit) v|  DstaMemoryIntemalSize |26 (64Byte) v
Prefetchable .Nu w Resource |Data Memory Ee ]
Size ‘278 (2S6Byte) | DataMemory Base Address 00100

Base Address 01110000 '

When Exerciser sends a completion with data such as a memory read completion, it can read the
payload of such a completion from a specified data memory address. This address is determined
using the mapping that you defined between the data memory address and the decoder address for
the applicable decoder for the read request. Refer to the topic “Configuring Decoder Settings" on
page 124 to know more.
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You can view the contents written at a particular data memory address or write
contents to a particular data memory address using the Edit memory tab in the
Data Memory page. In this tab, you can directly jump to a desired data memory
address by selecting Edit > Goto Data Memory Address or clicking the =&l
toolbar button. You can manually edit the contents of the data memory in the
Edit memory tab.

Importing and Exporting Data Memory contents

You can import the contents of a specified file as payloads to the data memory of Exerciser. This
allows you to configure the data memory with the data of your choice that you can use to insert
payloads with the stimulus packets sent from Exerciser.
To import data memory contents from a file
1 Select File > Import > Import Payload Memory from File.

Or, click the % toolbar button in the Data Memory page.

The Import Memory from File dialog box appears.

2 Refer to the “Import Memory from File dialog box" on page 272 GUI reference help topic to get a
description of each field in this dialog box.

You can also edit the contents of the data memory manually using the Edit
Memory tab in the Data Memory page.

You can export the contents of the data memory of the Exerciser card to a specified file for a later
use.
To export data memory contents to a file
1 Select File > Export > Export Payload Memory to File.
Or, click the &~ toolbar button in the Data Memory page.

The Export Memory to File dialog box appears.

2 Refer to the “Export Memory to File dialog box" on page 271 GUI reference help topic to get a
description of each field in this dialog box.

Initializing and reloading data memory

Reloading the data memory contents refreshes the Data column in the Edit Memory tab with the
most recent values from the data memory.
To reload data memory contents
1 Select Action > Reload Data Memory.

Alternatively, click the {0 icon on the toolbar or press F5 on the keyboard.
Directly typing the data is a quick method of updating the memory contents of a particular memory
address. However, this method might be time consuming and difficult if you need to initialize the
entire data memory or a big range of memory addresses. To help you in this situation, Exerciser

provides the “Initialize Memory dialog box" on page 273. This dialog box initializes the entire data
memory or a specific range of data memory addresses with the value specified in this dialog box.

Keysight Protocol Exerciser for PCI Express User Guide 129



8 Configuring and Mapping Decoder and Data Memory

To access the Initialize Memory dialog box:
1 Select Action > Initialize Data Memory.
Or, click the I [, icon on the toolbar.
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Comparing Actual Data with Expected Data in Memory

In addition to writing to and reading from data memory, Protocol Exerciser also allows you to
compare the payload data of the incoming TLPs with the data stored in the data memory. You can
choose to discard the data of the incoming TLPs, compare the data with the data at a specific
location in data memory, or store this data at a specific location in data memory. You can make this
choice for each decoder for a BAR of a function. If you configure a decoder settings to perform data
comparison, then all the incoming TLP requests applicable for that decoder are compared with the
data at the specified target memory location.

Besides the data comparison for incoming requests, you can also configure Exerciser to perform data
comparison for incoming completions. You can set the option for data comparison for completions
separately for each physical and virtual function supported by Exerciser. You select the Enable memory
compare for completions checkbox for the required function(s) in the Data Memory > Memory Compare
page. On selecting this checkbox, the incoming completions for that function are compared with the
data at the data memory location that you specified in the applicable decoder settings.

You can configure Exerciser to perform data comparison for the incoming TLP requests and
completions by performing the following steps:
1 Configure the applicable decoder bar settings for data comparison:

a Click Decoder in the navigation pane to access the Decoder Settings page.

b Enable the decoder for the BAR of the function for which you want Exerciser to perform data
comparison on incoming TLPs.

c Set the required decoder settings for the enabled decoder. Specifically, ensure that you:
select Compare in the Resource listbox.

specify a target memory address in the Data Memory Base Address textbox at which the
expected data is to be stored for comparison with actual data.

d Save the decoder settings.

2 Enable the data comparison for the incoming completions received by Exerciser separately for
each function:

D

Click Data Memory in the navigation pane to access the Data Memory page.

b Click the Memory Compare tab.

c Select the Enable memory compare for completions checkbox for the required function.
d Save the changes.

3 Write the expected contents to the target memory location that you specified in the decoder
settings. You can either manually edit the memory to write the contents or import the contents
from a file at the required address. The expected contents are compared with the actual data of
incoming TLPs.

Generating a Trigger out on encountering a data compare error

Exerciser can also generate an event and a Trigger Out pulse on encountering a data compare error.
Such an event is displayed in the General Settings -> Trigger Out tab. The trigger out pulse is sent from
Exerciser to another test equipment connected to the Trigger out Connector component of the
Exerciser card. To ensure that an event and a trigger out pulse is generated for a data comparison
error, you need to select Data Compare error as the trigger out condition in the General Settings ->
Trigger Out tab. Refer to the topic “Configuring External Triggers Settings" on page 68 to know more.

Viewing the actual and expected data

Once you have configured Exerciser to perform data comparison for specific functions, Exerciser
starts comparing the incoming completions data with the expected data at the specified address in
the memory. The results of this comparison are displayed separately for each function for which
comparison is enabled in the Memory Compare tab of the Data Memory page. Exerciser takes enabled
bytes into account while doing data comparison. If an error is encountered in the data comparison, it
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is displayed on the Memory Compare page along with the Expected and Actual data at the targeted
data memory address. The following screen displays an example in which the actual data of a
completion for Function A does not match the expected data at the displayed memory address.

Data Memory
Edit Memory  Menory Eumpare|
ENENERIE
Function &

Enable memary compare For completions

Skatus: Error occurred Address: | | Hex

Expected Data: | | Dec | Ackual Daka: | 1 | Hex

NOTE In the Link Status tab of the Hardware Status pane, the Memory Compare
section shows the Error occurred message to indicate that a memory compare

error has occurred.

Keysight Protocol Exerciser for PCI Express User Guide



9

KEYSIGHT

TECHNOLOGIES

Keysight Protocol Exerciser for PCl Express
User Guide

Providing Stimulus to DUT

Stimulus Traffic - Overview / 134

Defining Stimulus Traffic / 138

Importing Traffic from Analyzer to Exerciser for Sending Stimulus / 144
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This chapter describes how you can define the stimulus traffic for the DUT and send this traffic to
DUT over the configured PCle link. It also includes how you can edit PCle packets and their behavior
before sending these to the DUT and how you can configure Protocol Exerciser to respond to DUT by
sending completions.
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Stimulus Traffic - Overview

134

Protocol Exerciser can send a single TLP or a block of TLPs as stimulus requests to DUT and can also
respond to a DUT's request by sending completion packets.

This topic provides an overview of the stimulus traffic flow of Protocol Exerciser as a non IOV PICe
component, SRIOV capable component, and as an MRIOV capable PCle component.

Refer to the topic “Functions, Hardware Channels, Virtual Hierarchies, and Virtual Channels" on
page 26 to get an overview of the functions, channels, and hierarchies that Exerciser provides in its
PCle, SRIOV, and MRIOV configurations.

Stimulus traffic flow as a non IOV PCle component

When you create a non I0V PCle link between Protocol Exerciser and DUT, Protocol Exerciser
emulates a PCle component that does not have 10V capabilities.

When you create a SRIOV link between Protocol Exerciser and DUT, Protocol Exerciser emulates a
PCle component that has SRIOV extended capabilities.

Hardware channels for stimulus traffic

In the non IOV and SRIOV PCle emulation, Protocol Exerciser provides three hardware channels for
sending stimulus traffic. Each of these hardware channels is associated with a function. As a non 10V
PCle component, Exerciser supports the following three functions:

Function A
Function B
Function C

If you have the U4305A-024 or U4305U-024 software license, then two additional physical functions
(Function D and E) are provided making it a total of five non 10V functions and five hardware
channels.

You can define a single stimulus packet or a block of stimulus packets separately for each of these
three/five functions. On starting the stimulus, Protocol Exerciser sends the packets that you added
for a function using the hardware channel that corresponds to that function.

Protocol Exerciser sends the block of packets defined for a function in the sequence in which you add
these packets to the function. However, if you defined block of packets for multiple functions, then
the sequence in which the blocks from different functions are sent is decided by Protocol Exerciser
based on factors such as the credit limit available for the applicable virtual channel.

By default, all functions are enabled. However, you can choose to send stimulus either from one of
these functions or from all the functions in which you added stimulus traffic.

Each function is assigned a unique number which is displayed in the Function status tab of the
Hardware status pane.

Virtual channels for stimulus traffic

Protocol Exerciser supports two Virtual Channels (VCO and VCx) as a non 10V PCle component. It
determines the VC to be used to pass a particular stimulus packet added to a function based on the
following settings:

The traffic class (TC) of the stimulus request that you specified using the Traffic Setup page.
The function (A, B, or C) to which you added this request using the Traffic Setup page.

The TC VC mapping that you defined for the function to which you added the request. You use the
Virtual Channel page to define this mapping.
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For instance, if you added a stimulus request TLP to Function A, assigned traffic class 6 to this
request, and mapped traffic class 6 to VCO for Function A, then this request is passed through VCO.

Stimulus traffic flow as a SRIOV capable PCle component

When you create a SRIOV link between Protocol Exerciser and DUT, Protocol Exerciser emulates a
PCle component that has SRIOV extended capabilities.

Hardware channels for stimulus traffic

In the SRIOV emulation, Protocol Exerciser provides seven hardware channels for sending stimulus
traffic. Each of these hardware channels is associated with a physical or a virtual function. As a
SRIOV capable component, Exerciser supports the following three physical functions:

Function A
Function B
Function C

The function B and C are SRIOV capable and have two virtual functions VF1 and VF2 associated with
each of them.

If you have the U4305A-024 or U4305U-024 software license, then two additional physical functions
(Function D and E) are provided making it a total of 13 physical and virtual functions and 13
hardware channels.

You can define a single stimulus packet or a block of stimulus packets separately for each of these
seven/thirteen functions. On starting the stimulus, Protocol Exerciser sends the packets that you
added for a function using the hardware channel that corresponds to that function.

Protocol Exerciser sends the block of packets defined for a function in the sequence in which you add
these packets to the function. However, if you defined block of packets for multiple functions, then
the sequence in which the blocks from different functions are sent is decided by Protocol Exerciser
based on factors such as the credit limit available for the applicable virtual channel.

By default, all functions are enabled. However, you can choose to send stimulus either from one of
these functions or from all the functions in which you added stimulus traffic.

Each function is assigned a unique number which is displayed in the Function status tab of the
Hardware status pane.

Virtual channels for stimulus traffic

Protocol Exerciser supports two Virtual Channels (VCO and VCx) as a SRIOV component. It
determines the VC to be used to pass a particular stimulus packet added to a function based on the
following settings:

The traffic class (TC) of the stimulus request that you specified using the Traffic Setup page.
The function (A, B, C, D, or E) to which you added this request using the Traffic Setup page.

The TC VC mapping that you defined for the physical function to which you added the request. If
you added the request to a virtual function, then the TC VC mapping of its physical function is
used. You use the Virtual Channel page to define this mapping.

For instance, if you added a stimulus request TLP to Function A, assigned traffic class 6 to this
request, and mapped traffic class 6 to VCO for Function A, then this request is passed through VCO.

Stimulus traffic flow as an MRIOV capable PCle component

When you create an MRIOV enabled link between Protocol Exerciser and an MRIOV capable DUT,
Protocol Exerciser emulates a PCle component with MRIOV capabilities.
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Hardware channels for stimulus traffic

As a MRIOV capable component, Exerciser supports the following three physical functions:
Function A
Function B
Function C

The function A is MRIOV capable. Function B and C are SRIOV capable and have two virtual functions
VF1 and VF2 associated with each of them making it a total of seven functions.

If you have the U4305A-024 or U4305U-024 software license, then two additional physical functions
(Function D and E) are provided making it a total of 13 physical and virtual functions and 13
hardware channels.

You can define a single stimulus packet or a block of stimulus packets separately for each of these
physical and virtual functions. On starting the stimulus, Protocol Exerciser sends the packets that you
added for a function using the hardware channel that corresponds to that function.

Protocol Exerciser sends the block of packets defined for a function in the sequence in which you add
these packets to the function. However, if you defined block of packets for multiple functions, then
the sequence in which the blocks from different functions are sent is decided by Protocol Exerciser
based on factors such as the credit limit available for the applicable virtual hierarchy.

By default, all the functions are enabled. However, you can choose to send stimulus either from one
of these functions or from all the functions in which you added stimulus traffic.

Virtual Hierarchies and Functions

Protocol Exerciser in its emulation as an MRIOV capable PCle component supports three virtual
hierarchies VHO to VH2 for the three physical functions. If you have the U4305A-024 or U4305U-024
software license, then two additional virtual hierarchies are provided for physical functions (Function
D and E) making it a total of 5 virtual hierarchies.

The following table displays the mapping between the virtual hierarchies and functions.

Hierarchy Functions

Virtual Hierarchy 0 (VHO) = Function A as the base function (BF 0) with MRIOV capabilities.

Virtual Hierarchy 1 (VH1) = Function B as the Physical Function with SRIOV capabilities.
= Two virtual functions VF1 and VF2 associated with Function B.

Virtual Hierarchy 2 (VH2) = Function C as the Physical Function with SRIOV capabilities.
= Two virtual functions VF1 and VF2 associated with Function C.

Virtual Hierarchy 3 (VH3) = Function D as the Physical Function with SRIOV capabilities.
= Two virtual functions VF1 and VF2 associated with Function D.

Virtual Hierarchy 4 (VH4) = Function E as the Physical Function with SRIOV capabilities.
= Two virtual functions VF1 and VF2 associated with Function E.

Exerciser supports one virtual link VLO and one virtual channel VCO. All the hierarchies are mapped
to this virtual link and virtual channel. Therefore, all the packets added to any of these functions are
associated with VCO and VLO.

The function to which you add a stimulus packet defines the virtual hierarchy to which the packet
belongs. For instance, if you added a packet to Function B, then this packet belongs to virtual
hierarchy VH1.

Each function is assigned a unique number which is displayed in the Function status tab of the
Hard ware status pane.
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Virtual channels for stimulus traffic
Protocol Exerciser supports and uses one virtual channel (VCO) for each virtual hierarchy.

Depending on the type of flow control implemented, Exerciser decides the virtual channel to be used
for sending a stimulus packet. If “VL based flow control is implemented, then all virtual hierarchies
use the same flow control for sending packets. If “per VH flow control is implemented, then each
virtual hierarchy has its own flow control. However, packets are sent through VCO for all hierarchies.
Refer to “Initializing Flow Control" on page 81 to know more about flow controls.
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Defining Stimulus Traffic
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Functions

This topic describes how to define the stimulus traffic that Protocol Exerciser can send over a PCle
link to a DUT.

You use the Traffic Setup page in the Protocol Exerciser GUI to define the stimulus traffic. Using this
page, you can add a single packet or a block of packets to be sent as stimulus.

For TLP blocks to be sent as stimulus, you can:

either manually define these blocks of packets in the Traffic Setup page. See “Defining the PCle
packets to be sent as stimulus" on page 140 for details.

or import the traffic (captured using the Keysight U4301 PCle Gen 3 Analyzer module) into the
Traffic Setup page and use this imported traffic as stimulus. See “Importing Traffic from Analyzer
to Exerciser for Sending Stimulus" on page 144 for details.

For an SRIOV / MRIOV capable Exerciser, you can add stimulus traffic to any of the physical and
virtual functions supported by Exerciser. For a non 10V Exerciser, you can add stimulus traffic to any
of the non IOV functions supported by Exerciser. To know about the virtual hierarchies, functions,
corresponding hardware channels, and virtual channels of Protocol Exerciser used for stimulus, refer
to the topics “Functions, Hardware Channels, Virtual Hierarchies, and Virtual Channels" on page 26
and “Stimulus Traffic - Overview" on page 134.

The following screens display how the functions are listed in the Protocol Exerciser GUI for defining
the stimulus traffic for each of these functions.

Traffic Setup

Single Packet  Block Transfers

ESettings ﬁl
Function A, Base function with MRIOV capabilities
Function B
Fu”'j?':'” C Physical functions with SRIOV
Function D capabilities
Function E

FunctionB-%F1 7]
Function B -%F 2

Function C-%F 1
Function C-%F 2 Two virtual functions associated
Function 0 -%F 1 with each physical function

Function D -wF 2

Function E -%F 1
Function E -%F 2

Figure 21 Functions for an MRIOV capable Exerciser
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Traffic Setup

Settings
Function A,

Single Packet  Block Transfers
]

Non 10V function

Function B
Function C
Function D
Function E
FunctionB-%F 1
FunctionB -%F 2
Function C-%F 1
Function C-%F 2
Function D -%F 1
Function O -%F 2
Function E -%F 1
Function E -%F 2

Physical functions with SRIOV
capabilities

Two virtual functions associated

with each physical function

Figure 22 Functions for a SRIOV Exerciser

Traffic Setup

Settings

Function A
Function B
Function C
Function O
Function E

Single Packet  Block Transfers
i

l HNon 1OV Functions

Figure 23 Functions for a non IOV Exerciser

The functions D and E and their corresponding virtual functions (when
applicable) are displayed only when you have the additional 2 physical functions
license of Protocol Exerciser. Otherwise, only three functions and their
corresponding virtual functions are displayed.

PCle Traffic Templates

Protocol Exerciser provides a set of PCle packet templates in the Protocol Exerciser GUI. You can add

instances of these templates in the Protocol Exerciser GUI to send these as PCle packets over the

configured link. The following screen displays these templates.
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i Templates ]
[ER Memaory Read
Memory Read 32b

Memory Read 32b Locked
Memory Read &4b
Memory Read 64b Locked
[=} Memaory Write
Memory Write 32b
Memory Wrike 64b
=[]0 Request
1j0 Read
1/0 Wrike
(= Config Request
Config Read Type 0
Config Write Type 0
Config Read Type 1
Corifig Write Type 1
= Message Request
Message withouk data
Message with data

Figure 24 PCle traffic templates

The templates are categorized as:

Templates Description

Memory To transfer data to or from a memory mapped location
10 To transfer data to or from an 1/0 mapped location
Configuration To perform device configuration/setup

Message Event signal mechanism to general purpose message

Defining the PCle packets to be sent as stimulus

For each of the functions, you can define TLP requests to be sent as stimulus to DUT. These packets
are added as records in the memory allocated for the hardware channel corresponding to that
function. The block of packets added to a function is sent in the defined sequence to DUT using this
hardware channel.

NOTE For an MRIOV capable Exerciser:
If you want to add stimulus traffic to a function which is a part of a virtual

hierarchy 1 to 4 (VH1 - VH4), then you need to ensure that you enable that
hierarchy in the Virtual Channels page. If you do not enable that hierarchy, then
packets added to functions that are a part of that hierarchy will not be
transmitted. Refer to the topic “Initializing Flow Control" on page 81_know more.
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You use the Block Transfers tab in the Traffic Setup page to add a block of PCle packets in a sequence.

To add a block of PCle packets for stimulus:
1 Select the function from the Settings pane for which you want to define the stimulus traffic.

2 Select the mode in which you want the block of packets to be sent. If you want to send the block
of packets once, select the Single mode. If you want to send the block of packets repeatedly in a
sequence until you manually stop the stimulus, click the Continuous mode.

3 Drag and drop a PCle packet from the Templates section to the Send Block Transfers tab. Each
packet in the block is added as a row with an incremental Line number.

You can add blocks of PICe packets in a similar manner to other functions supported by Exerciser.
The sequence in which these blocks added to different functions are sent as stimulus by Exerciser
depends on the applicable decoder for the requests.

You can save the stimulus traffic setup in a Protocol Exerciser setup file. To do
this, click File -> Save As and save the setup in a .exs file.

Defining the behavior of the PCle packets to be sent as stimulus

For each packet added to a function, you can also define the instructions on how to send that packet
as stimulus. This intended behavior of PCle packets is stored as behavior records in the memory of
Protocol Exerciser.

You use the Request Behavior tab in the Traffic Setup page to add request behavior records for PCle
packets added to a function. In this tab, Protocol Exerciser provides a list of templates using which
you can add different behavior records for different packets.

When you add the first PCle packet to a function, a request behavior record is automatically added
for that packet as per the Default Behavior template available for behavior records. The following
screen displays this default request behavior record.
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Traffic Setup

Function &
Function B
Function C

Single Packet  Block T'ransfersE Complation Behaviors |

j Send Block Transfers {Function &) ]
i) single Mode () Continuous Mode W
e . e =
b BB Bl ot T e e R i
Me
Me
£ 3 || & Memor

Request Behavior [

Line No Errors mj;m
P iE0 5, - Default
\-. Replace
Default behavior record Replace
Incarre:
Incorre:
$ | > TID Pris

Figure 25 Default request behavior record

This behavior record is stored as the first record in the memory and is assigned the Line number O. If
you do not add any more request behavior records, then this behavior record is used with all the
packets added for that function. You can manually add more behavior records by dragging and
dropping a behavior template from the Templates pane to the Request Behavior tab. Each behavior
record is assigned an incremental line number. If the behavior records that you add are equal to the
packets that you added to the function, then there is a one to one mapping between the behavior
records and packets. Line numbers of packets and behavior records are mapped in this case.
However, if the behavior records are less than the number of packets, then the behavior records are
applied as follows:

Total number of request behavior records: 3
TLP packets: 5

TLP Packets Request Behavior Records

TLP packet 1 As per request behavior record 1
TLP packet 2 As per request behavior record 2
TLP packet 3 As per request behavior record 3
TLP packet 4 As per request behavior record 1
TLP packet 5 As per request behavior record 2

142

If you have configured a request packet's settings to repeat its transmission for a specified number of
times, then the same behavior record is applicable for all its repetitions.
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When you add a behavior record, the settings in this record are as per the behavior template that you
used. If needed, you can change these default settings of a behavior record. To do this, double-click
the behavior record and specify the new settings in the Edit Packet Behavior dialog box. Refer to the
topic “Edit Packet Behavior dialog box" on page 267 to get a description of each of the field available
in this dialog box.

Changing the default settings of PCle packets

You can change the default settings of the PCle packets that you added in the Send Block Transfers
tab. To do this:

1 Double-click a PCle packet.

The “Edit Packet dialog box is displayed with the current settings for the packet. To get a description
of each field in this dialog box, refer to the topic Edit Packet dialog box. In this dialog box, the
following are some of the settings that control how the packet is sent as stimulus:

Repeating the transmission of a request packet

You can repeat the transmission of a packet until the pattern match that you specified using the
General Settings->Pattern Matcher tab is found in the incoming TLPs from DUT. You can also specify
how many times you want to repeat the transmission of a request packet while sending a block of
packets as stimulus from Exerciser. You use the Repeat Request field in the Edit Packet dialog box to
specify this repetition for a packet.

Delaying the transmission of a request packet

You can delay the transmission of a request packet as stimulus until one of the following conditions is
met:

The pattern match that you specified using the General Settings->Pattern Matcher tab is found in
the incoming TLPs from DUT.

An external trigger in signal is received from another test equipment on the Trigger In Connector
component of the Exerciser card.

Exerciser has sent all the outstanding completions.
Payload of a request packet

For a request packet with data (such as a memory write request), you can specify the start address in
the data memory of Exerciser from where the payload of such a request should be taken. You use
the Read Data From group box in the Edit Packet dialog box of the request packet to specify this start
address. Alternatively, you can use the Payload generator feature (see page 69) to generate the
payload of such a packet algorithmically. You use the Data Generator option in the Read Data From
group box to do this.

Payload of completion from DUT

For a request packet that requires a completion packet with data from DUT such as a memory read
request, you can specify the start address in the data memory of Exerciser where this completion
data for such a request should be stored. You use the Write Data To group box in the Edit Packet dialog
box of the request packet to specify this start address. When the completions is received, Exerciser
stores the completion data at the specified memory address. Alternatively, you can use the Payload
checker feature (see page 69) to algorithmically verify the payload of such a completion. You use the
Data Comparator option in the Write Data To... group box to do this.
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Importing Traffic from Analyzer to Exerciser for Sending Stimulus

Exerciser allows you to import the data captured using the U4301 PCle Gen 3 Analyzer module into
Exerciser memory and then use this imported data as stimulus sent from Exerciser. This feature
eliminates the need to define stimulus traffic for Exerciser.
Some points to remember while importing traffic from Analyzer:

You can import only TLPs.

Completions are NOT imported.

You can use this feature only for sending block transfers and not for single packets.

The traffic can be imported only as a CSV file into Exerciser. This CSV file should have been
generated by exporting the data captured using the Keysight U4301 Analyzer module.

Both Upstream and Downstream data imports are supported.

Step 1 - Export the data captured using the U4301 module into a CSV file

Access the captured data in the Keysight Logic and Protocol Analyzer GUI.

2 Load the Protocol Viewer layout file ExportLayout.vly in the Logic and Protocol Analyzer GUI. This
file is installed with the installation of the Exerciser software and is available at:

C:\Program Files (x86)\Keysight\SPT\PCIEExerciserGen3\8.76 Release\Samples\Protocol Analyzer

The data is exported into the CSV file based on the current display of columns in the Protocol
Viewer. Therefore, before starting the export, customize the layout in the Protocol Viewer by
loading the layout file so that Exerciser can get all the required fields in the CSV file. If all relevant
fields are not included in the CSV file, Exerciser may throw an error or data is not imported
correctly when such a file is used for importing stimulus.

To load the layout file in the Logic and Protocol Analyzer GUI:
a Click the Favorite Layouts button in the toolbar of the Protocol Viewer window.
b Select Open.
¢ Navigate to the location where the ExportLayout.vly file is located and click Open.
If you are not able to load the layout file, you can manually customize the layout in the Protocol

Viewer by adding/deleting columns to match the CSV file structure required by Exerciser. To
know more about the CSV file structure, refer to the topic “CSV File Structure" on page 149.

3 In the Protocol Viewer window of this GUI, click the Export Protocol Data in CSV Format £%¥ toolbar

button.

4 In the Protocol Export dialog box, specify the range of captured data that you want to export to
the CSV file and the name of the CSV file to be created.

5 Click Export.
Step 2 - Import traffic from the CVS file (created in step1) into the Exerciser GUI

1 Access the Traffic Setup tab in the Exerciser GUI.
2 Click the Block Transfer tab.
3 Select the function and then click the Import Traffic button.
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Traffic Setup
Single Packet | Block Transfer | Completion Behaviors |
Settings < | Send Block Transfers (Function A)

-~ Function A le

Function B . .

Function C ) Single Mode @ Continuous Mode I|

. Function D Line No Fmt Type

4 The CSV Import Wizard is displayed. Click Browse to locate and select the required CSF file that has
the data to be imported.

Traffic Setup

Single Packet | Block Transfer | Completion Behaviors |

Settings < | Send Block Transfers (Function A)

- Function A te
i Function B
Function D
‘. Function E

Please select the CSV file to be imported

CSV File Path: IC:\Users\duttest\Desk‘tnp\exp-Drt_csv

5 Click Next to continue.
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Traffic Setup

Single Packet | Block Transfer | Completion Behaviors |

Settings <

-~ Function A
Function B
.. Function C
i Function D
.. Function E

146

Send Block Transfers (Function A)

Requests
) Single Mode @ Continuous Mode | Import Traffic
Line Mo Fmt Type Data
~

L5 file Range

@ |se full CSV file
" Use specified range

Start line: Stop line:

e =

1 2
1

Request Be
Lin

—Data Memory Fange for Payload Storage

Start Ofiset 00000 Hexv|E| EndOffcet [3FFFF Hex~|E|

' |mport and Flay all TLPs " Import only till data / header memory filled

Back

[ Net | canca |

6 Select the appropriate options to define what and how you want to import the data.

a From the Channel to Import listbox, select the channel (Upstream or Downstream) for which data
should be imported. If the CSV file contains bidirectional data, then both Up and Down
channel options are available in this lisbox. If the CSV file contains unidirectional data, then
only that channel option is available in this lisbox.

b From the CSV File Range section, select the option to indicate whether you want to import all
the data that exist in the CSV file or a specific range of data defined by specified start and end
line in the CSV file.

¢ Inthe Data Memory Range for Payload Storage section, specify the Exerciser data memory area
range where you want the Import wizard to write the payload data imported from the CSV file.

d The last two radio buttons let you select how you want to import the data. You can select:

Either the Import and Play all TLPs option to instruct the wizard to import all TLPs (as per
your specifications in the fields above) and then also send these TLPs as stimulus
simultaneously. The wizard fills up the 512 lines of Exerciser memory with the imported
data, then sends this first batch as stimulus, then imports the next batch and sends the
next batch as stimulus. This process continues till all the TLPs matching the import
criteria have been imported from the CSV file and sent as stimulus.

Help |
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Or the Import only till data / header memory filled option to instruct the wizard to import data
only till the Exerciser memory is completely filled with data (that is, 512 lines). The wizard
does not send the imported data as stimulus and you have to manually send this data as
stimulus after the import. This allows you to manually control and monitor the stimulus
flow from the imported data.

7 Click Next to continue.

8 The data that will be imported from the CSV file as per your specifications is now displayed in the
wizard. You can navigate through the entire data to be imported by clicking Next, Previous, Last,
and First buttons in the wizard. If you are OK with this data, click Next at the bottom of the wizard
to begin the data import.

Traffic Setup

Single Packet | Block Transfer | Completion Behaviors |

Settings ¢ | Send Block Transfers (Function A)

¢~ Function A
Functian C _) Single Mode ®@ Continuous Mode | Import Traffic

i Function D :

0 O Import Wizard

e Function B P @
The following TLPz will be imported. Please click Hesxt to start.
5.No. | C5¥ Line No. | Packet Type | 10 | Awt:0] | Awi2) | Length | LastDWEE |
1 16 temory Read 32b 1 2 0 2Ch B
2 119 Config Read Type 1 0 0 0 0BA 0
3 160 temory Read 32b 1 0 0 023 9
4 180 temory Read 32b 1 3 0 OBF B
5 253 temory Read 32b 0 0 0 Qoo B
B 262 temory Read 32b 0 1 1 3F 9
7 i) temory Read 32b 1 1 1 339 F
8 373 temaory Read B4b 0 0 0 och 0
] 438 bemory Read 32bL.. O 0 0 088 0
10 713 temory Read 32b 1 0 0 281 1
1 bl 1700 'write 0 074 0
12 am termory Fead 32b 1 0 0 058 4
13 960 Canfig ‘write Type 0 0 0 0 0F8 0
14 93 termory Fead 32b 1 2 1 08z 2
15 1125 teszage without data [0 0 0 047
16 1131 1/0 Read 0 035 0
< | n | F

First Frevious Mext | Last |
Back | Ment | Cancel Help

9 The status and summary of the data import process is displayed in the last screen of the wizard.
Note that the Number of TLPs played will be displayed as O in case you selected the Import only till
data / memory header filled option earlier in step 5. By selecting this option, you instructed the
wizard to just import the data but not send it as stimulus. As a result, you need to send the
imported data as stimulus separately after the import.
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Traffic Setup

Single Packet | Block Transfer | Completion Behaviors |

Settings

£

¢~ Function A
- Function B
- Function G
- Function D
i Function E

Send Block Transfers (Function A)

@ Single Mode () Continuous Mode | Import Traffic

J‘_'_'; CSY Import Wizard

The CSY import operation has finished successhily.

Mumber of C5 lines proceszed; 4037
Mumber of TLPz imported: 95
Mumber of TLPz played: 95

Back | Finish I Cancel Help

10 Click Finish to exit the wizard.
The imported data is displayed as packets in the Block Transfer tab of the Exerciser GUI. Once
imported, you can send this data as stimulus from Exerciser or save it in an Exerciser setup file
(.exs) for later use. If you import another csv file, then the previously imported traffic is
overwritten and not available in the GUI.
In situations where the CSV file is big and you selected the Import and Play all TLPs option while
importing, then only the last batch of imported TLPs is displayed in the Block Transfer tab after
the import.

148
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Traffic Setup
Single Packet | Block Transfer | Completion Behaviors |
Settings < | Send Block Transfers (Function A)

Function A Requesﬁ

-Function C ingle Modoe ontinuous Mode | Import Traffic

& Function D Line Ne Frt Type Data
“Function E I+

| »

ADW header, with data Message with Payload use data from memory at address Ox0

use data from memory at address Oxc

Errors

-
|

I+

I+

I+

I+

I+

I:F

I+

I+

I+

I+

I+

I+

CSV File Structure

For the CSV import procedure to work correctly in the Exerciser GUI, the CSV file from which you
want to import traffic MUST have the following column names and types. The column names and
types should exactly match the list below.

Column Name Data Type (Base)

Sample Number Signed Decimal
PCI-Express Packet Packet Acronym
Direction Field Decode
Length Hex

Register Number Hex
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Column Name

Data Type (Base)

Payload

Completer ID

Address

Fmt

Type

Attr[1:0]

Attr[2]

TC

First DW Byte Enable

Last DW Byte Enable
Extended Register Number
Bus Number (Completer)
Device Number (Completer)
Function Number (Completer)
Message Code

Routing Mechanism

EP

D

Hex

Field Decode

Field Decode

Hex

Hex

Field Decode

Field Decode

Hex

Field Decode

Field Decode

Field Decode

Hex

Hex

Hex

Hex

Hex

Hex

Hex

If you load the Protocol Viewer layout file ExportLayout.vly file in the Logic and Protocol Analyzer GUI,
the required layout is automatically attained n the Protocol Viewer matching the layout required by

Exerciser.

If you are not able to load this layout file, then you can insert/delete columns from the Protocol
Viewer to match the columns in the above table. To add/delete columns from the Protocol Viewer,
right-click the column and select Insert Column or Delete Column option. To change a column’s name
or type to match the above table, right-click a column and select Properties.
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Starting the Stimulus and Viewing Results

Once a PCle link is created between the Protocol Exerciser and DUT, you can start the stimulus as
per the defined stimulus requests that you added in the Traffic Setup -> Block transfers tab.

Before you start

Before you start sending stimulus packets, ensure that:
The link state is displayed as Active in the Hardware status pane before starting the stimulus.

You have enabled the relevant virtual hierarchy (VH1-VH4) of Protocol Exerciser if you have added
stimulus traffic to a function that is not a part of VHO. For instance, if VH2 is disabled and you add
packets to a function that is a part of VH2, then such a packet will not be transmitted, To enable
VHZ2, you use the Virtual Channel page. This is applicable if Exerciser emulates an MRIOV capable
component.

You have enabled the VC Resource 1 (VCx) of Protocol Exerciser if you have added stimulus traffic
to a function mapped to VCx in TC VC mapping. If VCx is disabled, then VCO will be used to
transmit even those packets for which VCx is applicable as per the TC VC mapping. To enable
VCx, you use the Virtual Channel page. This is applicable if Exerciser emulates a non I0V/SRIOV
component.

To start the stimulus for the block(s) of packets

You can send the packets added to any of the supported functions of Exerciser by clicking the = ¥
Run Exerciser toolbar button. For instance, if you added blocks of requests to Function A and C, then
clicking this button sends all the packets that you added to both the functions.

The stimulus requests are not necessarily sent in the same order in which you
have added these requests across the functions. However, within a function,
packets are sent in the same sequence in which you added these as a block to
the function.

You can also send only those packets that have been added to a specific function. For instance, if you
want to send only those packets that you added to Function A, then click the drop down button
displayed with the - # Run Exerciser toolbar button and then select the Start Function A option. Packets
added to other functions are not transmitted in this case. The following screen displays the options
available to start stimulus for a specific function.

pizjm - | P
| B, Start Function &
: By,  Start Function B
| By, Start Function C

Figure 26 Start stimulus for a function

If you have configured the stimulus traffic block to be repeatedly sent in a Continuous mode, you
need to manually stop the stimulus using the | Stop Exerciser toolbar button. You can also stop the
stimulus for a specific function only by clicking the drop down button displayed with the [l | toolbar
button and then select the Stop Function <No> option. Stimulus added to other functions is not
stopped in this case. The following screen displays the options available to stop stimulus for a
specific function.
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@~ %

& Stop Funckion &
&, Stop Function B
&, Stop Function ©

Figure 27 Stop stimulus for a function

Viewing the stimulus results

You can view the stimulus results in the Hard ware status pane.

Keysight Protocol Exerciser for PCI Express User Guide



Providing Stimulus to DUT 9
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Figure 28 Flow control status after stimulus for SRIOV and MRIOV capable Exerciser

On starting the stimulus, the available credits for the virtual channels of Protocol Exerciser get
updated in the Flow Control tab of the Hardware status pane. In this pane, the following values are
displayed for the flow control credits of Exerciser:
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Alloc - Displays the flow control credit values that you allocated for the transmission of requests
and completions from Exerciser. The allocated credits are for each virtual channel if Exerciser
emulates a non IOV/SRIOV component and for each virtual hierarchy and virtual link VLO if
Exerciser emulates an MRIOV component. These credit values are categorized into posted and
non posted request headers, posted and non posted request data, and completion headers and
data transmitted by Exerciser. You allocate these credits using the Virtual Channel page of the
Exerciser GUI.

Limit - Displays the flow control credit limit currently available from the allocated credit. This limit
is updated based on the transmission from Exerciser.

Consumed - Displays the flow control credit consumed from the allocated credit by Exerciser. This
value is updated based on the transmission from Exerciser.

To view the current status of flow control credits, click the (2] | button.
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Hardware Skatus

Link, Skakus | Flaw Conkral - Funckion Skatus

Funickion Stakus

Function Type ¥H # Status

Mumber
Funckion A: 1] EBF 1] Idle
Function B: 0 PF 1 Idle
Function C: 1] PF 2 Idle
Function O 1] PF 3 Idle
Function E: 0 FF 4 Idle
Function B - ¥F1: 1 WF 1 Idle
Funckion B - WF2: 2 VF 1 Idle
Funckion C - WF1: 1 WF 2 Idle
Funckion C - WF2: 2 WF 2 Idle
Funckion O - WF1: 1 WF 3 Idle
Function D - WF2: 2 WF 3 Idle
Funckion E - WF1: 1 WF 4 Idle
Funckion E - WF2: 2 WF 4 Idle

Cutstanding Requests

Outstanding Requests:
Funckion &:
Funckion B:
Funckion C:
Funckion D
Funckion E:
Funckion B - WF1:
Funckion B - WF2:
Funckion C - WF1:
Funckion C - VF2:
Funckion O - WF1:
Funckion D - VF2:
Funckion E - WF1:
Function E - WF2:

o o o o o o o oo oo oo

Figure 29 Function status after stimulus

You can check the Outstanding Requests section of the Function status tab to see if there are any TLP
requests sent from Exerciser which have not yet completed. If there are any requests transmitted
from a function which have not yet completed, the tags assigned to such requests are not released
until these requests are completed. The Outstanding Requests section then displays a value for each
function indicating the number of these tags which have not been released due to outstanding
requests. If all the requests sent from a function are completed, the Outstanding Requests value is
displayed as 0.

To view the current status of outstanding requests for each function, click the (! | button.
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You can also view the contents of the data memory of Exerciser to check the results of requests
requiring memory access. For instance, you can view the completion data received for a memory
read request sent from Exerciser or the results of a memory write request sent from DUT. You use the
Data Memory page to view the memory contents.

Refer to the topic “Stimulus - Example" on page 157 to get an example of a stimulus sent to DUT and
results displayed in the Protocol Exerciser GUI.

In this release, you can use the Gen3 Exerciser APIs to get the real-time stimulus
statistics such as:

- Number of TLPs transmitted and received by Exerciser
- ACKs and NACKs received from DUT

- Number and type of errors (belonging to different categories) received from
DUT

You can read the EPCIEPerformanceCounterStatus,
EPCIEPerformanceCounterFunctionStatus, and
EPCIEPerformanceCounterVCStatus property values to get the stimulus
statistics. Refer to the API help to get further details on these APIs.

Keysight Protocol Exerciser for PCI Express User Guide



Stimulus - Example

Providing Stimulus to DUT

9

This topic provides an example of how to send a stimulus request to DUT and viewing its completion

received from DUT.

In this example, Exerciser emulates a non IOV PCle component. A 32 bit Memory Read request has to
be sent from Exerciser to DUT. The following screen displays the packet settings done for this
memory read request to read from the memory address 00FD0O0QO. The completion data for this read
request is configured to be stored at the memory address 000010 in the data memory of Exerciser.

B £dit Packet ;-

Field E Value 1 Length
Fut 300 header, no data | 'H € biss
Type: Hemory Bead | M i & bics
Traffic Class: ooo ? bits
TLP Digesc: Depends On Behavior . 1 bic
TLP poisoned: Depends On Eehavior - 1 bic
At oo 2 bits
Length: 1 DWord (Churks Depend On Behavrior) ' 10 bits

- Pequescer ID: oo oo 2 byces
Bus Mumber (Pequester): oo 1 byce
Deavice Bumber (Requester): oo L bits
Punction Musber (Requester): 0 3 bics

Tag: Dapands On Bshavior 1 byte
Last DW EBE: aooa 4 bits
First DW EE: 1111 (Bin v 4 bits
Address: OOFDO000 Hex v 1 DWord
LERC: ]-}epmds O Bshavior 1 DWord
£ 3
Wiite Data To Wait / Repeat Sethings
Bt . ot ||
(= Data Memary i
At (00010 [Hex) = -
CET ) AepeatFocuest [0
Lengh 1 ows
[ ok | [ cance | [ Hep |
The default behavior has been used for the memory read request packet. The following screen
displays this default request behavior record added for the request.
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J Send Block Transfers (Function &) |
(%) Single Mode () Conkinuous Mode Eilapies
1| = Memory Read
- L Memary Read 32b
Memory Read 32b Locked
Memary Read 64b
] Memaory Read &4b Locked
#- Memory Wrike
# I/ Request
& Config Request
& Message Requast
|Request Behavior | .
Line Mo Errors } Templates
=0 Default Behavior
Churk Length Of Paoad Repeat Pricity Sutomabc Tag Gap  TLP Digest Replace STP
1024 o |1 fatornatic Tag (1] 00 00 Marked Absert (0] BAaCy
3 LCAC  Dispadity Payload Size TLF Poisoned TLP Mulified Feplace 5TF Rieplace END Replace End
Conect (0] Cosrect [0) Conect (0] Dizablad (0]  Dizabled [0) Desabled [0)  Dizabled (0] Irncarrect Disparity
Offzet Sequence Mumber 1 Pavioad
Dizabled (0] oo, Eeros
TLF Poisoned
Once the stimulus traffic setup is ready, the memory read request is sent as stimulus to DUT. The
flow control credits of Exerciser are updated accordingly and displayed in the Flow control tab of the
Hardware Status pane.
In the following screen, the contents of the data memory of DUT (another Exerciser in this example)
are displayed after the transaction is completed. The completion data received from DUT for the
memory read request is stored at the address specified in the request packet.
Data Memory
Edit Memory | HMemory Compare |
Pddvess  Data | RSCII A
0000 0000|00000000 00000000 00000000 00000000 . . ... ..o oee..... =
0000 0010|ZDDF4d444 @4DCCCCC 00000000 00000000|= DDD. .. ........
0000 D020 10000000 00000000 Q0000000 00000000 . (... ..oee.uaan
0000 00%0|00000000 00000000 00000000 00000000 .. ..............
0000 D040 00000000 00000000 00000000 Q0000000 . ... ... .......
0000 0050 00000000 00000000 00000000 OOOO00000 | ,,,,,,,,,,,,,,,,
0000 0060 00000000 00000000 00000000 00000000 | . ... ... ........
0000 0070 00000000 00000000 00000000 00000000 | . ... ...vnnen.-
0000 D020 00000000 00000000 00000000 Q0O00000| . ... ... ....._.
Q000 0030 00000000 00000000 00000000 Q0000000 . ................
0000 00AD 00000000 00000000 00000000 00000000 | . ... ... ... ....
0000 DOBO|00000000 00000000 00000000 Q0000000+ ueeue s cernnaas
0000 00CO| 00000000 00000000 00000000 00000000 . ... ... ...._..
0000 00RO 00000000 00000000 00000000 00000000 . . .v. e n.n-
0000 00ED 00000000 00000000 00000000 00000000 . ... ... ........
0000 DOFO|00000000 00000000 00000000 DO0DD000| . .uoeuerena.n..
0000 0100|00000000 00000000 00000000 00000000 . .. .. ... .. ...
0000 0110|00000000 00000000 OOCOOOOO DOOOODOO|. ... .uuuunnnnn
0000 OLlZ0 00000000 00000000 00000000 00000000 . .00t eeenn.-
0000 013000000000 00000000 00000000 00000000 . .ouu.enunenann
0000 0140|00000000 00000000 00000000 00000000 . ... . ... ....
0000 015000000000 00000000 00000000 00000000 . .o..e. i en...
0000 0l&0 00000000 00000000 00000000 00000000 . . ... .. .oo.....
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Sending a Single Packet as Stimulus and Viewing Response

Besides sending a sequence of PCle packets as stimulus, you can also send a single packet as
stimulus to DUT and view the completion received from DUT in response to this stimulus.

You use the Single Packet tab in the Traffic Setup page to send a single packet and view its response. In
this tab, the functions of Protocol Exerciser (that correspond to hardware channels) are displayed.
Out of the three functions (3 hardware channels available for a non 10V Exerciser and seven functions
available for an MRIOV capable Exerciser, you can activate/enable one function at a time for sending
single packets. The hardware channel corresponding to this function is then used for sending the
packet added to this function. The packet that you add to other disabled functions are not sent as
stimulus.

Traffic Setup

5'“‘# Packet | Block Transfers I Completion Behaviors |

" J Send Eﬂ_qle_Pav:lmt (Function B) l

[JFunction A

[JFunction

Line Mo Frnt Type {J&ﬁ
] Function o~ - g
2 - - - ISESES— |,
]
Enabled
funclion Packets :
£ x|<
Line Mo Errors

#=0
E=1 N

Packet behavior records

In the Single Packet tab, when you add a PCle packet to send as stimulus, a corresponding record is

automatically added to define the behavior of that PCle packet. This behavior definition controls how
Protocol Exerciser sends the added packet as stimulus. You can change this default behavior of the
added packet, if required.

The PCle packet that you add as stimulus is assigned a sequenced Line number. The intended
behavior record automatically added for this packet is also assigned the same Line number to map it
to the packet for which it is added. The screen displayed above has two PCle packets added as
stimulus and a corresponding behavior record for each of these two packets with the same Line
numbers as the packets (0 and 1).

The single packet requests and behaviors that you add in the Single Packet tab are written to the
Single Packet memory. For a single packet read request, you can specify whether the completion
data of this request should be written to Single packet memory or a specific location in the data
memory of Protocol Exerciser. For a single packet write request, you can specify whether the payload
for this write request should be read from the single packet memory or a specific location in the data
memory of Protocol Exerciser.

You can use the Single Packet tab to send a request as well as a completion as a single packet. The
templates for these packets are available in the Templates pane as displayed in the following screen.
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i

*

HOHE

emplates 2

Memory Read

Memory ‘Wrike
Memary Write 32b
Memary Write é4b

I Request

Config Request

Mizzsage Request

Completion
Completion without data
Completion wikhout data Locked
Completion with data
Comgpletion with data Locked

To send a single packet as stimulus:

1
2
3

Click the Traffic Setup icon displayed in the navigation pane of the Protocol Exerciser GUI.
Click the Single Packet tab in the Traffic Setup page.

From the Settings pane, select the function of the Protocol Exerciser for which you want to add
the single packet as stimulus. The functions that are displayed depends on whether you have
configured the Protocol Exerciser as a non IOV or MRIOV capable PCle component. The hardware
channel corresponding to this function is used for sending the packet.

Enable/activate the selected function by selecting the checkbox displayed with the function.
Protocol Exerciser does not send the packet added to a disabled function as stimulus.

From the Templates pane, drag and drop a PCle packet to the Send single packet tab. You can
also send a completion to DUT by adding an instance of a completion template.

You can view the details of the added packet by clicking the + icon displayed with that packet. If
required, you can change the value for the fields in the packet by double-clicking the packet.

A behavior record is automatically added for the packet in the Request Behavior tab. This record
has the same line number as assigned to the packet. You can view the details of the behavior
record added for the packet by clicking the + icon displayed with that behavior record. If required,
you can change the default behavior of the packet by double-clicking its corresponding behavior
record.

If you have added multiple packets in the Send single packet tab, select the packet that you want
to send from the list of packets added. Even if you have added multiple packets, only the selected
packet will be sent as stimulus.

Click the 5§ Send Single Packet toolbar button.

You can send multiple PCle packets as stimulus using the Block Transfers tab in
the Traffic Setup page.

To view the completion received from DUT in response to the single packet sent as stimulus:

1

Click the Single Packet tab in the Traffic Setup page.

2 Select the function for which you added the PCle packet sent as a single packet.

The completions received from DUT in response to the single packet stimulus are displayed in the
Received Completions tab. In this tab, each completion record is assigned the same Line number as
assigned to its corresponding packet in the Send single packet tab. The line number maps the
completion record received from DUT with the stimulus packet for which the completion is received.
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In the following example, Exerciser sends a read request as a single packet to read from the address
00000020. The completion data for this read request has been configured to be saved in the single

packet memory of Exerciser instead of the data memory of Exerciser.

B Edit Packet [S]

TLP Digese:

TLP poisoned:
Artr:

Length:
= Begquester ID:

Bus Humber {(Pequaster):
Device Mumber (Pequester):
Function Number (Fegquaster):

Tayg:
Last [W EE:

Firsc DW BE:
Mdrass:
LCRE:

<

‘Wiite Diata To ...

® Sinale Packet Memary

) Data Memory
o
T

Eield | value | Lengen
P |30V header, no daca ¥ | [Binv) i 2 vic=
R |Memory Read w0 [Binv] @ S bics
Traffic Class: loos . .3 kits

Depends On Behavior

Dapands On Behavior i

l:ID . Emn- 2 bics
1 Dliord 10 bits
0000 :;H“»,z bytes
og . 1 byte
(90 5};“,,5 bics
Dapands On Bshavior L byea
loooo (Fin<)[@@) 4 bics

(1111 E[R:an]"- bits
|00000020 [ () + DVoxd

Depends On Behavior

[ ok | [ caca | [ Hep |

1 DWord
>

On sending the read request, the completion with data received from DUT is displayed in the

following screen.
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Send Single Packet (Function 4) | 4 b
Rl L2 DS iTempistes  *]
= Memary Read »
Memory Read 32b
Memory Read 32b Locked
Memory Read 64b
" Memory Read 64b Locked
& Memory Wrike
& 1j0 Request
- Config Request
¢ 3 || ® Message Fequest 3
Request Behavior 4 b
Liree Mo Emrors
| ]
q b
Data

You can control the number of completion records received from DUT that Exerciser should retain

and display in the Received Completions tab. You can specify this number in the Completions to hold text
box in the Received Completions tab.
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Sending Completions as Response to DUT

Protocol Exerciser sends completions to DUT in response to requests sent by DUT over a configured
link. You can define the behavior of these completions and then based on these behaviors, Exerciser
generates and sends completions automatically.

You use the Completion Behaviors tab in the Traffic Setup page of the Protocol Exerciser GUI to define
the behavior for these completion packets sent by Exerciser.

For testing purposes, you can also send a single completion packet as stimulus
to DUT. You can do this using the Single Packet tab in the Traffic Setup page.
This tab has a set of completion templates that you can use to send a completion
packet.

Completion Queues

Exerciser supports completion queues to send completion packets as responses to DUT.

If Exerciser emulates a non IOV or a SRIOV component, it supports two completion queues, Queue 0
and Queue 1. These queues are mapped respectively to the two virtual channels (VCO and VCx) that
Exerciser supports. Therefore, Exerciser adds the completion packets to be sent through VCO to
Queue 0 and the completion packets to be sent through VCx to Queuel. Exerciser decides the VC for
a completion based on the traffic class of the request for which completion is sent, the function
applicable for this request, and the TC VC mapping that you defined for this function.

If Exerciser emulates an MRIOV capable component, it supports three completion queues, Queue 0
to Queue 2. A completion queue is mapped to a virtual hierarchy that Exerciser supports. For
instance, Queue0 is mapped to VHO and so on. All the completion queues use VLO as the virtual link
and VCO as the virtual channel. If you have installed the additional 2 physical function license of
Exerciser, then Exerciser provides five completion queue, Queu0 to Queue4, mapped to five
functions.

In the Completion Behaviors tab of the Traffic Setup page, you can add completion behaviors to any of
the supported completion queues. The completion behaviors that you add to a queue are added as
records to the memory allocated for that queue. Exerciser maps these behavior records added to a
gueue to the completion packets added to that queue for setting the behavior of these completion
packets.

Adding Completion behavior records

When you add a completion behavior, a record with a sequenced number is added to the memory
allocated for the selected completion queue.

To add a completion behavior record:

1 Click the Traffic Setup icon from the navigation bar of the Protocol Exerciser GUI.

2 Click the Completion Behaviors tab.

3 From the Settings pane, select the Completion queue (Queue 0 or Queue 1) to which you want to
add the completion behavior record.

4 Drag and drop the Default completion template from the Templates pane to the Completion
Behaviors section.

This adds a completion behavior with the default settings. The Line number assigned to this
completion behavior record in the allocated memory is also displayed.
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Traffic Setup

Single Packet | Block Transfers  Completion Behaviors

M Completion Behaviors {(Queue 0 - ¥HO, ¥L0O, ¥C0) l

- Queue 0-%HO, %L0O, %C0 Line Mo Errors

- Queue 1-YH1, YLD, vCD
- Queue 2-VH2, VL0, VCI
- Queue 3-YHI, VLD, VCD
. Queues 4-%H4, %L0, wC0

Changing the default behavior for completions

While adding behavior records for the completions, you can change the default settings for these
records to change the default behavior of completions. For instance, you can change the default
behavior to add a disparity error in the corresponding completion packet to test DUT under error
conditions.

To change the default behavior of a completion packet:

1 Click the Traffic Setup icon from the navigation bar of the Protocol Exerciser GUI.

2 Click the Completion Behaviors tab.

3 From the Settings pane, select the Completion queue (Queue 0 or Queue 1) to which you added
the completion behavior.

4 Double-click the completion behavior record from the list.

The Edit Packet Behavior dialog box is displayed. Refer to the “Edit Packet Behavior dialog box GUI
reference help topic to get a description of each field in this dialog box.

Sending Completions

164

Protocol Exerciser automatically sends completions as per the completion behavior records that you
added. You can add a maximum of 512 completion behavior records in a completion queue.

There is a one to one mapping between the completion packets and the completion behavior records
available in a queue. A TLP request received from DUT is sent a completion packet as per the
mapped completion behavior record that you added in the sequence. Subsequent TLP requests are
sent completion packets as per the subsequent completion behavior records that you added until the
end of records is reached. If the number of TLP requests for which completions are to be sent match
the added completion behavior records, then there is a one to one mapping between the two.
However, if the completion behavior records are less than the number of TLP requests received from
DUT, then Exerciser uses a Round robin algorithm to send completion packets. For instance, if five
TLP requests are received and you have added two completion behavior records, then the
completion packets are sent as follows for these five requests:

TLP Requests Completion Behavior Records

TLP request 1 Completion packet as per completion behavior record 1

TLP request 2 Completion packet as per completion behavior record 2
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TLP request 3 Completion packet as per completion behavior record 1
TLP request 4 Completion packet as per completion behavior record 2
TLP request 5 Completion packet as per completion behavior record 1
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This chapter provides information on the Protocol Checker function of the Protocol Exerciser
application. It also describes how you can use Protocol Exerciser to send an arbitrary DLLP or insert a
wrong CRC to the DLLP and test DUT under various error conditions.
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10 Performing Protocol Checks and Inserting Errors

Testing DUT Under Error Conditions

You can test how a DUT responds to error conditions by sending requests and completions with
selected errors as stimulus to the DUT. Using these errors, you can assess the error detection, TLP
sequence number and LCRC validation, data integrity, and ACK/NACK mechanisms of a DUT. For
instance, you can assess the behavior of the DUT to a wrong payload size packet or a packet with an
incorrect LCRC.

Supported Error Insertions

You can use the “Edit Packet Behavior dialog box to insert protocol errors in the behavior settings for
a request or a completion packet. This dialog box is displayed when you double-click a behavior
record for a request or a completion packet added in the Traffic Setup page. If you insert an error
that forces a NAK from DUT, for example, wrong LCRC, Exerciser sends the packet once with the
error. When the DUT returns a NAK (negative acknowledge), Exerciser automatically sends that
packet without the inserted error. Other errors, such as nullified TLP are not checked in the DLL and
therefore do not result in an automatic (correct) resend from Exerciser.

Exerciser supports the following errors to be inserted in the behavior settings of a request or a
completion packet:

TLP Digest - You can set the TLP Digest bit in the header of a request or a completion packet to
indicate its presence. However, the format of the TLP is not changed for TLP Digest thereby
introducing an error. You can also set the TLP Digest bit and make it present to introduce an
ECRC error.

ECRC - You can insert an incorrect ECRC into a request or a completion packet to test how a DUT
responds to an ECRC value. To insert such an error, the TLP Digest bit should be set and present.

LCRC - You can insert a wrong LCRC into a request or a completion packet to test the packet
validation mechanism of the DUT. Such a packet is sent with the incorrect LCRC once and then
with the correct LCRC again if the DUT responds with NAK.

Disparity - You can send a request or a completion packet with incorrect running disparity.

Payload size - You can send a request or a completion packet with an incorrect payload size.
Exerciser can increment or decrement the LEN field of the packet by 1 based on your selection to
generate a packet with an incorrect payload size.

Poisoned TLP - You can send a request or a completion packet as a poisoned TLP.

Nullified TLP - You can send a request or a completion packet as a nullified TLP. Exerciser inverts
the LCRC and uses the EDB symbol to mark the end of such a TLP.

Replace STP - You can replace the Start TLP special symbol (STP) of a request or a completion
packet with a symbol that you specify to generate an error. The encoding K27.7 used for STP
symbol is replaced with an encoding that you specify.

Replace END - You can replace the End special symbol (END) of a request or a completion packet
with a symbol that you specify to generate an error. The encoding K29.7 used for END symbol is
replaced with an encoding that you specify.

Offset Sequence Number - You can add a specified offset to a packet’s sequence number to test the
DUT’s sequence number validation algorithm. Exerciser sends such a packet with the incorrect
sequence number generated after adding the offset. It then repeats the packet transmission with
the correct sequence number.

Discard completion - You can enable the Discard completion setting in a completion behavior
record. This setting ensures that Exerciser does not send those completions to DUT for which the
completion behavior record with Enabled Discard completion setting is applicable.

Besides adding these errors, you can also insert a delay in sending a completion packet by selecting
Delay Enabled as the value of the Delay field in its behavior record. This can help you test the
completion timeout mechanism of the DUT.
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Configuring Error Insertion Settings for Exerciser

The errors that you insert in a request or a completion packet's behavior depend on how you
configure the relevant error insertion settings in the Error Insertion page. For instance, if you inserted a
Replace STP error in a request packet's behavior, then the STP symbol for this packet is replaced
with the symbol that you specified in the Replace STP with field of the Error Insertion -> Request and
Completion Errors tab. These error insertion settings are globally applicable for all the packets that are
sent from Exerciser with relevant errors.

The Error Insertions page provides the error insertion settings categorized in three different tabs as
follows:

ACK/NAK - Errors tab - Allows you to test the retry buffer of DUT by enabling you to generate a
series of NAKs on a particular sequence number.

Request and Completion Errors tab - Allows you to specify the error settings applicable for the errors
that you insert in request and completions packets. In this tab, you can specify settings such as
the:

symbols that should replace the STP and END symbols of a packet.

offset to be added to the sequence number of a packet to generate an incorrect sequence
number.

time period for which the completions marked for delay should be delayed.

DLLP tab - Allows you to send a DLLP or attach a wrong CRC to the DLLP that Protocol Exerciser
sends.

Refer to the topics “Error Insertion function - ACK/NAK Errors tab, “Error Insertion function - Request
and Completion Errors tab, and “Error Insertion function - DLLP tab to get a description of each Error
Insertion setting.

Testing DUT Under Error Conditions - Example

In the following example, an incorrect LCRC error has been inserted in a TLP request to be sent to DUT.
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Traffic Setup

Single Packet  Block Tlansfgf!l Completion Behaviars |

J 5end Block Transfers (Funckion C) ]

Function A (%) Single Made () Continuous Made
Function B Line No [
Function C

Request Behavior ]
Line Mo Errars

[y EEO [Incarrect LCRC B

To check whether or not DUT responds to such an incorrect LCRC packet with a NAK, the NAK sent
protocol rule has been enabled in the Protocol Checker page.
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On sending the packet with an incorrect LCRC, the NAK received from DUT generates a protocol rule
violation which is displayed in the Hardware Status pane.
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Hardware Skatus
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The Status pane of the Protocol Checker page displays NAK sent as the violated rule indicating that
DUT responded to the erroneous packet with a NAK.
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Performing Protocol Checks

174

Exerciser provides a set of protocol checks that you can use to check whether or not there are any
protocol rules violations in the transmission between Exerciser and DUT. This helps you assess if the
two devices are adhering to the rules of the PCle protocol. If you want to test DUT by introducing a
PCle rule violation in the transmission, then you can use the protocol checks to see if that rule is
actually violated.

The protocol checks are available in the Protocol Checker page of the GUI which you can access by
clicking the Protocol Checker icon in the Navigation pane. In this page, you can enable the required
protocol checks. On encountering a violation of an enabled protocol rule in a packet, Exerciser
records this violation as a violated rule in the Protocol Checker page.

In the Link Status tab of the Hardware Status pane, the Protocol Checker section
shows the Error occurred message to indicate that a violation of an enabled
protocol rule has occurred.

Generating a Trigger out on encountering a protocol error

Exerciser can also generate an event and a Trigger Out pulse on encountering a violation of an
enabled protocol rule. Such an event is displayed in the General Settings -> Trigger Out tab. The trigger
out pulse is sent from Exerciser to another test equipment connected to the Trigger out Connector
component of the Exerciser card. To ensure that an event and a trigger out pulse is generated for a
violation of an enabled protocol rule, you need to select Protocol error as the trigger out condition in
the General Settings -> Trigger Out tab. Refer to the topic “Performing PCle Link Layer Testing of a Root
Complex" on page 255 to know more.

Enabling a protocol rule

To enable a protocol rule:
1 Click the Protocol Checker icon in the Navigation pane.
2 Select the checkbox displayed with a protocol rule to enable that rule.
Irrespective of whether or not you have enabled a rule, its status will be shown as Violated in case of
a violation. However, if you do not enable a protocol rule, then its violation cannot:
generate a trigger or an event
be displayed as the first violated rule
generate a message in the Protocol Checker section of the Link Status tab of the Hard ware status
pane.

The following screen displays the Protocol Checker pane with three protocol rules displayed as
Violated for an MRIOV capable Exerciser.
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Protocol Checker
Status

Winlated Rules; Dizparity Emot Received, 3b/10b Coding Eror Received, FT Update Timeout

First violsted: FC Update Tineout
— Rule Mame Violated
S Physical Layer
— Unsupported Fequest Received Mot viclated
Bl Decoder Miss Mot viclated
pr— Mulliied TLP Received Mot viclated
X Bad Nulified TLP or LCRC Error received  Not viclated
— NAK Sent Mot viclated
F] Out of Sequence TLP Mot viclated
I DLLP Received with CRC Emot Mt violated
Lane Deskew Ermor Mot viclated
[¥] Disparity Enor Received
8b/10b Cading Ener Received
128b."138b Syne Efiar Recened Mat viclated
= Funchon &
] Comnpletion with Excess Data Mot viclated
[[] Unespected Completion Received Mot viclated
[] Completion Timeout Mat wiclated
=  Funchon B
] Completion with Excess Data Mot viclated
[] Unespected Completion Received Mot viclated
[] Completion Timaout Mot viclated
= Fungtion C
| B Compltion vith Excess Data _
[] Unespected Completion Received Mot viclated
[ Completion Timeout Mot viclated
& Funchon B -YF1
M1 rrennlabioe webls Eveaer Flaka Mok canlzbad

Supported Protocol Checks

Protocol checks are supported for each function of Exerciser. The checks are displayed for:

each of the five functions (A, B, C, D, and E) and virtual channels supported by Exerciser as a non
IOV PCle component.

each of the physical as well as virtual functions (VF1 and VF2) and virtual channels supported by
Exerciser as a SRIOV capable component.

each of the physical as well as virtual functions (VF1 and VF2) and virtual hierarchies supported
by Exerciser as a MRIOV capable component.

The following table briefly describes each of the protocol checks supported in this release.
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Protocol Rule Description

Unsupported Request Received

Decoder Miss

Nullified TLP Received

Bad Nullified TLP or LCRC Error Received

NAK Sent

Out of Sequence TLP

DLLP Received with CRC Error
Lane Deskew Error

Disparity Error Received
8b/10b Coding Error Received
128b/138b Sync Error Received

ECRC Error Detected

For each physical and virtual function of
Exerciser

Completion with Excess Data

Unexpected Completion Received

Completion Timeout

For each virtual channel of Exerciser
(applicable when protocol is set to PCle or
SRIOV)

This protocol rule is violated if Exerciser receives an incoming request which is not supported.

This protocol rule is violated if Exerciser receives a request packet that cannot be handled by any of its decoders.
This protocol rule is violated if Exerciser receives a packet with nullified LCRC.

This protocol rule is violated if Exerciser receives a packet with bad end EDB or bad (not poisoned) LCRC.

This protocol rule is violated if Exerciser receives a NAK for a packet. For instance, if Exerciser sends a packet with an
incorrect LCRC error inserted, then you can check if DUT responds with a NAK for such a packet by enabling the NAK
sent protocol rule.

This protocol rule is violated if Exerciser receives an out-of-sequence TLP. as per the following two scenarios:

= Exerciser receives an ACK or NAK with sequence number A and the TLP with sequence number A has not yet been
sent or has been sent far in the past.

= Exerciser receives an ACK or NAK with a sequence number A. After that, it receives an ACK or NAK with a
predecessor of A, say X. The sequence number X is a predecessor of A if [(X-A) MOD 212 > 2*11].

This protocol rule is violated if Exerciser receives a DLLP with checksum error.
Indicates the receipt of a malformed TLP.

Indicates the receipt of a running disparity error at Gen1/Gen2 data rate.
Indicates the receipt of a coding (symbol) error at Gen1/Gen2 data rate.
Indicates the receipt of a 128b/138b encoding error at Gen3 data rate.

This protocol rule's violation is reported globally at the physical layer level if Exerciser emulates a non 10V PCle
component or a SRIOV capable component (protocol set to PCle or SRIOV in the Link Settings page).

This protocol rule is displayed as violated if the ECRC check fails for a received TLP in which the TLP Digest field is
used for an ECRC value. When Exerciser receives a TLP from a DUT that has the ECRC generation supported and
enabled, it compares the calculated ECRC value with the received value in the TLP Digest field of the TLP. On
comparison, if the ECRC check fails, it is reported as a violation.

By default, Exerciser has the ECRC checking supported and enabled for the received TLPs.

Refer to the topic Testing End to End Cyclic Redundancy Checks to know more about injecting and checking ECRC
errors in TLPs.

This protocol rule is violated for a function if Exerciser receives the completion for a request containing more data than
expected.

This protocol rule is violated for a function if Exerciser receives an unexpected completion packet that is, a completion
packet that it cannot associate with any outstanding request.

This protocol rule is violated for a function if Exerciser does not receive a completion outstanding for a request within
the allowed completion timeout period.

FC Update Timeout If Exerciser does not receive a Flow Control update packet during the specified time interval. the Flow Control Update
Timeout is triggered and the FC Update Timeout rule is displayed as Violated.
You can specify the time interval after which Exerciser should trigger a Flow Control Update timeout in the FC Update
Timeout section of the Virtual Channels page.
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Protocol Rule Description

For each virtual hierarchy supported by
Exerciser (applicable when protocol is set

to MRIOV)

FC Update Timeout If Exerciser does not receive a Flow Control update packet during the specified time interval. the Flow Control Update
Timeout is triggered and the FC Update Timeout rule is displayed as Violated.
You can specify the time interval after which Exerciser should trigger a Flow Control Update timeout in the FC Update
Timeout section of the Virtual Channels page.

ECRC Error Detected This protocol rule's violation is reported separately for each virtual hierarchy if Exerciser emulates a MRIOV PCle

component (protocol set to MRIOV in the Link Settings page).

This protocol rule is displayed as violated if the ECRC check fails for a received TLP in which the TLP Digest field is
used for an ECRC value. When Exerciser receives a TLP from a DUT that has the ECRC generation supported and
enabled, it compares the calculated ECRC value with the received value in the TLP Digest field of the TLP. On
comparison, if the ECRC check fails, it is reported as a violation.

By default, Exerciser has the ECRC checking supported and enabled for the received TLPs.

Refer to the topic Testing End to End Cyclic Redundancy Checks to know more about injecting and checking ECRC
errors in TLPs.

Keysight Protocol Exerciser for PCI Express User Guide 177



10 Performing Protocol Checks and Inserting Errors

Testing End to End Cyclic Redundancy Checks

You can use Exerciser to:
detect End to End Cyclic Redundancy Check (ECRC) errors in the TLPs received from DUT.

send TLPs with correct/incorrect ECRC to DUT to test how DUT responds to a correct or an
incorrect ECRC in the TLPs.

To detect or insert ECRC errors in TLPs, you need the U4305A-022 software
license.

As a transmitter, Exerciser has the ECRC generation supported and enabled.
As a receiver, Exerciser has the ECRC checking supported and enabled.

The topic describes both these aspects of ECRC.

Checking ECRC errors in Received TLPs

Exerciser checks the ECRC value in incoming TLPs to help you assess if the DUT is calculating and
applying the ECRC value correctly to the TLPs. The DUT should have the ECRC generation supported
and enabled.

When Exerciser receives a TLP with an ECRC value at the end of the TLP, it checks this ECRC value
by comparing the calculated ECRC value with the value in the TLP Digest field. If the ECRC check
fails, Exerciser reports it as the violation of the ECRC error detected protocol rule in the Protocol Checker
page. Exerciser does not discard a TLP for which the ECRC check failed and also sends a completion
(if applicable) for such a TLP request.

Protocol Checker

Status
Yiolated Rules: ECRC error detected
First wiolated: MHone
prmm— Rule Mame Yiolated
= Physzical Layer
S Unzupparted Request Received [ at wiolated
o Decoder Mizz Mok violated
— Mullfied TLP Received Mt violated
X Bad Mullified TLFP or LCRC Error received Mot wiolated
—— NAK. Sent Mot viclated
@ Out of Sequence TLP Mat viclated
DLLP Received with CRC Ermror Mot violated
Lane Deskew Error Mot violated
Dvigparity Error Received [ at wiolated
Ab/10b Coding Error Received M at winlated
128b/1380 Sy Emor Received M at winlated

] ECRC enor detected _
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The violation of the ECRC error detected protocol rule is reported separately for each virtual
hierarchy if Exerciser emulates a MRIOV PCle component and globally at the physical layer level if
Exerciser emulates a non I0V/SRIOV capable component.

You can also enable this ECRC error detected protocol rule in the Protocol Checker page to ensure
that a trigger out pulse is generated when Exerciser encounters an ECRC error in a received TLP. To
know more, refer to Configuring External Triggers Settings.

Inserting ECRC Errors in Transmitted TLPs

You can test how a DUT responds to an ECRC value by transmitting TLPs with a correct or incorrect
ECRC value from Exerciser.

To insert an ECRC error

1 Add an instance of the desired TLP request in the Traffic Setup page.

2 Double-click the TLP request behavior record to configure the behavior of the request.

3 Inthe Edit Packet dialog box, select Marked Present and Present option for the TLP Digest field.
This sets the TLP Digest bit in the header of the packet indicating the presence of the TLP Digest
field and accordingly changes the format of the packet for the TLP Digest.

The ECRC field is now displayed in the Edit Packet dialog box.
Select Incorrect for the ECRC field to send the TLP request with an incorrect ECRC value.

5 Click OK.
| Field 1 Talue ] Length
Matomatic Tag: At omatic Tag (1) 1l bit
TLF Digest: Marked Present and Pr ¥ | - Hex «| [ € bits
ECRC: Incorrect b Hex | /[ 1 bic
~LCRC: Correct o Hex - | [ 1 bic
Disparity: Correct w Hex w W 1 bit
“Payload Size: Correct w Hex w||H 1 bit
TLP Poisoned: Disabled w Hex w W 1 bit
TLPF Nullified: Dizabled o Hex - | [ 1 bic
RPeplace STP: Disabled w Hex w W 1 bit
~Peplace END: Dizakled w [HE}{v]E 1l bit
[ k. ] [ Canicel ] [ Help

You can also insert an ECRC error in a completion behavior record to send the completion with an
incorrect ECRC.
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B Edit Packet

| Field 1 Talus ] Length
Completion Status: Successful Completion y”-.:._':-:. |Binv H 3 bits
Fead Completion Eounda. |1 [Dec + 5 bits
- Bepeat: o |Decv l byt e

“Delay: Delay disabled I [pec |/ ¢ bivs
TLP Digest: Marked Present and Pr ¥ |HExv i  bits
ECRC: Incorrect b |HEXv i L bic

- LCRC: Correct el o |Hexv i 1 bit

- Disparity: Correct w0 |HE}{v' i 1 bic

- Payload Si=e: Correct |1 |HE}:v H 1 bit
TLF Poisoned: Disakled w0 |HE}{v' i 1 bic
TLP Mullified: Dizabled aell| o |Hexv i 1 bit
Beplace STP: Disakled w0 |HE}{v' i 1 bic

- Beplace END: Dizsabled w0 |HE}:v H 1 bit
Offzet Secuence Mumber: |pioghled o |Hex «| [ 1 kit

[ k. ] [ Cancel ] [ Help

You can also send a TLP with no ECRC by setting the value of the TLP Digest field in the packet's
behavior record as one of the following:

Marked Absent and Absent
Marked Present but Missing
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Inserting Errors Using DLLPs

You can configure Exerciser to purposely send arbitrary DLLPs, including unexpected and incorrect
DLLPs with an incorrect checksum. To test how a DUT responds to error conditions, you can:

insert a wrong CRC in DLLP packets (page 182)
send an arbitrary DLLP (page 183)
replace DLLPs with another predefined DLLP data (page 184)

You can select which type of DLLP (i.e. ACK, NAK, FC, PM, or any other) you want to get affected by
enabling error insertion.

For inserting errors using DLLP, click the Error Insertion icon from the Navigation window of the

Protocol Exerciser GUI and then click the DLLP tab in the Error Insertion window. The following
screen appears.

Error Insertion
ACK/MAK Errors | Request and Completion Errors  DLLP |
DLLP Wrong CRC Insertion | DLLP Send | Modify DLLP |

Start ‘ by ‘ Status: Mo errorinserted
Field Valus | Length
Type: Enter valus —-> j sonconnm Binw|E|L brte
Reserved: SN Einw|[@|12 bizs
Seguence Number: |XXX Hex « | |12 bits
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Inserting a Wrong CRC in the DLLP

You can test how a DUT responds to a DLLP packet with a corrupted CRC value received from the

Exerciser.
The error insertion occurs only once. The next DLLP of that type will be transmitted with the
NOTE correct checksum.

To insert a wrong CRC
1 Click the DLLP Wrong CRC Insertion tab in the DLLP tab.

2 Select the DLLP type (ACK, NAK, FC, PM, or any other) from the Value column as displayed in the
following screen.

Error Insertion
ACK/NAK Errorsl Request and Completion Errors  DLLP |
DLLP Wrong CRC Insertion | DLLP Send | Modify DLLP |

Start | X Status: Mo error inserted
Field I Valus I Length
Type: 00000000 Bin - |E|1 byte
Beserved: . Bin v E 12 bits
Sequence Number: Hak — Hex + E 12 bits

PM Enter L1 E
PM Enter LZ3 5
PM Active State Reguest Ll

PM Request_Ahck

Vendor Specific s
InitFCl-T [

3 Specify the appropriate value for the other associated fields (such as Reserved, Sequence
Number etc.) displayed on the basis of the DLLP type selected in the above step.

4 You may specify your inputs in hexadecimal, binary, or decimal format by clicking the drop-down
button of calculator provided for input assistance.

E,im,,| E|1 byte
Hex

¥ | Bin
Dec

5 Click the Apply button to save the changes made.

Click the Start button to schedule the wrong CRC insertion into a DLLP that matches the pattern
specified in the DLLP Wrong CRC insertion section. Clicking the Start button replaces it with the
Stop button, until the scheduled wrong CRC insertion is done.

When a wrong CRC is inserted in a DLLP, status is displayed as 'Error Inserted' which is otherwise
displayed as 'No error inserted' message.

7 Click the * button to clear the status and insert the error again.
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Error Insertion
ACK/NAK Errorsl Request and Completion Errors  DLLP |
DLLP Wrong CRC Insettion | DLLP Send | Modify DLLP |

Stop ‘ x | Status:  Errorinserted
Field I\Fllu.e I Length
Iype: Ack ;JIJULUUJUL Binv|E|L byce
Peserved: Bin v E 12 bics
Sequence Mumber: IXXS Hox v | |12 bits
IM Enter L23 (4

PM Active State Reguest Ll

PM Request_Rhck

Vendor Specific s
InitFCl-P I;l

Sending an Arbitrary DLLP to the DUT

You can test how a DUT responds to arbitrary DLLP packets sent by exerciser. You can check
whether the DUT takes such packets as normal packets or notifies the exerciser in a different manner
after receiving those packets.

To send an Arbitrary DLLP to the DUT

1 Click the DLLP Send tab in the DLLP tab.

2 Select the DLLP type (ACK, NAK, FC, PM, or any other) from the Value column as displayed in the
following screen.

Error Insertion
ACK/MNAK Errorsl Request and Completion Errors  DLLP |
DLLP Wrong CRC Insertion  DLLP Send | Meodify DLLP I

Send arbitrary DLLP |

Field I Value I Length

""" Type: |oM_Enter 123 _~||oo100001 Binv|E|1 byee

PM Actiwve_ State_Reguest L1
PM Reguest_aAck

Vendor Specific

InitFC1-E

InitFC1-NP

InitFC1-Cpl

InitFCZI-F ¥

i

NOTE Number of fields available depends on the input value you selected in the Value column.

3 Specify the appropriate value for the other associated fields (such as Reserved, Sequence
Number etc.) displayed on the basis of input component selected in the above step.

4 You may specify your inputs in hexadecimal, binary, or decimal format by clicking the drop-down
button of calculator provided for input assistance.
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Bin_lﬁp byte
Hex

v Bin
Dec

5 Click the Apply button to save the changes made.

6 Click the Send Arbitrary DLLP button to send the DLLP packets to the DUT that matches the
pattern specified in the DLLP Send section. Following screen appears:

Error Insertion
ACK/NAK Errorsl Request and Completion Errors  DLLP |
DLLP Wrong CRC Insertion DLLP Send | Madify DLLP I

Sending DLLP.., |

Field I Value I Length
Type: DM _Enter L1 ~||oo100000 Einw |G|l byte
Reserved: 000111100000000000000000 Einw| |2 bytes

Replacing DLLPs with another predefined DLLP data

You can configure Exerciser to replace DLLPs matching a specified pattern with another predefined
DLLP data while sending stimulus to DUT. By replacing the DLLPs, you can test how a DUT responds
to a DLLP packet of an unexpected type or data received from the Exerciser.
You can specify:

the DLLP pattern that Exerciser uses to match DLLPs applicable for replacement.

the DLLP data that Exerciser should send as replacement.

You use the Modify DLLP tab in the DLLP tab to specify these details.

Exerciser will replace all the DLLPs that match the specified pattern with the modified DLLP
NOTE data.

To replace DLLPs with another predefined DLLP data
1 Click the Modify DLLP tab in the DLLP tab.

2 In the DLLP Pattern to Match section, select the DLLP type from the Value column for which
Exerciser will do the replacement.

3 Specify the appropriate values for the other associated fields (such as Reserved, Sequence
Number etc.) displayed on the basis of the DLLP type selected in the previous step. This
completes the DLLP pattern to be matched for replacement.
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Error Insertion
ACK/MNAK Errorsl Request and Completion Errors  DLLP |
DLLP Wrong CRC Insertion | DLLP Send  Medify DLLP |

Rezet |

DLLP Pattern to match

10

I length

Field Valus
- Type: DM Enter L1 ~+|[o0100000 Bin w |H|L pyte
‘- Reserved Bin v |HJ|? byres
4 In the DLLP Data to Send section, select the DLLP type from the Value column. Exerciser replaces

5 Specify the appropriate values for the other associated fields (such as Reserved, Sequence
Number etc.) displayed on the basis of the DLLP type selected in the previous step. This
completes the modified DLLP data that you want Exerciser to send as replacement for DLLPs
matching the pattern.

Error Insertion

the matched DLLPs with this DLLP type.

ACK/MNAK Errorsl Request and Completion Errors  DLLP |
DLLP Wrong CRC Insertion | DLLP Send  Medify DLLP |

Rezet |

—DLLP Pattern to match

I length

Field Valus
o Type: DM Enter L1 ~+|[o0100000 Bin w |H|L pyte
‘- Reserved: Bin v |HJ|? byres
—DLLP Data to send
Field Valus I Length
;- Type: BM_Request_Ack ~|[oo100100 Bin~ |H|? bite
i Reserved: Bin v E 3 bytes
6 Click Apply to save the changes made.
7 When you want to reset the Modify DLLP tab to its default state, click the Reset button. Details

that you specified for the DLLP Pattern and DLLP data to be sent as replacement will then be

lost.
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Emulating an NVMe Root Complex

Exerciser’s Capabilities and Role as an NVMe Root Complex

188

This topic briefly describes the capabilities of Exerciser when emulating the role of an NVMe root
complex.
In NVMe root complex emulation, you can use Exerciser to:

view and configure NVMe controller registers of DUT.

configure the Admin submission and completion queue attributes.

initialize and configure the interrupt mechanism.

initialize, view, and edit the MSI-X table of the DUT.

create multiple /0 submission and completion queues.

add NVMe commands to submission queues and increase the doorbell accordingly. The
commands are available as predefined templates.

view the commands and their subsequent completions in the completion queues.

create PRP lists and PRP entries that can be used in the submitted NVMe commands for data
transfer.

create SGL lists and use these lists for data transfers in read/write commands that Exerciser
submits to an NVMe DUT. You can also define the number of SGL segment entries for a SGL list.

As an NVMe root complex, Exerciser submits various requests (NVMe commands) to an NVMe DUT
for completion. These commands include Admin commands submitted to the Admin queue as well
as the 1/0 commands submitted to the I/0 submission queue(s). By sending NVMe command
requests to DUT, you can check how the NVMe controller responds to and completes these requests.
You can also verify how the NVMe controller handles admin requests such as queue management
requests or controller initialization requests.
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Preparing Exerciser and DUT for the NVMe Mode

List of Steps Involved in Preparation

Prerequisites

The following are the prerequisites for Exerciser to emulate an NVMe root complex.
You must have purchased and installed the NVMe license to get the NVMe functionality.
Exerciser must be connected to an NVMe DUT.
The PCle link between the NVMe DUT and Exerciser should be active.

Steps Involved in NVMe Emulation

You must perform these steps in the specified sequence to set up Exerciser and DUT to function in
the NVMe mode.
All these steps are performed using the Protocol Exerciser GUI or APIs.

“Step 1 - Configure the PCle Link for the NVMe Mode

“Step 2 - Scan and Edit NVMe DUT's Configuration Space

“Step 3 - Enable and configure the Interrupt (MSI and MSI-X) Capabilities of DUT

“Step 4 - Configure the Required Decoders of Exerciser

“Step b - Initialize the Admin Submission and Completion Queues

Click the above-mentioned steps to get detailed information on how to perform each step.

Once you complete these steps, you can start creating I/0 submission and completion queues and
adding NVMe commands to these queues for execution.

Step 1 - Configure the PCle Link for the NVMe Mode

By default, Exerciser is not set to work in the NVMe mode. If you want Exerciser to emulate an NVMe
root complex, then the first step is to set the link settings of Exerciser to the NVMe mode.

To configure the PCle link to work in the NVMe mode

1 Click the General Settings icon from the left navigation pane in the GUI.

2 Click the Link Settings tab.

3 Click NVMe in the Application field.

On selecting NVMe, the MRIOV and SRIOV protocol support is disabled. Only PCle is supported and

displayed enabled and selected in the Protocol field. Also, the Session Type is automatically set to “Te
Downstream” as Exerciser can only act as a root complex in the NVMe mode.
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General Settings

Application:
Protocol;

Supported Link YWidths:

Link number advertised;

Daka Rate Capability:

Aukonomous speed change to §.0 GT/s;

Scrambler:

Load Descrambler LFSR by SKIP O5:
Tag Mode:

PiZIe Spec Revision:

Link Upconfigure Capability in TS:
Session Type:

Enable ARI Capability:

Click Apply.

Step 2 - Scan and Edit NVMe DUT's Configuration Space

Scan the DUT configuration space

Link Settings | Equalizakion Settings | Transceiver Setkings | Lane Settings | Skip Setkir

" General * NyMe

{* pcle ¢ sSpIoy € MRIGY
Mal o WV wu WVMas Vs

o &

|s.0aTss |
v

|Enabled El
| pisabled =l
[Marmal |
fos <]
| isabled d|
7o Downstream =l

-

After configuring the PCle link to work in the NVMe mode, the next step is to scan and edit the NVMe
DUT's configuration space. To know how to scan the configuration space of a DUT, refer to the topic
“Viewing and Editing the Configuration Space of a DUT.

On scanning the configuration space of a DUT, the DUT capabilities from various registers are
displayed in the DUT Config Space page of the GUI.
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DUT Config Space

Dyeryiew | PCI Common Configuration Header |MSI | MSI- |

Device ID

Bus #: 1 ﬂ Device &: 0O ﬂ Function #: 0 ﬁ

Scan Config Space |

PCl Common Configuration Header
[faund at affzet Ox0]

PCl Power M anagement Interface
[found at affzet 0=C0]

Mezzage Signaled Interrupts [MSI]
[faund at affzet 0=C8)

Mezzage Signaled Interrupts-X [MS1<]
[faund at affzet O=E0]

PCI Express Capability
[faund at affzet 0=70]

Yendor 5pecific Capability [PCI)
[found at affzet O=40]

Advanced Ermor Hepodng
[faund at affzet 0=100]

Secondary PCle Extended Capabdity
[faund at affzet 0=180]

Yendor Specific Capability [PCI E xpress]
[faund at affzet 0=150]

11

Out of these capabilities, ensure that you must set up / edit the following register values specifically

for the NVMe setup.
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Configure BAR 0 and 1 of DUT

BAR O points to NVMe controller registers. Therefore, you must initialize BAR O by mapping it to a
memory address for the NVMe controller registers. If BAR 0 of DUT is 64-bit BAR, then configure
BAR 0 and 1 of DUT. If BAR 0 is 32-bit BAR, then configure BAR 0 of DUT.

1 In the DUT Config Space page, click the PCI Common Configuration Header tab.

2 Edit the Base Address Register 0 and 1 values.

@ E 10h

— Base Address Register 0

00000004
—Base Address Register 1

10000000 (He ~|[@

1k

3 Click the button displayed with Base Address Register 0 and Base Address Register 1 to write

the edited BAR values to the DUT registers.

Enable the Required Bits

In the DUT Config Space page, click the PCI Common Configuration Header tab.

Select the Bus Master Enable, Memory Space Bit, and 10 Space Bit check-boxes in the Command
section.

Click the button displayed with Command to write the enabled bit values to the DUT

register.

DUT Config Space

Cwerview  PCI Comnon Configuration Header | M3l | M3I-% |

™ Detected Parity Error (Bit 15

™ Signaled System Errar (Bit 14}

™ Received Master Abart (Eit 13)

™ Received Target Abart (Bit 12)

I™ signaled Target Abart (Eit 11)

™ DEWYSEL Timing {non PCI-Express) (Bit 10)

—Device ID Yendar I
IBDDZ He:x vl El ILInknu:uwn j |111D He:x vl El IIntegratf
—Status Cornrnanid
[nonooooooo010000 gin | &3 [pooooooooonoor 11
=[P e e e —

™ v&a Palette Snoop (non PCI-

™ Memary write and Invalidate

™ Special Cycle Enable {nan PC

¥ Bus Master Enable (Bit 2

¥ Memary Space (Eit 1)
|l ™ 10 space tBit 01

Step 3 - Enable and configure the Interrupt (MSI and MSI-X) Capabilities of DUT

Based on the interrupt mechanism option that you want to use, you need to configure the DUT's
capabilities for that interrupt mechanism. For instance, if you want to use MSI-X, then you need to
enable the MSI-X capabilities of DUT and configure/edit the MSI-X table. Exerciser can then
recognize and handle MSI-X interrupts received from DUT.
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To configure the interrupt capabilities of DUT

1
2

Click the DUT Config Space icon from the left navigation pane of the GULI.

Click the MSI or MSI-X tab based on the interrupt mechanism capabilities that you want to
set/edit.

To configure the MSI-X capability:

a Select the MSI-X Enabled (1b) option from the MSI-X Enable field.

64-bit address capahble

DUT Config Space

Overview| PCI Comman Configuration Header |MSI MSI—K|

Message Conkrol Mexk PTR —
—MSI-¥ Enable (Bit 15) |—?|:|
|Ms1-x enabled (1) =]

b Click Apply to write changes to the DUT register.
¢ Configure the MSI-X table as described on page 193.
To configure the MSI capability:

11

a Configure the MSI fields highlighted in the following figure. Select the MSI Enabled (1b) option

from the MSI Enable field. If the DUT supports multiple messages MSI, select the number of

messages to be allocated from the Multiple Message Enable bit. Specify the Message Address and

Message Data. If the DUT is 64-bit capable, then specify the Message Upper Address.

(Bit T)

’Capable of generating 64-bit messages (1h) v]
Multiple Message Enable (Bits 6.4
1 rnessage allocated (000k) v|

FMultiple Message Capable (Bits 3.1)
”732 rriessages requested (101k) v]

k=L Enable (Bit 1)
h’MSI enahled (1h)

— hdessage Address
oonoono

e @) |

— Ivlessage Upper Address
noooooon

@) |

Message Data

—FResered
nooa

L
[Fe )@ s |

5

Configu

1
2

Keysight Protocol Exerciser for

Click Apply to write changes to the DUT registers.

re the MSI-X table if MSI-X interrupt mechanism is used
Click the MSI-X tab of the DUT Config Space page.

In the First Entry Address field of the MSI-X table section, specify the address for the first MSI-X

table entry and click Initialize Table.
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3 Based on the first entry address specified by you, Exerciser automatically generates the
subsequent table entries in an incremental pattern. The initialized MSI-X table entries are
displayed in the tab page.

DUT Config Space

Overview| PCI Comman Configuration Header |MSI MSI—x|

MSI-X Table
First Entry Address (Bits 63:13):  [0000000AAD000000 Hex | | Iritizlize Table |
#  Offset DW/ORD 3 DWORD 2 DWORD 1

Reserved (31,10 Mask Bit {Bit 07 — —Message Data Msg, Upper Address

B0 loooooooo— Hex | | ’7|:|t Masked (0b) | ||unnnunn|:| Hexvlﬂl [nooooooa Hex | | ﬁ
Reserved (31..1) Mask Bit (Bik 01 — —Message Data Msg, Upper Address

1 0x10 ’7|n_nnunnnu Hex + | & ’i;t Masked (05) ¥ | |||:|nn|:u:|nn4 Hex « ||| [pooooooa Hex || ﬁ
Reserved (31..1) Mask Bit (Bt 01 — —Message Data Msg, Upper &ddress

E drecld ’7||:| 0000000 Hex - | &[] ’i;.t Masked (0b) = | |||:u:u:u:n:n:n:|a HEleﬁl [nooooooa) [Hex | | |H
Reserved (31..1) Mask Bit (Bit 07 — —Message Data Msg. Upper Address

3 030 ’7|n_nnunnnu Hex | | ’7.1 Masked (0b) ] | (fooooo00c Hex | || [ooooooos Hex - | & ﬁ
Reserved (31,10 Mask Bit {Bit 07 — —Message Data Msg, Upper Address

4 040 ’[n ooo0000  Hex « | G| ’7|:|t Masked (0b) | ||unn|:|um|:| Hexvlﬂl [nooooooa | Hex | | ﬁ

Set the interrupt mechanism of DUT

=

Once you initialize the DUT for interrupts, you need to instruct Exerciser which interrupt mechanism
to use. Exerciser can handle the following interrupt mechanism options.

MSI
MSI-X
During DUT config space scan, the DUT's interrupt mechanism capabilities are read and displayed in

the Controller Registers tab of the NVM Express page. Based on the DUT's interrupt mechanism
capabilities found, the interrupt mechanism options are enabled or disabled in this tab.

NYM Express

Controller Registers | Submission and Completion Queuss | PRP |

Interrupk Mecharism: & pMSI-x 0 MSI PCle Capability:  Found

Controller Register Base:  0x1000000000000000 MSI Capability: Found

e e | MSI-% Capability:  Found

1 Click the NVM Express icon from the left navigation pane of the GUI.
2 In the Controller Registers tab, select an appropriate option from the Interrupt Mechanism field.
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3 Click Apply.

Step 4 - Configure the Required Decoders of Exerciser

Exerciser uses data memory of size 256 KB. For NVMe components such as Admin queues, /0
queues, PRP lists etc, Exerciser requires a mapping between the physical memory address and
internal data memory address to be used for each of these components. Decoders are provided to
define this mapping.

Organizing the data memory of Exerciser

Before you start configuring decoders to define mapping, you should plan how you want to organize
and use the 256 KB of data memory of Exerciser. It is recommended that you use separate memory

areas and thereby separate decoders for queues, data transfer, and PRPs. This way you can ensure

that data transfers do not overlap/overwrite the queues area.

The following diagram illustrates a sample organization of data memory of Exerciser and the decoder
mappings for these areas.

256 KB of Data Memory of Exerciser

PRP List 0 —‘
“;“:I:'}"“F?P;fsi_a'|m’a‘9dm 3 [0x30000000_00003000
s / ists
0x30000000_00002000 || Data memory base adddress Decoder BAR 4
0x30000000 oo001000 | 230000 o Fhysical Address -
A mapped to 0x40000000_00000000
Size - 64K
Memory area allocated X%
to data transfers B
Data memory hase adddress Decoder BAR 2
Y 0x10000 _ Physical Address -
030000000 _00000000
dt -
T mappetie Size - 120K
Memory area allocated [
to queues B
Data memory hase adddress Decoder BAR 0
0x00000 _ Physical Address -
0x20000000_00000000
mappedto o - GAK

In the above example, the data memory area with the base address 0x00000 is allocated to queues.
This memory area is of 64 K size and mapped to the physical address 0x20000000_00000000 using
the Decoder BAR 0. Decoder BAR 2 and 4 are used to define mapping for the data memory areas for
data buffer and PRP lists.
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Once you have planned how you want to organize the data memory, you use the Decoder Settings
page to configure decoders as per this planning. In the following screen, the Decoder BAR O is
enabled and configured to map the data memory base address 0x00000 to physical address
0x20000000_00000000 as per the memory mapping planned in the above diagram.

Decoder Settings

Function A | Function Bl Function C | Function O | Functian E

[# Decoder - BAR O

Location _Memnry (64 Bit) ] Data Mermory Internal Size | 2ALE | G KByte ) - |
Prefetchable Mo x| Resource | Dlata Mlermony: 5 |
Tizn 2006 {64 KByke ) = Data Meraory Base Address a0oon [Hex '[EI

Base Address 2000000000000 [Hex ~| [

MHole:

The previous decoder is 3 64 Bit decoder thus this BAR 13 not available

To know about configuring decoders in detail, refer to the topic “Configuring Decoder Settings" on
page 124.

Using the configured decoders while creating NVMe components

After you have configured decoders, you can later allocate these decoders to NVMe components
such as an I/0 queue or a PRP list while creating these components. The mapping that you defined
for the decoder is then used and displayed for the NVMe component.

Bl create New PRP List
Decoder: IDeu:u:uder -BAR 4 j
Page Mumber: IF'age n j
[rata bMemon Address: (30000

Phuzical Memaory Addreszs: D= A000000000000000

MNumber of Entries: I 10 5:
0k, I Cancel | Help |

A

Recording Decoder Mappings

You can record the decoder mapping used for various NVMe components in the Decoder Mapping
sheet (see page 220) provided in this Online help. This can help you in avoiding overlapping or
overwriting memory areas.
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Step b - Initialize the Admin Submission and Completion Queues

After configuring decoders, the next step is to initialize the Admin submission and completion
queues.

When you scan the configuration space of DUT, NVMe controller capabilities are also read and
displayed in the Controller Registers tab of the NVM Express page. View and edit these NVMe controller
capabilities, as needed. For instance, you can set the arbitration mechanism, initialize the memory
page size, and select the I/0 command set to be used.

Out of these controller capabilities, you must initialize the Admin submission and completion queues
as described below.
Initialize the Admin queues

1 Click the NVM Express icon from the left navigation pane of the GUI.
2 In the Controller Registers tab, click the Initialize Ad min Queues button.

N%M Express

i'\, Admin Queues have not been initialized. Click here to initialize : [ Initialize Admin Hueues

Controller Registers | Submission and Completion Queles | PRP |

Interrupt Mechanismm; & M5z O msI PCIe Capahbility:  Found

Controller Register Base;  0x1000000000000000 MSI Capability: Found

Feset Contraller | MSI-% Capahbility:  Found

If you do not see the Initialize Admin Queues button, then it

either indicates that the Admin queues have already been initialized.

or there may be a situation when a prerequisite such as the link being up or DUT config space
being configured properly is not met resulting in the display of an appropriate warning instead
of the Initialize Admin Queues button. In such a situation, first ensure that the prerequisite is met.

3 In the Initialize Ad min Queues dialog box, select a decoder for Admin submission queue and Admin
completion queue. It is recommended that you note down the decoders used for these queues in
the Decoder mapping sheet (see page 220) to avoid overlapping or overwriting to the data
memory areas.

4 Select a page offset (page number) within the selected decoder that you want to allocate to the
Admin submission queue and completion queue. It is recommended that you note down the
decoder's pages used for the queues in the Decoder mapping sheet (see page 220) to avoid
overlapping or overwriting to the data memory areas.

On selecting decoders and pages for queues, the mapping that you defined for the selected
decoders is displayed as Data Memory Address and Physical Memory Address.

5 Specify the size for the Admin submission and completion queues. The queue is created with the
N+1 size where N is the specified size of queue. For instance, if you specified 15 as the size of the
queue, then the queue can take commands from O to 15 making the actual size of the queue as
16.
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.Inil:ialize Admin Queues

— Submigzion Queue Settings — Completion Queue Settings
Decoder: IDecher -BAR O j Decoder: IDE::::u:Ier -BAR 0 j
Page Mumnber: IF'age 0 ;! Page Mumber: IF'age 8 j
Data Memaory Address: =0 D ata Memaory Address: =2000
Physzical bMemary Address: Tx2000000000000000 Phyzical Memaory Address: Tx2000000000003000
Queue Size [A505) = Queue Size (ACOS) =

Mote: On clicking the OF. button, the following actions will be performed:
- Controller will be dizabled

- 1/0 Submiszion Queue Entiy Size [I0SQES] will be set to 64 bytes

- 1/0 Completion Queue Entry Size [IOCAES] will be zet to 16 bytes

- Admin Submizzion Queue Basze [ASQB] will be initialized

- Admin Completion Queue Base [ACQB] will be initialized

- Admin Submizzion Queue Size [ASA5] will be Imtialized

- Admin Completion Queue Size [ACOS5] will be initialized

- Controller will be enabled
k., l Cancel Help

6 Click OK.

On clicking OK, Exerciser proceeds with disabling the controller to initialize the admin queues
with the specified attributes. Exerciser then initializes the admin queues and brings the controller
back to the enabled state.

Check the Enable bit

After initializing the Admin queues, Exerciser automatically enables the controller. However, it is
recommended that you check the Enable bit of DUT and enable it, if needed, before you proceed
further. By setting the Enable (EN) bit of the Controller Configuration register to 1, you enable the NVMe
controller to process NVMe commands and post completions.

1 Click the NVM Express icon from the left navigation pane of the GUI.
2 In the Controller Registers tab, scroll down to the CC - Controller Configuration register.
3 Inthe CC - Controller Configuration register, select Enabled (1b) from the Enable field.

Enable (EM)
’;nabled (b} w

4 Click the button displayed with CC - Controller Configuration register to write the Enable bit
value to the DUT register.

Check the Ready bit

When you set the Enable bit of controller to 1, the controller sets the Ready bit to 1 when it is ready
to process NVMe commands.

198 Keysight Protocol Exerciser for PCI Express User Guide



Emulating an NVMe Root Complex 11

After setting the Enable bit to 1, verify that the controller is ready to process commands by checking
the Ready bit.

1 Click the NVM Express icon from the left navigation pane of the GUI.
2 In the Controller Registers tab, scroll down to the CSTS - Controller Status register.

3 Inthe CSTS - Controller Status register, verify that the value of the Ready (RDY) field is set to Ready
(1b).

Ready (RO
’;eady (b W

4 Toread the current value of this bit from the DUT register, click the button displayed with
CSTS - Controller Status register.

Editing Admin Queue Attributes

If required, you can set/change the Admin Queue attributes by directly editing the relevant registers
such as AQA, ASQ, and ACQ registers displayed in the Controller Registers tab of the NVM Express page.
Before doing so, make sure that you disable the controller by selecting Disabled (0b) from the Enable
field in the CC - Controller Configuration register.
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Creating, Deleting, and Viewing Submission and Completion Queues

You can use Exerciser to submit commands for the creation of I/0 submission and completion
queues. You can create multiple I/0 submission and completion queues. Each submission queue
needs to be mapped to a completion queue. Multiple submission queues can share the same
completion queue.

You can create a maximum of 64 1/0 submission queues and 64 1/0 completion
NOTE queues.

To create an I/0 submission or completion queue

Click the NVM Express icon from the left navigation pane of the GUI.
2 Click the Submission and Completion Queues tab.

To add the queue creation command to the Admin queue, click the SQ Id : 0 (Admin) option
displayed under Queues section on the left.

4 Drag the Create 1/0 Submission Queue or Create I/0 Completion Queue template from the Templates
pane on the right and drop it to the pane displayed in the center pane.

An instance of the queue creation template is added to the list of commands to be submitted.

5 Click the + icon displayed with the newly created command instance to view the command
details.

NVM Express

Controller Registers  Submission and Completion Queues | PRF |

JSubmission Queues I

5SQ Id: 0 [Admin)

Head: 0:x0 Tail: Oxl i--Create IJO Completion Qu

i Create IJO Submission Gu
3 Delete IO Completion G
= Delete IfO Submission Que
et Log Page

> Identify

6 Double-click the command instance to edit the queue details, as needed in the Edit Packet dialog
box. For instance, to associate the submission queue to a completion queue or to configure the
PRP entries to be used for the queue.

7 Inthe PRP Entry section, select a Decoder that you want Exerciser to use for the PRP entry of the
queue. The physical memory address and internal data memory address mapping of the selected
decoder is then used for the queue. It is recommended that you note down the decoder used for
the queue in the Decoder mapping sheet (see page 220) to avoid overlapping or overwriting to
the data memory areas.

8 Select a page offset (Page number) within the selected decoder that you want to allocate to the
PRP entry of the queue. It is recommended that you note down the decoder's page used for the
queue in the Decoder mapping sheet (see page 220) to avoid overlapping or overwriting to the
data memory areas.

The internal Data Memory Address and Physical Memory Address applicable for the queue are
displayed based on the decoder and page offset you selected for the queue.
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o F!F!F',E'nEr__rg_ 1

Drecoder
|Decoder -BAR 0 x|

Page Humber

Difset D ata Mem. Address

[oo0 "j'-Hm-.;|5ﬂ|' a0

Phy. Mem. Address
0x2000000000001000

9 The queue creation command is now ready for submission. Click Apply to confirm and submit the
command for processing to DUT.

Once the command is submitted, the creation of the queue is displayed in the Exerciser GUI only
when the NVMe controller executes the command successfully. The controller posts the completion
status of the queue creation command in the associated Admin completion queue.

In the following example, notice that a successful completion status is displayed for the submission
queue creation command in the Completion Queues section. As a result, a new submission queue SQ
Id 1 is added to the Submission Queues section.

This queue is now available for adding NVMe commands for submission.

J Submission Queyes ]
50 Id: 0 (Admin]
Head: 0x2 Tail: 0x2
50 1d: 1 (10])
Head: 0x2 Tail: =2

Line Ma

OpCaode

Command Identifier PRI

Completion Queues

ca Id: 1 (10)

Head: 0x2 Tail: 0«2

To delete an I/0 submission queue

_ ’

Line Mo
= [

Status Code
|Successfu| Completion
S0 Head Pointer | S0 |dentifier | Command |dentifier |Phaze Tag| Status Code
00 00 00 0000 07 1 Successful Completi

Do Mot Rety
Can Retry [0

I+ Successful Completion

Click the NVM Express icon from the left navigation pane of the GUI.
Click the Submission and Completion Queues tab.

3 Toadd a queue deletion command to the Admin queue, click the SQ Id: 0 (Admin) option displayed
under Queues section on the left.

4 Drag the Delete 1/0 Submission Queue or Delete 1/0 Completion Queue template from the Templates
pane on the right and drop it to the pane displayed in the middle of the Submission Queues section.

An instance of the template is added to the list of commands to be submitted.
5 Click the + icon displayed with the newly created command instance to view the command

details.

6 Double-click the command instance to edit the command details, as needed.

7 The queue deletion command is now ready for submission. Click Apply to confirm and submit the
command to DUT for processing.
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The gueue is deleted from the Submission Queues section only when the successful completion status
is posted for the queue deletion command in the Admin completion queue.

To view information about a queue

You can get useful information about a queue by hovering the mouse over the queue's entry in the
Submission Queues or Completion Queues list. A tool tip is provided for each queue with information
such as its Physical memory address, data memory address, and size.

NY'M Express

Controller Registers  Submission and Completion Queues | PrP |

Submission Queues ]

! Queues o Line Mo

50Q Id: 0 [Admin]
Head: 0x0 Tail: 0= 5Q Id: 0 (Admin)
Physical Address: 0:2000000000000000
Data Memory Internal Address: 0
Cueue Size: Ol

Associated CQ Id: 0
[

To view commands submitted to a submission queue
You can click a submission queue from the Queues section to view the NVMe commands that you
submitted to that queue.

Controller Registers  Submission and Completion Queues | PR |

J Submission Queues ]
Queues n Line Mo OpCode Command Identi
_ =0 TRead 00 00
il iAdmin] w1 Wirite 00 01
Head: Ox2 Tail: 0«2
503 Id: 1 [10]
Head: [0x2 Tail: 02

To view completions received in a completion queue

You can click a completion queue from the Completion Queues section to view the command
completion status posted to that queue.
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J Cormpletion Queues l

e —————— Line.No Statys Cods
: » 1] Successful Completion
CQ Id: O [Admin) 1 Successful Completion

Head: Ix2 Tail: O
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Creating and Using a PRP List

204

Physical Region Page (PRP) entries are used in NVMe commands to indicate the physical memory
locations in system memory. These memory locations are used by controller for data transfers to and
from system memory. For a Read request, the PRP entry points to the data buffer where the
controller should transfer the data read from the NVMe device. For a Write request, the PRP entry
points to the data buffer from where the controller has to read the data to be written to the NVMe

device.

These PRP entries can be:
either directly a memory location.

or a pointer to a memory location that provides a set of memory addresses to perform large data
transfer operations. Such a memory location is referred to as a PRP list that defines a set of PRP

entries.

Exerciser allows you to create PRP lists and use these lists for data transfers in read/write commands
that Exerciser submits to an NVMe DUT. You can also define the number of PRP entries for a PRP list.

Using decoders for PRP lists

For creating a PRP list, the Data memory of Exerciser is used. Exerciser requires a mapping between
the physical memory address and internal data memory address to be used for each of these lists
and for each PRP entry within a PRP list. To define this mapping, you use the Decoder feature of

Exerciser. In the Decoder Settings page, you:
enable the required decoders from the available decoders.

configure the settings for the enabled decoder(s) and define the mapping for these decoder(s).

For instance, in the following screen, Decoder BAR 4 is enabled for PRP lists.

W Decoder - BAR 4

Lacation IME'T":'W {54 Bit) j Data Merary Internal Size |2’\16 [ 64 KBvke )

£

Prefetchable IN::: j Resource IData Mermory

=l

Size |2A15 i 64 KByte ) j Cata Memory Base Address ISEIEIEIIII Hezx vl El

Base Address |4IIII:II:II:IIIII:II:II:IIIII:I[ He:x vI El

To know about configuring decoders in detail, refer to the topic “Step 4 - Configure the Required

Decoders of Exerciser.

Once configured, you can select a decoder and associate it to a PRP list while creating this list. The

mapping that you defined for this decoder is used and displayed for the PRP list.

To create a PRP list

Click the NVM Express icon from the left navigation pane of the GUI.
2 Click the PRP tab.

3 Click the button displayed in the PRP Lists pane on the left.
The Create New PRP List dialog box is displayed.
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4 Select a Decoder that you want Exerciser to use for the PRP list. The physical memory address and
internal data memory address mapping of the selected decoder is then used for the PRP list. It is
recommended that you note down the decoder used for the PRP list in the Decoder mapping
sheet (see page 220) to avoid overlapping or overwriting to the data memory areas.

5 Select a page offset (Page number) within the selected decoder that you want to allocate to the
PRP list. It is recommended that you note down the decoder's page used for the PRP list in the
Decoder mapping sheet (see page 220) to avoid overlapping or overwriting to the data memory
areas.

The internal Data Memory Address and Physical Memory Address applicable for the PRP list are
displayed based on the decoder and page offset you selected for the PRP list.

B Create New PRP List [ ]

Decoder: IDen::n:u:Ier -BAR 4 j
Page Mumber: IF'age 1] j
Drata Memony Address: Q30000

Phyzical Mermary Address: (=4 000000000000000

Mumber of Entries: |1Ij E:
] I Cancel | Help |
V-

In the Number of Entries field, select the number of PRP entries that the list should contain.
Click OK.

8 APRP listis created and displayed in the PRP Lists pane on the left. Select this list to display its
PRP entries in the right pane.

Controller Registers | Submission and Completion Quetes  PRP

i PRP Lists 2 Selecked Decoder; Decoder - BAR, 4 Page Mumber: 0
x | Daka Memaory Base Address:  0x00030000 Physical Memory Address:  0x4000000000000000
Murber of Entries: 10 -
Mew PRF List
— PRP Enkri
Dake Memory Base:  0x30000 WIS
Physical Address: D4 00000000000000n 3. Mo, I Decoder I Page Mumber I Offset I Daka Mem, Address I Phevsical Mem. Addres:
0 Mot Selected 00000000 e 000000000000000C
1 Mot Selected O 00000000 Qe 000000000000000C
2 Mot Selected 00000000 e 000000000000000C
3 Mot Selected 00000000 e 000000000000000C
4 Mot Selected 00000000 e 000000000000000C
=] Mot Selected 00000000 e 000000000000000C
i} Mot Selected 00000000 e 000000000000000C
7 Mot Selected 00000000 e 000000000000000C
3 Mot Selected 00000000 e 000000000000000C
9 Mot Selected O 00000000 Qe 000000000000000C

9 From the right pane, click each PRP entry and select the following for each entry:
a decoder
page number (page offset within the selected decoder)
offset within the selected page
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On the basis of the above selections, the base address in the data memory of Exerciser and the
physical memory base address applicable for the PRP entry are displayed.

Selected Decoder: Cecoder - BAR ¢ Page Mumber: n
Data Memary Base Address:  0x00030000 Phrsical Memory Address:  0x4000000000000000
Mumber of Entries: 10 -
—PRP Entries
5. Mo, | Decoder Page Murnber Offset Data Mem. Address | Physical Mem. Address
] Cecoder - BAR ¢ 000033000
1 Decader - BAR 4 Page & 0=0 00035000 Ce4000000000005000
2 Mok Selecked Crx00000000 Cex0000000000000000
3 Mok Selecked CrxQ00000a00 Ox000000000aa00aa0
4 ok Selected Crx000000o0 0000000000000a00
o Mok Selecked 00000000 x0000000000000000
& Mok Selecked 00000000 Ox00000a0000000000
7 Decoder - BAR 4 Page ¥ 0=0 00037000 4000000000007 a00
a Mok Selecked C00000000 00000a0000000000
a Mok Selecked Cex00000000 Ce00000a0000000000
Decoder Page Mumber Qffset Data Mem, Address Phey, Mem, Address
Decoder -BAR 4 | [Page 3 | Joon Hex v | & 033000 0x4000000000003000

10 Click Apply when all PRP entries of the list are mapped to a decoder and page number.

To use a PRP list in an NVMe command

Once a PRP list is created, you can use it in a command sent from Exerciser to an NVMe DUT.
1 Click the NVM Express icon from the left navigation pane of the GUI.
2 Click the Submission and Completion Queues tab.

3 From the Submission Queues tab, drag and drop an appropriate command template from the
Templates section to the left.

Double-click the NVMe command that you created in the previous step.

5 In the Edit Packet dialog box, select the Is PRP List checkbox from the PRP Entry section and then
select the PRP list that you want to use for data transfer.

PRPF Entry 1
Decoder Fage Mumber Offzet Data Mem. Address Fhu. Mem. Address
|Decoder-BARD v | |Page D »| 000 [Hex | 040 0+2000000000000000
FRP Entry 2
(] Iz PRP List
| PRF List 0 -
6 Click OK.
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To delete a PRP list

1 Select the PRP list from the PRP Lists section.

2 Click the >< button.
The PRP List and its PRP entries are deleted.
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Creating and Using a SGL List

208

Scatter Gather List (SGL) are used in NVMe commands to indicate the physical memory locations in
system memory. These memory locations are used by controller for data transfers to and from
system memory. A SGL contains one or more SGL segments. For a Read request, the SGL entry
points to the data buffer where the controller should transfer the data read from the NVMe device.
For a Write request, the SGL entry points to the data buffer from where the controller has to read the
data to be written to the NVMe device.

These SGL can be:

either directly a memory location.

or a pointer to a memory location that provides a set of memory addresses to perform large data
transfer operations. Such a memory location is referred to as a PRP list that defines a set of PRP
entries.

Exerciser allows you to create SGL lists and use these lists for data transfers in read/write commands
that Exerciser submits to an NVMe DUT. You can also define the number of SGL segment entries for
a SGL list.

Using decoders for SGL lists

For creating a SGL list, the Data memory of Exerciser is used. Exerciser requires a mapping between
the physical memory address and internal data memory address to be used for each of these lists
and for each SGL segment entry within a SGL list. To define this mapping, you use the Decoder
feature of Exerciser. In the Decoder Settings page, you:

enable the required decoders from the available decoders.
configure the settings for the enabled decoder(s) and define the mapping for these decoder(s).

For instance, in the following screen, Decoder BAR 4 is enabled for SGL lists.

I Decoder - BAR 4

Location IMemury (B4 Bik) LI Drata Memory Internal Size |2A15 [ &4 KBEyke ) j

Prefetchable |N0 ;I Resource IData Mernory LI

Size |2~16 (e4kByte) x|  DataMemory Base Address ISDDDD Hex v| E|
Base Address |4nnunnunnnn[ Hesx v| E|

To know about configuring decoders in detail, refer to the topic “Step 4 - Configure the Required
Decoders of Exerciser.

Once configured, you can select a decoder and associate it to a SGL list while creating this list. The
mapping that you defined for this decoder is used and displayed for the SGL list.

To create a SGL list

Click the NVM Express icon from the left navigation pane of the GUI.
2 Click the SGL tab.

3 Clickthe _] button displayed in the SGL Lists pane on the left.

The Create New SGL List dialog box is displayed.

4 Select a Decoder that you want Exerciser to use for the SGL list. The physical memory address and
internal data memory address mapping of the selected decoder is then used for the SGL list. It is
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recommended that you note down the decoder used for the SGL list in the Decoder mapping
sheet (see page 220) to avoid overlapping or overwriting to the data memory areas.
5 Select an offset within the selected decoder that you want to allocate to the SGL list. It is

recommended that you note down the decoder's page used for the SGL list in the Decoder
mapping sheet (see page 220) to avoid overlapping or overwriting to the data memory areas.

The internal Data Memory Address and Physical Memory Address applicable for the SGL list are
displayed based on the decoder and page offset you selected for the SGL list.

- =,

a2 Create Mew SGL List [
Decoder: |Decoder -BaR 4 LI
Dffset: 03000 Hex~|E|
D ata b emony Address: D=33000
Physical Memaon Address: x4 00000000000:3000
Mumber of Descrptors: ho =
ok | cancel | Help |
-

6 Inthe Number of Descriptors field, select the number of descriptors that the first segment of the list
should contain.
7 Click OK.

8 A SGL list is created with SGL segments section on the left. You can create one or more SGL
segment under SGL list. Select SGL segment list to display its SGL entries in the right pane.

9 Add Segrnent
Decoder: IDucudur -BAHR 4 ;I
Difset; [03000 Hex«|E|
Data Memony Address: (33000

Fhysical Memony Addiess: O 4000 0000M0003000
Mumber of Descriptors: 1 =

ok | cencel | Help |
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NVM Express

| Controller Registers ] Submission and Completion Queues I PRP | SGL

210

O R X

4 SGL List O

Segment 1

Selected Decoder: Decoder - BAR 4 Offset:
Data Mermory Base Address: Q0003 2000 Physical Memory Sd
Mumber of Descriptors: |ll 3
Descriptors
5. Mo, I Descriptor Type | L ength | Mext Segment [ Decoder
0 DataBlock 512 Decoder - BAR 4
1 DataBlock 512 Decoder - BAR 4
2 BitBucket 256
3 DataBlock 256 Decoder - BAR 4
4 DataBlock 256 Decoder - BAR 4
5 BitBucket 256
6 BitBucket 512
T DataBlock 256 Decoder - BAR 4
8 DataBlock 512 Decoder - BAR 4
9 LastSegrment Segment 1

9 From the right pane, click each descriptor list and select the following for each entry:

Descriptor Type - There are 4 types of descriptors available in each list of SGL segments. The
Data Block descriptor is used to transfer specific memory of the data block. The Bit Bucket
descriptor will not transfer specific number of bites of the source data of the logical memory.
The Segment descriptor is used to jump one segment to another SGL segment. The Last
Segment points to the last memory location of the SGL.

Length - You can specify the length in bytes
Next Segment - You can select segment types based on descriptor type.
Decoder - You can select which decoder to be used for the SGL segment list.
= Offset - Select an offset within the selected decoder that you want to use with the descriptor.

On the basis of the above selections, the base address in the data memory of Exerciser and the
physical memory base address applicable for the SGL entry are displayed.
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Selected Decoden Decoder - BAR 4 Offset: D=00003000
Data Mermory Base Sddress: 000033000 Physical Memory Address: 0x4000000000003000

Mumber of Descriptars: IlU 3:

11

—Descriptors

S Mo, | Descriptor Type | Length Mext Segrment Decoder Offset
0 DataBlock 512 Decoder - BAR 4 0100
1 DataBlock 512 Decoder - BAR. 4 D300
2 BitBucket 256
El DataBlock 256 Decoder - BAR 4 D400
4 DataBlock 256 Decoder - BAR 4 06500
5 BitBucket 256
6 BitBucket 512
T DataBlock 256 Decoder - BAR 4 <800
8 DataBlock 312 Decoder - BAR 4 01000
9 LastSegment Segment 1
Descriptor Type Length Mext Segment Decoder Offset [Data Mem, Sddress Phiy.
0:2400

o |patadlock | [512 pec «| @] [Motselected | [Decoder-Bara | [00100 Hex -| B 0x30100
10 Click Apply when all SGL entries of the list are mapped to a decoder and length.

To use a SGL list in an NVMe command

Once a SGL list is created, you can use it in a command sent from Exerciser to an NVMe DUT.
1 Click the NVM Express icon from the left navigation pane of the GUI.
2 Click the Submission and Completion Queues tab.

3 From the Submission Queues tab, drag and drop an appropriate command template from the

Templates section to the left.
Double-click the NVMe command that you created in the previous step.

5 In the Edit Packet dialog box, select Use SGL in the PRP or SGL for Data Transfer. Set the SGL
parameters in the SGL Entry 1 section as follows.

To use an SGL Data Block, set Descriptor Type to Data Block and select the desired values in

Length, Decoder and Offset.

To use an SGL list, set Descriptor Type to Segment for SGL lists with more than one segment and

Last Segment for SGL lists with only one segment. Then select the SGL list from the List
drop-down.
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- Edit Packet

Field | Talue | Length
OpCode: Lead - ||:IZ Hex - E 1 byte
Fused Operation: HNormal operation hd ||:ID Ein - E Z hits
PRP or SGL for Data Transfer: IUSE soL ~J: Hexw| |1 bit
Command Identifier: oo oo Z bytes
Mamespace Identifier: |DDDDDDDD Hex w | J|1 DWord
Metadata 5CL Segment Pointer: |UDUDUDUDUDUDUDUD Hex w E Z Dilords
SGL Encry 1: 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00 ao 4 Dilords
Stbarting LBA: |ooooooooooo0o000 Hex v | |2 DWords
Manmber of Logical Blocks: |EIDEID Hex w E 2 bytes
Check Logical Block Beference Tadg: Disabled — ||:| Ein v E 1 bit
Check Application Tag: Disabled ~||o Binw| G|l bit
Check Guard: Disabled ~||o Bin~ |@|! bit
Protection Information bAction: Pass Drotection Infor ¥ ||:| Ein v E 1 bit
Force Unit Access: Disabled — ||:| Ein v E 1 bit
Limited Retry: Disabled ~||o Binw| G|l bit
Access Freguency: No frecquency informat * ||:I Hex E 4 hits
Access Latency: HNone. No latency info * ||:I Hex - E Z hits
Sequential Request: No information prowid v ||:I Einw E 1 hit
Incompressible: No information prowid v ||:I Einw E 1 hit
Expected Initial Logical Block Reference T.. |ggogoono Hex w E 1 Dlord
Expected Logical Block application Tag: |EIDEID Hex w E 2 bytes
Expected Logical Block Application Tag Mas. |EIDEID Hex w E 2 bytes

SGLERM T
Dezcriptor Type Length Decoder Offzet Data Mem. Addiess

Segment j |D Dec~ | H Mot Selected J | Hex - | Ox0
ok | Cancel | Help |
SGLEnte 1
Descriptor Type Length List Decoder Offset D ata
DataBlock = | [1024 Decw | E| Mot Selected [Decoder - BAR 4 | [00100 Hex - | &
Ok, | Cancel | Help |

6 Click OK.

To delete a SGL list
1 Select the SGL list from the SGL Lists section.

2 Click the >< button.
The SGL List and its SGL segment entries are deleted.
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To delete a SGL Segment

1 Select the SGL list from the SGL Lists section.

2 Click the >< button.

The SGL segment entries are deleted.
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Submitting an NVMe Command and Viewing its Completion Status

214

Supported Commands

NVMe Admin Commands

: |

[=- Bdmin Cammands

----- Create [0 Completion Queue
- Creake [0 Submission Queue
- Delete I Completion Queue
- Delete IO Submission Queue
- ek Log Page

- Tdenkify

- Bbork

- Set Feaktures

- iaet Feaktures

- Asynchronous Event Request
- Firrmware fctivate

- Firmware Image Download

- Formak Wy

- Security Send

----- Security Receive

NVMe I/0 Commands

! Terplates

=MWk Cammands

 Bead
-~ Wifrite Uncorrectable
- Compare

- Wifrite Zeroes

- Dataset Management
-~ Reservation Register
- Reservation Report

-~ Resereation Acquire

----- Rezersation Release

You can submit the following NVMe commands from Exerciser emulating the role of an NVMe root
complex.
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To submit a command

Click the NVM Express icon from the left navigation pane of the GUI.
2 Click the Submission and Completion Queues tab.

3 To submit an Admin command, click the SQ Id : 0 (Admin) option displayed under Queues section
on the left. All the Admin commands are available for submission to this queue.

To submit an NVMe I/0 command, click an I/0 submission queue displayed under Queues section
on the left. All the I/0 commands are available for submission to an I/0 submission queue.

4 Drag the command template from the Templates pane on the right and drop it to the pane
displayed in the center pane.

An instance of the template is added to the list of commands to be submitted.

NYM Express

tfrollerfegisters Submission and Completion Queuesl PRP|

; Line No | OpCode |
=0 Create If0 Completion Queue 0000
R Gl <=1 Creste JjO Submission Queue 0000
Head: 0x0 Tail: Ox0 b e Get Log Page 00 00

Admin commands added to the Admin submission queue

Controller Registers  Submission and Completion Queues | PRP |

J Submission Queues ]

Queues n Line Mo OpCode Command Identi
e _ D [EET TRead 00 00

R0 R dmin] E—1  WWrite 00 01

Head: 0Ox2 Tail: D2

50 Id: 1 [10)

Head: 0Ox2 Tail: M2

170 commands added to an I/0 submission queue

5 Click the + icon displayed with the newly created command instance to view the command
details.

6 Double-click the command instance to edit the command details, as needed in the Edit Packet
dialog box. Click OK to confirm the command settings.
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BNl Edit Packet ]

Field I Value

Tplode: GFet Log Page bl | 2L
Fused Operation: Normal operation bl ff L2l
PRP or S5GL for Data Transfer: T=e BRE (0}

Command Identifier: o0 00

Hamespace Identifier: Wlalnlu]ulninn]

Metadata Pointer: 0O00000000000000

IRP Emtry 1: oo 00 00 OO0 0O OO OO0 00

PRP Entry Z: 00 00 00 00 00 00 OO0 00

Log Page Identifier: Error Information jl':ll
Humber of Dwords: oan

4 | 1o

— PRF Entry 1
Decoder Page Mumber Offzet D ata Mem. Address Phy. Mem. Address
[Mat Selected [~ [=] Hex - | & 040 040
—PRP Entry 2
=I5 PRP List
Decoder Page Mumber Offzet D ata kMem. Address Phy. Mem. Address
et Selected ] [=] Hex - | & 040 040

k. | Cancel | Help |

7 The command is now ready for submission. Click Apply to confirm and submit the command for
processing to DUT.

To view the completion status for a command

Completion status for a command is posted in the mapped completion queue. These completion
status are displayed in the Completion Queues section of the Submission and Completion Queues tab.

To quickly identify the completion status for a particular command from the list of completion status
posted in a queue, you can add the SQ Identifier and Command Identifier fields to the collapsed view of
the completion queue:

1 Click the NVM Express icon from the left navigation pane of the GUI.
2 Click the Submission and Completion Queues tab.

3 Right-click the header of the pane in which completion status are displayed and then select Insert
Column from the context-menu.
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J Completion Queues ]

CaQ 1d: 0 [Admin]
Head:

M2 Tail: 0x2

Line Mo

Status Code =0 Identifier

Successful Completion

Successful Completion

Command Idg

Delete Column

Wiewver Properties...

4 In the Preferences dialog box, expand the NVM Express > Completion Queue Settings > Collapsed View
from the left pane.

5 Add the SQ Identifier and Command Identifier fields to the Collapsed view of the completion queue by
dragging and dropping these fields from the Available fields section to the Displayed fields section.

- General -
- Collapsed Wiew
¢ e Expanded View
e Completion Behavwior Setting
- General
- Collapsed Wiew
- Erpanded Wiew
=) MM Express
El Submizzion Queus Settings
. General
- Collapzed Yiew
- Ewpanded View
i e Colors
e Completion Gueue Settings
- General

i Collapzed Yiew

-

Dizplayed fields

Line Ma
Statuz Code

50 ldentifier
Command [dentifier

- Ewpanded View
6 Click OK.

Move Dawn ]

[. Move Up. ]

Available fields

Global
=1 MYt Express Completions

----- Dword 0

- Rezerved

50 Head Painter
- 50 |dentifier

- Command [dentifier
- Phaze Tag

- Statuz Code

- Statuz Code Type
 Mare

Do Mat Retry

The completion status posted in a completion queue will now display the identifier for the relevant
submission queue and command in the collapsed view. This can help you quickly identify the
completion status posted for a command.

CQ Id: D [Admin])
Head:

M2 Tails M
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] 1] Successful Completion no o1 oooo
1 Successful Carmpletion no o1 ool
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To view the completion status for a command

Click the NVM Express icon from the left navigation pane of the GUI.
2 Click the Submission and Completion Queues tab.
3 Click the submission queue to which you posted the command. Clicking the submission queue
selects its mapped completion queue in the bottom pane of the tab.
4 From the completion status posted in the highlighted completion queue, use the SQ Identifier and
Command Identifier fields to identify the completion status of the command.

Submission Queues
»

50 1d: 0 [(Admin]

Head: 0x2 Tail: 02
|

50 1d: 1 [10)

Head: 0x2 Tail: 0«2

Line Mo OpCode Command Identifier

J Completion Queues l

»
CQ 1d: 0 [Admin]
Head: 0x2 Tail: 02

Line Mo Status Code =0 Identifier

Comrmand Id

I Successful Completion [IIINTRE

noog —

i Successful Completion [IINTRE

[IIINTRE
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Resetting the NVMe Controller Capabilities

You can reset the controller to reset the queues and registers to their default values and state. On
resetting the controller:

all I/0 submission and completion queues are deleted.
the Admin submission and completion queues are reset.
all controller registers except the Admin queue registers are reset to their default values.

There are two ways in which you can reset the NVMe controller from the Controller Registers tab of the
NVM Express page.

Either use the Reset Controller button. On doing so, the Enable bit of the Controller Configuration
register transitions from 1 to 0 and then restores back to 1.

Contsoller Registers | Submizsion and Completion Queuss | PRF
Interrupt blechanisrm: @ M- R 51 PCle Capability: Fournd
Controller Register Base:  (x1000000000000000 ML Capability: Found
| Reset Cantraller MEI-E Capability:  Found

Or set the Enable field in the CC - Controller Configuration register to Disabled (Ob), and then set it
back to Enabled (1b). Make sure that you writathis transition from 1 to 0 and then back to 1 to DUT

registers by clicking Apply or clicking the |+#:| button displayed with the CC - Controller
Configuration register.

Enable (EM)
’;nabled (1b}

After resetting the controller, verify if the controller is ready to process commands by checking the
Ready bit in the CSTS - Controller Status register on the Controller Registers tab.

Ready (RDYY
’;‘\eady (1b)
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Decoder Mapping Sheet for NVMe Emulation

You can use the following sheet to record the mapping that you define between physical memory
addresses and internal memory addresses of Exerciser using Decoders. This sheet can help you
organize the 256 KB of internal memory of Exerciser effectively and avoid overlaps and overwrites to
the memory areas.

NVMe Component for which Decoder BAR Page offset Offset Physical memory Internal data memory Size
mapping is defined used within selected within address Address allocated

(Examples, Queue, PRP list, SGL decoder selected
list, data transfer) (Page number) page

Admin submission queue

Admin completion queue

1/0 submission queue 1

1/0 submission queue 2

1/0 submission queue 3
1/0 submission queue 4
1/0 completion queue 1

1/0 completion queue 2

1/0 completion queue 3

1/0 completion queue 4

PRP List 0

PRP List 1

PRP List 2

PRP List 3

SGL List 0

SGL List 1

SGL List 2

SGL List 3

Data Buffer 0

Data Buffer 1

Data Buffer 2
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Exerciser’s Capabilities and Role as an NVMe EndPaint / 222

Preparing Exerciser and SUT for the NVMe EndPoint Mode / 223

Configuring the NVM Express EndPoint Settings and Controller Registers / 229
Viewing Submission and Completion Queues / 235

This chapter provides information on how you can configure and use U4305A Protocol Exerciser as an
NVMe EndPoint.
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Exerciser’s Capabilities and Role as an NVMe EndPoint

222

This topic briefly describes the following capabilities of Exerciser when emulating the role of an
NVMe EndPoint:

Exerciser in its NVMe endpoint emulation acts as a mass storage device. After you perform its
initial setup and configuration as an NVMe endpoint, it displays itself as a two-drive DUT on an
SUT.

It supports two namespaces. You can define the size of each of these namespaces. The maximum
size allowed for each namespace is 1 GB.

Exerciser allows the RC device to configure its controller registers as an NVMe endpoint and to
start NVMe traffic on the Exerciser.
As an NVMe endpoint, Exerciser can execute mandatory Admin commands for creating and
deleting submission and completion queues, Get Features, Set Features and Identify command. It
also supports the following three mandatory NVMe commands:

Flush

Read

Write
Exerciser supports MSI and MSI-X interrupt mechanisms so that the RC device can use these
mechanisms. Exerciser can respond to interrupts sent via MSI or MSI-X and do the needful as
expected from an NVMe device, that is fetch commands from the submission queues, execute
them and write back completions in the completion queues.
Exerciser allows you to set up the values in the controller registers and also to set values for data

structures such as, identify structures and log pages. It also lets you set the values for device
features to be used with the Get / Set features command.
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Preparing Exerciser and SUT for the NVMe EndPoint Mode

Prerequisites and List of Steps Involved in Preparation

Prerequisites

The following are the prerequisites for the Exerciser to emulate an NVMe EndPoint:
You must have purchased and installed the NVMe license to get the NVMe functionality.
You should have plugged Exerciser into the PCle slot of SUT.

You must perform the below-mentioned steps in the specified sequence to set up Exerciser to
function in the NVMe EndPoint mode.

Step 1 - Install the NVMe Endpoint Driver on SUT

When you install the Exerciser software, the NVMe Driver is available at the following location on the

computer hosting the Exerciser software.
‘C:\Program Files (x86)\Keysight\SPT\PCIEExerciserGen3\8.74 Release\Drivers’ in Windows 7 64
bit
‘C:\ProgramFiles\Keysight\SPT\PCIEExerciserGen3\8.74 Release\Drivers’ in Windows XP/7 32
bit.

To install this Driver:

1 Copy the appropriate driver (depending on the operating system you use) from the
above-mentioned location, to any folder on the SUT.

2 Start ‘dpinst.exe’ from the copied folder on SUT.
3 Follow the on screen instructions to install the driver.
This Driver is based on Open Source NVM Express driver from http://www.openfabrics.com. For

further information please refer to:
https://www.openfabrics.org/index.php/developer-tools/nvme-windows-development.html.

Step 2 - Configuring the PCle link for NVMe EndPoint
By default, Exerciser is not set to work in the NVMe mode. If you want Exerciser to emulate an NVMe
EndPoint, then the first step is to set the link settings of Exerciser to the NVMe mode.
1 Click the General Settings icon from the left navigation pane in the GUI.
2 Click the Link Settings tab.

3 Click NVMe in the Application field. On selecting NVMe, the MRIOV and SRIOV protocol support is
disabled. Only PCle is supported and displayed enabled and selected in the Protocol field.

4 In the Session Type, select To Upstream for the Exerciser to act as an NVMe EndPoint.
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Data Memory

3
¥l

Virtual Channel

0.

Errar Insertion
off—
e

Protacol Checker

Compliance Tests

Navigation < | General Settings
‘" Link Settings | Equalization Settings | Transceiver Settings | Lane Settings | Skip Settings | Pattern Matcher | Trig
>~
W
Default Test Application: (" General & NVMe
Protocal: @ PCle ( SRIOV (¢ MRIOV
j? .
= Supported Link Widths: Mx1 Mx2 x4 Mx8 ¥ xi6
Config Space
Link number advertised: |4 E
H Data Rate Capability: 80 G1/s ~|

Autonomous speed change to 8.0 GT/s: ]

Scrambler: |Disab|ed j
Load Descrambler LFSR by SKIP OS:  [Enabled |
Tag Mode: |Norma| LI
PCle Spec Revision: |r3.[}_v[}.7 L]
Link Upconfigure Capability in TS: | Disabled |

L«

Session Type: |To Upstream

m

Enable ARI Capability: ||

5 Click Apply.

6 Click the Start Link Training button in the menu bar.

=

The PCle link is now configured in the NVMe Endpoint mode.

Step 3 - Configure the NVMe Endpoint Related Settings and Registers (if needed)

You can either continue with the default NVMe Endpoint settings and controller register values set
for Exerciser or configure these settings to suit your requirements in the NVM Express Endpoint page.
Refer to the “Configuring the NVM Express EndPoint Settings and Controller Registers" on page 229 to
know about customizing/changing NVMe Endpoint settings as required.

The NVM Express Endpoint page is displayed only if you have selected NVMe in the Application
field and To Upstream in the Session type field of the General Settings page.

Step 4 - Start the Exerciser's NVMe Controller

224

1 Click NVM Express in the Navigation pane.
The NVM Express EndPoint screen displays as follows.
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NVM Express EndPoint

Settings ‘Controiler Registers | Identify Data Structure | Log Page | Features | Queues ‘

Interrupt mechanism supported: MSI MSI-X

MameSpace 1

|:| Clear data on start
|:| Write MBR while initializing

NameSpace 2
[] Clear data on start

[ Write MBR while initializing

Send Asynchronous Event Completion

Asynchronous Event Type : [Error Status - l

Asynchronous Event Information : [Invalid Submission Que vl

Asynchronous Event Information : [RESEWEd - l
Send

Controller

Start Pause

2 In the Settings tab, click the Start button in the Controller section to start the controller.

Step 5 - Restart the System Under Test (SUT)
As a final step in preparation, restart the SUT to which you plugged the Exerciser

Exerciser then shows up in the Device Manger of SUT as ‘Keysight NVMe Exerciser’ and the two disks
of Exerciser appear in the disk management console of SUT.
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i'é'. Computer Managetment
Eile  Action Miew Help

&= 21EE HE

| @ o 0B

(A Computer Management {Local
P '[['L!; Systern Tools
» @ Task Scheduler
- 2] Event Wiewer
» ] Shared Folders
+ & Local Users and Groups
) -:ES‘_i:- Performance
iy Device Manager
a4 23 Storage
=7 Disk Management
> ::%-, Services and Applications

a2 GORQL
. M Cornputer
b o Disk drives
Bl Display adapters
) DWD/CD-ROM drives
U:,j Hurnan Interface Devices
g IDE ATASATART contrallers
2 Keyboards
}3 Mice and other pointing dewvices
A Manitors
¥ Metavark adapters
ST Ports (COM & LPT)
: L} Processaors
4 -3 Sound, video and game controllers
- % High Definition Audio Dewvice
= Storage controllers
s Keysight MNyMe Exerciser I
- M Systern devices
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A Cormputer Management
File  Action  Wiew Help

o= 5= HE

A Computer Management (Local | Yolurne | Layout | Type | File Systern | Status | !
= '[[’j Systerm Toaols Simple  Basic Healthy (OER Partition)
IZ:EZI Task Scheduler (=" Sirple  Basic MTFS Healthy (Systern, Active, Prirmary Partition)
@ Buwent Wiswer [y Simple  Basic MTFS Healthy (Boot, Page File, Active, Crazh Dump, Primary Partition)
zi| Shared Folders CaBackup (D) Simple  Basic MTFS Healthy (Logical Drive)
Pl Local Users and Groups
(%) Performance

=4 Device Manager 1 |

B =5 Storage

=9 Disk Management CaDisk 0 I |

T Services and Applications | Basic Backup [D:]
293-_09 5B 102 ME 10.00 GB MTFS 287,99 GE MTF=
Online Healthy (OEM Par. | Healthy (Syster, Active, Prirnary Partith § | Healthy (Logical Dirive)

L 4Disk 1 |

Basic [C:)
455..?5 5B 465.76 GB NTFS
Online Healthy (Boot, Page File, Active, Crash Durnp, Primary Partition)

aDijsk 2 I

Basic
15 hB 15 MB
Online Unallacated

“@IDisk 3 L

Basic
15 MB 15 MEB
Offline . Unallocated
Help
<4CD-ROM 0
] | ﬂ | Unallocated B Frirmary partition [l Extended partition [ Free space [l Logical drive

It is recommended that you disable write caching for the NVMe drives emulated by the Exerciser. IF
write catching is enabled, the progress information of various file operations may not show correctly.
To disable write caching for the NVMe drives emulated by the Exerciser:

1 Open Computer Management Console by right clicking the My Computer icon and selecting Manage
from the context menu.

Go to Device Manager.

Expand the node Disk drives. You will see 2 disc drives here named ‘NVMe SCSI Disk Device’.
Select each of these and perform the below mentioned steps.

a Right click the NVMe SCSI Disk Device node and select Properties.
b Click the Policies tab in the Properties dialog box.
¢ Select Quick Removal in Removal Policy and click OK.
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Mytde SCE Disk Device Properties ﬂ
General Policies | Wolumes | Diiver | Details |

Remowval paolicy

=

Dizables write caching on the device and in Windows, but pou can
dizconnect the device zafely without uzing the Safely Remove
Hardware notification icon.

" Better performance [default)
Enables write caching in Windows, but pou must uze the
Salely Femove Hardware notification icon to disconnect the
device safely.

0k, | Cancel
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Configuring the NVM Express EndPoint Settings and Controller Registers

While changing controller register settings, remember that some settings may require you to
reboot the SUT for these changes to take effect.

Also, for certain register settings, such as namespace and memory size, Exerciser can accept
the value only as per its supported range. If you set a value outside this range, Exerciser will
not implement such a value. The following list displays the supported maximum value for the
specific registry settings.

- Maximum Namespace Size supported: 1 GB
- Maximum Memory Page Size supported: 128 KB
- Maximum Data Transfer Size supported: 1 MB

To configure NVMe Endpoint Settings:

You use the Settings tab in the NVM Express Endpoint page to configure these settings.
Select MSI or MSI-X field based on the interrupt mechanism capabilities that you want to set.

Select the Namespace attributes you want to set for each of the two namespaces supported by
Exerciser.

Select the Clear data on start check-box to clear the namespace data on start. This will erase all
data written to the namespace and drive will show as a RAW unformatted drive in the SUT.

Select the Write MBR while initializing check-box to write the Master Boot Record (MBR) to the
namespace during start.
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File Edit WView Action Help

DEHEY LY ) -a- @@
Navigation < | NVM Express EndPoint
"5 Settings |Controiler Registers | Identify Data Structure | Log Page | Features | Queues |
Default Test
Interrupt mechanism supported: MSI MSI-X

=N A

_TE NameSpace 1

Config Space Clear data on start

Write MER while initializing

A,

2

Data Memo
& MNameSpace 2
g Clear data on start
-w\'x' | i Write MER while initializing
Virtual Channel
'.0:' Send Asynchronous Event Completion
Error Insertion Asynchronous Event Type : {EHOI Status > |
5_ Asynchronous Event Information : [Invalid Submission Ques v]
of —
Britoeal Chockar Associated log Page : [Reserved v]

mn

- [ =

Send Asynchronous Event Completion

You can use this feature to send an Asynchronous Event Completion to the RC device. Select the
values of the Asynchronous Event Type, Asynchronous Event Information and Associated Log
Page fields and then click the Send button.

NOTE Asynchronous Event Completion will be sent only for Asynchronous packets that are

already sent or will be sent.

Click Apply to save changes made to the NVMe EndPoint settings.
To get a description of each field in this tab, refer to “NVMe EndPoint -Settings tab" on page 305.

To Update the Controller Registers

You use the Controller Registers tab in the NVM Express Endpoint page to update Exerciser’s controller
registers for NVMe endpoint emulation.

You can view and edit the controller registers of Exerciser using this tab.
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Controller Registers | Identify Data Structure | Log Page | Features | Queues |

— CAP - Controller Capabilities

— Reserved

|u

—Bits 63..32 Bits 31..0

— Reserved — Timeout (TO)

o] He ~| &|| | 56 He v|=|
— Memory Page Size Maximum (MPSMAX) — Reserved

|8 Kbytes (00015) ||| oo He - ||
— Mermory Page Size Minimum [MPSMIN) —Arbitration Mechanism Supported [AMS) ———
|4 Kbytes (0000E) =[] [0 Bin - | &

[~ Vendor Specific (Bit 1)

[ Weighted Round Robin with Urgent (Bit Q)

— Command Sets Supported (C55)

ooonoon

Reserved [Bit 7)
Reserved (Bit 6)
Reserved (Bit 5)
Reserved (Bit 4)
Reserved (Bit 3)
Reserved (Bit 2)
Reserved (Bit 1)
MNYM command set (Bit )

8 S M i A

m

— Contiguous Queues Required (CQR)

Required (1b)
— Maximum Queue Entries Supported (MQES)

|03FF

— NVM Subsystem Reset Supported [NSSRS)

|I"-.I|:|t supported (0b)
— Doorbell Stride (DSTRD)

-

ki

|4 Bytes (0000b)

— W5 - Version

— Major Versiocn Mumber (MIR)

|0001

e -| 8|

— Minor Version Mumber (MMNR)

|uuun

He - &

D @ |
A and - button is displayed with each controller register.

b . . . .
The button allows you to write the changes that you made to a particular controller register with
which the button is displayed.

0
The button allows you to read the current values for a register.

Clicking the Apply button saves all the changes that you made to various controller registers
displayed in the Controller Registers tab.
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Editing Identify Data Structure

You can edit the Identify Data Structure for the controller as well as the supported NameSpaces
using the ldentify Data Structure tab.

You can view and set the register settings for each of the NameSpaces supported by Exerciser in the
Namespaces tab.

NOTE: The maximum size allowed for a namespace is 1 GB. You can use the fields Namespace Size
and Namespace Capacity to set the namespace size.

You can also import the Identify Data Structure and namespace settings from an xml file that has the
data captured using the Keysight PCle Analyzer. You use the Import from analyzer g toolbar
button to do this import.

NVM Express EndPoint

| Settings | Controller Registers‘ Identify Data Structure | Log Page | Features | Queues |

232

Controller | MNameSpace 1 | NameSpace 2 |

|—PC[ SubSystem Vendor ID{SSVID) PCI Vendor ID{VID)

IE IJ 00h
H ~|@lloooo H @

|—Ser|al Number (SN)(Bytes 3.0} . |J 04h

|—Ser|al Number (SN)(Bytes 7.4) |J 08h
H - &

|— Serial Number (SN)(Bytes 11..8) |J och
H -3

|—Ser|al Number (SN}(Bytes 15..12) IJ 10h
H ~|@

|—Ser|al Number (SN)(Bytes 19..16) |J 14h
H -|&

|—Model Number (MN)(Bytes 3..0} IJ 18h
H -8

|—Model Number (MN)(Bytes 7.4} |J 1ch
H -3

|—Model Number (MN)(Bytes 11..8) IJ 20h
H -3

|—Model Number (MN)(Bytes 15..12) IJ 2ah
H -3

|—Model Number (MN)(Bytes 19..16} d 28h
H -

|—Model Number (MN)(Bytes 23..20) |J 2Ch
H ~|@

|—Model Number (MN)(Bytes 27..24)} . ,Iﬂd 30h

Editing Log Page

You can edit the log page structures using the Log Page tab.

You can also import the log page structures from an xml file that has the data captured using the
Keysight PCle Analyzer. You use the Import from analyzer ¢ toolbar button to do this import.
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NVM Express EndPoint

| Settings | Controller Registers | Identify Data Structure ‘ Log Page | Features | Queues ‘
Error Information ‘ SMART/Health Information | Firmware Slot Information | Reservation Notification ‘
Error Count :

al . 00h
l0000000000000000 N H ~|@El a| 2
—Command ID ’ﬂ‘ Submission Queue Id :

Nl A 08h
loooo H ~|@lloooo H ~|@El Al 4|
—Parameter Frror | ncatinn Statie Field
Reserved ~Bits 15.1 ﬂl_ﬁl 10h
loo H ~|&l | loooo H -3
|—Bits 10.8 —Bit 0
Uo 0oom « /] {lo H -8
rBits 7.0 [~ Phase Tan (Rit M :
loo H «|E|
|—LEA .

Q| 14h
looooo00000000000 H -3 Al 3
rNamespace )

nl & 1Ch
loooooooo H -3 Al 3
—Reserved IJ Vendor Specific Information Available —

nl - 20h
loooooo H ~[@lloo H -3 Al 3

Log page has the following tabs:
Error Information
Smart/Health Information
Firmware Slot Information
Reservation Notification

Editing Values for Feature Commands the Commands

You can edit the values to be used with the Get and Set Features commands. You can view and edit
the default, current, and saved values for the different features using the Features tab.
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NVM Express EndPoint

| Settings | Controller Registers | Identify Data Structure | Log Page | Features | Cususs |

| Interrupt Vector Configuration | Write Atomicity | Asynchronous Event Configuration | Autonomous Power State Transition | Software [
Arbitration | Power Management | LEA Range Type | Temperature Threshold | Error Recovery | Waolatile Write Cache | Number of Queues | Inte

Supported Capabilities: [T Saveahle [ Marnespace Specific [ Changeable

Default Current Saved

High Pricrity Weight (HPW) o0 B [nn & oo Elﬂl 3
Medium Priority Weight (LPW)  [o0 B [nn | [ B— -
Low Priority Weight (HPW) o0 B oo =l [w =
Reserved [o0 B [oo =l [w =
Arbitration Burst (A8) fo o =l |
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Viewing Submission and Completion Queues

The Queues tab shows submission and completion queues that have been created for the NVMe
traffic and queue information such as size, tail, head, Completion Queue ID, Associated Interrupt
Vector and Physical Address.

n Keysight 143058 Protocol Exerciser for PCI Bxpress Gend - Untitledl (Port: 10002/1)
File Edit WView Action Help

NEHEY Y »-a-0 @

Navigation < | NVM Express EndPoint
"'5 | Settings | Controller Registers. | Identify Data Structure | Log Page | Features | Queues |
Untitledl Subrnission Queues
Queueld Head Tail Size Completion QueueID Physical Address
= % = 0 (Admin) |9 9 |0x7F |0 0x31F37A000
1{10) 158|138 |Ox3FF|1 0x31F39B000

General Settings

o

LTSSM Test

%

Traffic Setup

-

Decoder

=

=

Config Space

-t))ﬁ‘ Completion Queues

Queueld Head Tail Size Associated Interrupt Vector Physical Address

Data Memory
0 (Admin) |9 9 |Ox7F |0 0x31F37C000
-v\s'\_\: 1(10) 158 [158 |0x3FF|0 0x31F3AB000
e

Virtual Channel
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This chapter provides detailed information on Protocol Exerciser's use as an NVMe Conformance
Test Suite to test a DUT's NVMe compliance. This chapter describes Protocol Exerciser's NVMe
Conformance, which is integrated with the exerciser, and how to use it to run NVMe Conformance
tests.
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13 Testing DUT's NVMe Compliance using NVMe Conformance Suite

NVMe Conformance Test Suite-Introduction

Navigation

NVMe Conformance Test Suite is a tool that helps you to test the NVMe conformance of a DUT. This
tool, which is integrated in the Test Bench function of the PCle Exerciser GUI, provides you a set of
predefined NVMe Conformance test cases to help you assess if the DUT's NVMe capabilities are as
per the NVMe specifications.

Before 8.72 release of Exerciser, you had to configure registers, decoders, and submission and
completion queue settings of Exerciser manually for its emulation as an NVMe root complex. With
the introduction of NVMe Conformance Test Suite, the process of value entries to the controller
register, and submission and completion queues has been automated to simplify the NVMe root
complex emulation. Now, you can use Exerciser to test DUT's NVMe conformance when emulating
the root complex using NVMe Conformance Test Suite. The screen below displays the NVMe
Conformance tests available in the Test Bench of Exerciser.

Test Bench

FL

-
b

Default Test

Setup [0

Test Selection 1 Settings

e X de|f @

NVMe Settings

Data Memary

3
o
w1

Virtual Channel

o

Error Insertion

=

Protocol Checker

Campliance Tests

=

DUT Config Space

nvm.,

NWM Express

o) =
f{é}

Test Bench

238

Initialization Script

4 [ [ NVM Express
4 [0 [2] Conformance ’
4 [ [] Admin Command Set Start

[ Ef 1.1 1dentify
[[] E} 1.2 Set Get Features
[ Ef 1.2 Get Log Page
[[] [E} 14 Create Delete 10 5Q and CQ
| |E='¢ 1.6 Format

[T [ NVM Command Set

£ |__)] MNVM Features

[C] L Controller Registers

0

O

@ Use auto ) Use 32 bit ) Use

Script File:| C:\Program Files [x86)\Keysight\s

Uze message framing

Description  [{eil [

|| System Memary Structure
|| Controller Architecture

[ ] Keysight Cantribution
| ] User Tests

CAProgram Files (x86)\Keysight\SPT\PCIEExerciserGen348.76 Relt
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NVMe Conformance Test Suite is a set of test cases. Each time when you press the Start button after
selecting the NVMe test cases in the Test Bench window, a controller reset occurs, an initialization
script executes and test cases start executing automatically.

In the context of NVMe Conformance Test Suite, you can use Exerciser to:
run NVMe commands to test the NVMe compliance of the DUT. The commands are available in
the form of test cases.
create your own sets of test cases based on your requirements.
view the description (purpose, procedure and expected results) of the selected NVMe
conformance test.
view the log details of the steps being performed during the execution of test cases and save
these for further use.

view the detailed report summary of the executed NVMe Conformance tests and save these for
later use.

As an NVMe Conformance test suite, Exerciser submits various requests (NVMe commands) to an
NVMe DUT for completion. By sending NVMe command requests to the DUT, you can check how the
NVMe host controller handles user requests, responds to and completes these requests, and verify
the NVMe conformance capabilities of the DUT.

When you run its NVMe Conformance test suite from the Test Bench window,
Exerciser can function as a root complex only. It does not currently support the
endpoint emulation in the NVMe Conformance test suite.
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Getting Started with NVMe Conformance

Prerequisites for NVMe Conformance

You must have purchased and installed the NVMe license to get the NVMe conformance
functionality.

Ensure that all the test specific prerequisites are met before executing the test.

Ensure that NVMe is enabled in the General Setting Tab of the Protocol Exerciser GUI.

Ensure that the DUT is connected to the Protocol Exerciser and the link between the two is up.
To start with the NVMe Conformance, first you need to do settings in the Link Settings tab of the
General Setting page of the Protocol Exerciser GUI. For this, click the ‘General Settings’ icon from the

left navigation pane of the GUI and enable NVMe by clicking the NVMe radio button as displayed in
the following screen.

BB Keysight Us305A Protocol Exerciser for BCI Bxpress Gen3 - Untitled1 [Port: 10002/1]
File  Edit  View Action Help

NEHEM P »-@-

Navigation ¢ | General Settings S Hardum
4% Link Settings l Equalization Settings | Transceiver Settings | Lane Settings | Skip Settings | Pattern Matcher | Trigger OutI Alged | P m
i
£-N -
Untitled1 Application: " General @ MyMe z @
Protocol; & pcle € SFIOV O MRIOY Link Statu
"“Q 0 Supported Link Widths: Mx T2 WMt [T [ Link State:
General Settings Link Width:
Link number advertised: 0 3: Link Speed:
= .
._3 Data Rate Capability: ]S.EI GT/s _ﬂ Advertised Da
5 Received Datz
LTSSM Test '
o Autonornous speed change to 8.0 GT/s ¥ MRICY Megaki
b [ PCIE/SRIOV:
= Scrambler: 1Enab|ed _vj VC Resource 1
Traffic Setup MRIOV:
Load Descrarmbler LFSR by SKIP OS5 lDisabIed :_j i
ﬁ Tag Mode: ]Normal _v_j iz
Decoder £ WH3:
_ PCle Spec Revision: 1r3.ﬂ _'_] YH4:
—: FC Request re
= Link Upconfigure Capability in TS: lDisabIed _v_j
Eeniia Space Polarity R
Zession Type: ]To Dovnstrearm _vj
S Lane (0..7):
e Enable ARI Capability: [ S
Data Memory i
Lane (8..15):
" State(d..15):
%
:‘::5\’
Virtual Channel f T
- Apply | I Cancel | l Help ]
e —
Ready Pratocol Che

Clicking the ‘Apply’ button saves all the changes that you made to the Settings tab of the protocol
exerciser.
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You only need to enable NVMe in the General Settings tab; remaining settings
are done by the initialization script.

Accessing NVMe Conformance

To access NVMe Conformance

Navigation

4

-
= |

Default Test

Data Memary

e
o
W

Virtual Channel

o

Error Insertion

=

Protocol Checker

Campliance Tests
DUT Config Space

nvm.,

NWM Express

-
Ja

Test Bench

Start the Protocol Exerciser GUI.

2 Click the Test Bench icon in the Navigation pane on the left.

The Test Bench window is displayed.

Test Bench

Setup 0

Test Selection
Blda X de| B

4 [ [ NVM Express

4 [0 D Conformance

4 [ [] Admin Command Set

E 1.1 1dentify
[[] E} 1.2 Set Get Features
[ Ef 1.2 Get Log Page
[[] [E} 14 Create Delete 10 5Q and CQ
| |E='; 1.6 Format
[ ] NVM Command Set
]
]

NVMe Settings
’ Initialization Script

Start @ Use auto ) Use 32 bit ) Use

a

Script File:| C:\Program Files [x86)\Keysight\s

Use message framing

MYM Features

Controller Registers
|| System Memary Structure
|| Controller Architecture

[ ] Keysight Cantribution
=

Description

O
O
O
O
]

User Tests
PCI Express

CAProgram Files (x86)\Keysight\SPT\PCIEExerciserGen348.76 Relt
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NVMe Conformance Tests are grouped under NVM Express > Conformance group in the Test Selection
pane of the Test Bench window. On clicking a test, its description and sequence of execution steps are
displayed in the Description pane. The Description pane displays the purpose, procedure and
expected result of the selected test case, whereas the code tab displays the code snippets of the
same.

When a test case is in execution, the Log pane keeps updating the details of the steps that the NVMe
Conformance is performing during the test execution. It displays the prerequisites that are checked,
the steps that are performed (such as performing link-up, setting up decoder, scanning DUT Config
space, initializing submission and completion queue, executing Initialization script successfully etc.)
and the steps that are being performed during the test execution. Based on whether all the test
prerequisites are met and how the step sequence of test case execution proceeds, the Log pane
displays test result as Passed, Failed or Passed but with Warning.

Refer to the Protocol Exerciser GUI Reference help topics in this Online help to
get a detailed description of each field in the “Test Bench Function page.
Alternatively, click the Help button displayed in the tab page to get a
context-sensitive help page.

Keysight Protocol Exerciser for PCI Express User Guide



Testing DUT’s NVMe Compliance using NVMe Conformance Suite 13

How NVMe Conformance Works

This topic describes the overall working of the NVMe Conformance Test Suite.

NVMe Conformance Test Suite is fully integrated with the PCle Exerciser which lets you to check the
NVMe Compliance of the DUT. All the conformance tests are available in the Test Selection Pane of
the Test Bench window. When you run a conformance test, the NVMe conformance suite check the
prerequisites and if the test prerequisites are met, it executes that test’s steps taking all the required
link, lane, decoder, and other settings as inputs.

While a test is in execution, NVMe Conformance Suite keeps updating the log status of the link,
decoders, and other relevant settings, that are impacted by the test execution in the Hardware
Status Window. The test results are displayed in the test log pane of the GUI. NVMe Conformance
also displays the timestamp when the initialization script started executing and when “.tcl' file (a
regression script) of the respective command set called to execute the test case.

Flow of Test Case Execution

When you select a test case and each time you press the ‘Start’ button (to run the test cases) in the
Test Bench window, Exerciser performs the following steps:

1 Check for the pre-requisites. If the pre-requisites are met, Exerciser scans DUT's config space,
notes its capabilities and configures the DUT.

2 Configure MSI-X and decoder settings, and assert controller reset.
Initialize Admin queues (submission and completion queue) of DUT.

After successful completion of 'Initialization Script', Conformance Suite performs the test case
execution.

5 Run specific code of the test case.

Run the test and display the result in the log pane as 'passed', 'failed’, and 'passed with warning
message'.

7 Once all the selected test cases are executed, a final consolidated report is compiled stating how
many test cases are executed, how many passed and how many failed.

Consider an example of an NVMe 'End to End Data Protection' test case to verify whether an NVMe
Conformance system can properly execute this command.

When you execute the 'End to End Data Protection' command from the 'NVMe Features' test
category of Conformance Test group, NVMe Conformance Suite calls InitNVMe.tcl and starts the
execution of initialization script. During this process, it performs link up, sets up decoder, scans DUT
config space, enables MSI-X, initializes admin completion and submission queue and keeps updating
the status in the log pane. Once the Initialization script executes successfully, it starts executing the
test case (here 'End to End Data Protection' test case). It starts executing the 'End to End Data
Protection.tcl'. When the test execution completes, it displays the result appearing in yellow color. In
this example, the test case passed with a warning because protection information were not enabled.
You can view the warning message in the summary section of the Report tab of the Test Bench
window.
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Navigation ¢ | Test Bench
A% Setup [HE0
-
i Test Selection
AtulsConfigl0001.exs )D By X de Li
NVMe Settings
4

= m D NVM Express Initialization Script

@ 4 [W [] Conformance

. b [C1 (] Admin Command Set @ Use auto ) Use 32 bit ) Use custom

Data Memary 4 [l NV Command Set
& 2.1 Compare Script File:| CA\Program Files (x86)\Keysight\SPT\PCIEExerciserGen3\8.76 Releasely

3& - Use message framing

Virtual Channel
[E} 2.7 Write Zeroes

O
Q b [C] [ MVM Features Description |8l
o [ |_j Controller Registers
Error Insertion v @ |_j System Memor}_.r Structure
t [0 Controller Architecture | Tost 2.4 — Compare NVM Command
I [[] [ Keysight Cantribution
?E b [C] [ User Tests
T M ¢ [ Pl Express
Protocol Checker Purpose:

To verify that a NVIVle system can properly execute the Compare NVIM Command.

Compliance Tests

=

C\Program Files (x86)\Keysight\SPT\PCIEExerciserGen3\8.76 Release\Conformance\NVMExpress\TestCases\N

x> = g:h
DUT Cenfig Space o=
= -——--- InitNVMe.tcl started at 15-Feb-2015 23:41:42 ———-— -
s Performing Link up. D
nvm, Link active
Initiating speed change.
Setting up decoder:
NVM Express H/W channel: PCIE HWCHANNEL FUNCTION &
Decoder bar: FCIE DEC_BARD
é{_ Decoder address: 0x20000000
< =} Decoder 3ize: 4.0 HByte
Data memory addreasz: 0
Test Bench Data memory aize: 4.0 KByte

NOTE Test cases 'Passed', 'Failed' or 'Passed but with warning' are displayed in specific colors.

- Green color symbolizes a passed test case,
- Red color symbolizes a failed test case,
- Yellow color symbolizes a test cases passed but with a warning.

You can view warning message in the summary section of the test report displayed in the
Report tab of the Test Bench window.

The following screen displays a sample test log generated on execution of initialization script before
the test case execution:
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-———-- InitlVMe.tcl started at 08-Jan-Z014 00:10:33 —————
Performing Link up.

Link actiwve

Setting up decoder:

H/W channel: FCIE HWCHANNEL FUNCTION A
Decoder bar: FCIE DEC_BARD
Decoder address: 0x200003000
Decoder zize: 64.0 EByte
Data memory addreas: 0
Data memory aize: g4.0 EByte
Setting up decoder:
H/W channel: FCIE HWCHANNEL FUNCTION A
Decoder bar: FCIE_DEC_BARZ
Decoder address: 0x300403000
Decoder zize: 128.0 EByte
Data memory addreas: 0x10000
Data memory aize: 128.0 EBvyte
Setting up decoder:
H/W channel: FCIE HWCHANNWEL FUNCTION R
Decoder bar: PFCIE _DEC BAR4
Decoder address: 0x400a3000
Decoder zize: 64.0 EByte
Data memory addreas: 0x20000
Data memory 3ize: g4.0 EByte

Scanning DUT Config space

Scanning DUT ceonfig space with bus number 1, dewviece Id ¢ and functicn number 0

DUT configuration space acenned succesafully
DUT BAR i3 64 bit

Programming DUT bar 1 with walue 0x10000000
Enebling MSI-X.

Initializing MS5I-X tabkle with upper address OxAR000000 and lower addreszs 0

MSI-X tekle initislize=d
Controller Configuration disabled

Completicn queue Entry size iz set to 1é bytez and Submission gueus entry 3ize to &4 byte

Initialising admin submissicn gusue:

The following screen displays a sample test log generated on execution of a test case after the

successful execution of the initialization script

Initialization script executed auccessfully.

—————— 2.1 Compare.tcl started at 08-Jan-2014 ¢

Test case failed.

—————— 2.3 Bead.tel started st 08-Jan-2014
Clearing date mMemory
Resetting Controller
Creating I/0 completion gueus

Succezzsful completion to create Completion gqueus
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NVMe Conformance Test Cases- An Overview

In the NVMe Conformance Test Suite, NVMe Conformance Tests are categorized into the following
different sets each having further subsets. These test categories are explained below.

Test Bench

Conformance

[ Admin Command Set

] NVM Command Set

[ MVM Features

[ Controller Registers

[ System Memaory Structure

[ Controller Architecture

|| Reservations

Keysight Contributions

[[] El 1 Read using one Data Black Descript

] E 2 Read using one Segment

[C] [El 2 Read using two Segments
[] ] User Tests

I+ [ [ PCI Express

=
0
(=]
0
0
0
0
(]
]

Double-clicking the individual test category will expand and collapse the list of test cases displaying

the subset of commands listed under these categories.
Conformance Tests

Conformance tests are test cases that are written on the basis of PCle and NVMe specifications.
This category comprises of various sets of commands each having their own subsets.

Admin Commands- The command falling under this category is defined to be submitted to the
Admin Submission Queue. The commands belonging to this category are listed below:

|dentify

Set Get Features

Get Log Page

Create Delete 10, SQ, and CQ
Format

NVM Command Set- These commands are submitted by the host only when 1/0 submission
queue(s) and I/0 completion queue(s) are created and the controller is ready to execute
command. The set of commands grouped under this category are listed below:

Compare

Read

Write

Write Uncorrectable
Flush

Write Zeroes

NVMe Features- This test category is introduced to perform the conformance verification for
NVMe products by implementing NVM Features command set.
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Metadata Handling
End to End Data Protection
Power Management

Controller Registers- The set of commands grouped under this category are meant for register
mapping for the controller. Controller Register contains following set of commands:

Page Size Max

Page Size Min

Command Sets Supported
Doorbell Stride

Timeout

Arbitration Mechanism
Contiguous Queues Required
Max Queue Entries

Interrupt Mask Set

10 CQ Entry Size

|0 SQ Entry Size

Shutdown Notification
Arbitration Mechanism Selected
Command Sets Selected
Enable

Shutdown Status

Controller Fatal Status

System Memory Structure- The System Memory Structure category enlists the commands that
address the system memory structures used by NVMe Conformance Suite. The commands
under this category are used to verify whether an NVMe host can properly return the status
value of the issued command. The following command list falls under this category:

Page Base Address and Offset
Completion Queue Entry
Status Field Definition
Generic Command Status
Command Specific Errors
Media Errors

Controller Architecture- This category lets you perform the test that involves controller level reset
mechanism. The following command is enlisted under this category:

Controller Level Reset
NVMe Subsystem Reset
= Reservations
Controller and Namespace Support for Reservations
Register New Reservation
Replace Reservation
Replace Reservation Key Mismatch
Replace Reservation Ignore existing Key
Unregister Key Mismatch

Keysight Protocol Exerciser for PCI Express User Guide 247



13

248

Testing DUT’s NVMe Compliance using NVMe Conformance Suite

Unregister Non Registrant
Keysight Contributions - This section has the following additional NVMe tests provided by Keysight.
Read using one Data Block Descriptor
Read using one Segment
Read using Two Segments
= User Tests
This section lets you write your own test cases depending upon your specific requirements.

You can view the description (purpose, procedure and expected results) of each
of the above listed commands in the ‘Description Pane’ of the Test Bench
screen.

Out of the above-mentioned categories, the test cases under the ‘User Tests’ heading are editable
whereas Conformance Tests and Keysight Contributions are non-editable. You can create your own
test case, make a duplicate copy of the existing test case and make some changes according to your
requirements, delete any test case which you think of no more use, rename any test case etc under
the ‘User Tests’ heading.

To Create a New Test Case:

Clicking '] button in the Test Selection Pane enables you to create a new user test case as per your
specific requirements.

To Create a Duplicate copy of the existing Test Case

Clicking 52 button enables you to create a duplicate copy of the existing test case and modify it as
per your requirement.

To Delete a Test Case
Select a test case you want to delete and click X button available in the Test Selection Pane.
To Rename a Test Case

Clicking a[& button lets you rename an existing test case. Once you click this button after selecting a
test case, a pop-up appears which asks you to enter the relevant test case name.

l'=£'|F{er'|ar'r'nz Test Caze @

Test case name: MNew Test Case 1

OK ] [ Cancel

Enter test case name and click OK. Test Case will be renamed.
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Running the NVMe Conformance Test Cases

Navigation

To run test cases

1 Select an initialization script. Exerciser provides two initialization scripts to initialize NVMe
devices with 64bit and 32bit BARs. If you have a 64bit device, select the Use auto option. If you
have e a 32bit device, select either Use auto or Use 32 bit. If you want to use your own customized
initialization script, select Use custom.

2 Select the test case from the Test Selection pane of the Test Bench window.

3 Press the Start button.

The following screen displays the test execution result.

¢ | Test Bench

e

e ]

AtulsConfig1000Lexs

Setup T

Test Selection

fld@ X &&

Q etz

Data Memory

=
Virtual Channel

X

Error Insertion

=

Protocol Checker

Compliance Tests
DUT Cenfig Space

NVIM Express

o om
5{5}

Test Bench

4 (W[ ] NVM Express
4 [l |_j Confarmance
I [0 [1] Admin Command Set
4 [l MM Command Set
B 2.1 Compare

NVMe Settings
) Initialization Secript

@ Use auto () Use 32 bit ) Use custom

Seript File: | CAProgram Files (xB6)\Keysight\SPT\PCIEExerciserGen3\8.76 Releasel | H

Use message framing

L@ VM Features
I [C] ] Controller Registers i
b 6 System Memory Structure
* [ Contraller Architecture | Tost 2.4 — Compare NVM Command i
I [ [ Keysight Contribution
b [ [ User Tests
M I [ [ PCT Express
Purpose:
To verify that a NVMe system can properly execute the Compare NVIM Command.
i m + | CA\Program Files (x86)\Keysight\SPT\PCIEExerciserGen3\8.76 Release\Conformance\NVMExpress\TestCases)
Log :
' EE
-———-- InitNVMe.tcl started at 15-Feb-2015 23:41:42 --——— .

Performing Link up.

Link actiwve

Initiating speed change.

Setting up decoder:
H/W channel:

Data memory addreszs: 0
Data memory 3ize:
Setting up decoder:

H/W channel:

FCIE_HWCHANNEL FUNCTION &

Decoder bar: PCIE_DEC_BRROD
Decoder address: 0x20000000
Decoder size: 64.0 EByte

£4.0 KByte

PCTE HWCHINNET FITNCTTON &

The color code in the above screen have their significant meaning. Green color symbolizes a passed
test case, red color symbolizes a failed test case, and yellow color symbolizes a test cases passed but

with warning.
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Understanding the Test Results

The test results are displayed in the Log pane of the Test Bench window. A test log helps to identify
the root cause of a problem. For instance, the test log shows warning message, 'Protection
information not enabled' in case of End to End Data Protection test case. The Log pane displays the
following information with the date and time stamp.

Sequence of steps that are being performed during the initialization script execution. It displays
the message 'initialization script executed successfully' if the script is executed without any
obstruction, and reports the error if failed.

Name of the executed test.

The test case result based on whether or not all prerequisites are met and all the test case
sequences are completed as per PCle and NVMe specifications. It displays Passed, Failed, or
Passed but with warnings.

To view the consolidated conformance test case report, click the Report tab of the Test Bench
window. For more information on the NVMe Conformance Test Case report, refer to the topic
“Viewing, Printing, and Understanding the NVMe Conformance Test Report.
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Viewing, Printing, and Understanding the NVMe Conformance Test Report

To view the test case report, click the Report tab in the Test Bench window of the protocol exerciser

GUL.
Test Bench
d 4 B
KEYSIGHT
TECHNOLOGIES

NVM Express Conformance Report
Overall Result: 1 of 4 failed.

Test Configuration
Device under test: Unknown Device (0x80D2)
Manufacturer: Integrated Device

Technology Inc. (0x111D)

Link Width: X8
Link Speed: 25GT/s
Software Version: 8.72.011
Test Date: 08-Jan-2014 00:10:33
NVMe Conformance Suite Version: Version 1.0

Summary of Results

Conformance Tests: 1 of 4 tests failed.

Test Name Result Comments
@ 21 Compare Fail
@ | 23 Read Pass
@ 2.4 Write Pass
A\ | 3.2 End to End Data Protection | Warning Protection information is not enabled.

You can save, print, and clear the conformance test report, by clicking g, .4, and |:1 button
respectively in the Report tab of the Test Bench screen.

Understanding the NVMe Conformance Test Report

The information in this topic will help you understand the different sections of the NVMe
Conformance Test Report.

The top section of the conformance test report contains the report header displaying the overall
result. The screen that follows displays information about the device under test, its manufacturer,
link width and link speed at which test execution occurred, the software version of the exerciser
being used, the date and time when test was executed, and the NVMe Conformance Suite version
taken into use.
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Test Bench
Y-

H S A

KEYSIGHT

TECHMNOLOGIES
NVM Express Conformance Report
Overall Result: 1 of 4 failed,

Test Configuration
Device under test: Unknown Device (0x80D2)
Manufacturer:
Link Width: %8
Link Speed: 25GT/s
Software Version: 872011
Test Date: 08-Jan-2014 00:10:33

NVMe Conformance Suite Version: Version 1.0

Summary Section

The Summary section provides a brief overview of each of the test cases that were run. The Test Name
column shows which test executed, and Result column shows if the test execution passed or failed.
Comment section displays the information why a test case failed, and also states the warning reasons
if a test case passed with a warning.

Summary of Results

Conformance Tests: 1 of 4 tests failed.

Test Name Result Comments
@ | 21 Compare Fail
& | 2.3 Read Pass
@ | 24 write Pass
Ay | 3.2 End to End Data Protection | Waming Protection information is not enabled.

Clicking the test case name redirects you to the respective test logs generated in the Tests Logs
section of the Report tab.

The icons in the above screen have the following meanings:

‘ﬁ The test case passed.

(% The test case failed.

A The Test case passed but with warnings.
Tests Logs

This section displays the log details of the conformance test executed.
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Test Logs

Conformance Tests
2.1 Compare

2.3 Read

Clearing data memory

BEesetting Controller

Creating I/0 completion gusus

Succeszzful completion to create Completion gueus

Creating I/0 submission gueue

Successful completion to create Submission queus

Programming the data buffer with incremental pattern.

Successful Write completion

Successful Read completion

Data read from flash drive matches with the original data which was written on it
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14 Performing PCle Link Layer
Testing of a Root Complex

Exerciser provides a set of test cases in the Test Bench page to allow you to perform link layer testing
of a root complex. As these tests are targeted for the root complex testing, Exerciser can only act as
an endpoint when running these tests.

NOTE If you have configured Exerciser to act as a root complex (in the Link Settings tab of the
General Settings page), the PCie link layer tests are disabled in the Test Bench page.

Test Bench
Setup 3

Test Selection

0o X 4B

[0 NVM Express
[C] [ PCI Express
4[] [ Keysight Contributions

i [ £ 11 Substate

4[] 2] Link Layer (for RC DUT)

[C] [El DUT ignores values in DLLP reserved fields
[C] [E] TLP ordering on retransmission

[E Retransmission on NAK
Retransmission by timeout mechanism
Retries of un-ACK-ed packets
Cropping of DLLP with bad CRC
Silent drop of undefined DLLP encodings
Cropping of ACK
Link-retrain on failure of retransmissions
MAK-ing of TLP with bad LCRC
Sending the same TLP twice
Correct Error Reporting
Basic flow control credit requirements
TLP Request and Completion handling
[E Completion Timer function on timeout
ser Tests

OooooC0OoOooOoooO
| i oy i o i

[

O

Start

Link Layer (for RC DUT) Settings
Initialization Script

@ Use auto () Use custom

Script File:| C:\Program Files (x86)\Keysight\SPT\PCIEExerciserGen3\8.78 Releasel =

Analyzer Setup AER Check
@ 8 Bidirectional [[] Enable AER Check
) %16 Unidirectional AER base mapped to BAR:| Not Selected

Test Packets Address
Memory address to send test packets(Hex): | 0000000000100000
Configuration ALA File

@ Use Default ©) Use custom

ALA File:| CAProgram Files (x86)\Keysight\SPT\PCIEExerciserGen3\8.78 Release\TestBe |

Use message framing

P

Link Layer Tests Flow

In link layer tests, Exerciser is used to generate stimulus and create error scenarios and Analyzer is
used to capture the SUT data and analyze the captured data.

When you run one or more link layer tests from the Test Bench page, Exerciser automatically
configures and starts a Keysight U4301 PCle Gen3 Analyzer and sends the required stimulus to the
SUT (root complex). Exerciser then fetches the SUT data captured by Analyzer and analyzes the
captured trace using Analyzer's COM APIs. Based on the analysis, it passes or fails the test and
displays the test results in the Test Bench page. The overall flow of link layer tests is represented in
the following flow diagram.
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Chack whisther
Analyzes is in Yos——»  Stop the Analyzer

running state of
not?

Mo Test case fail )
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To perform link layer testing

Step 1 - Check that the prerequisites are met

Besides the U4305 Exerciser hardware and software, you need the following hardware / software
components and license for these tests.

U4301 PCie Gen 3 Analyzer
U4305-EXS3 license
Keysight Logic and Protocol Analyzer software version 6.1 or higher

Ensure that the Exerciser and Analyzer are connected to allow Exerciser to use the SUT data
captured by the Analyzer.

If connected, Exerciser automatically configures, runs, and stops the Analyzer when executing
link layer tests. This also includes automatic configuration of the Analyzer's trigger setup and
Analyzer's link width as per the active link width of Exerciser.

If Exerciser is not connected to Analyzer while running the tests, the initialization script fails
and the test execution is stopped.

Step 2 - Prepare the root complex (SUT) for link layer tests

If you plan to enable AER check for link layer testing, then prepare the SUT for AER verification as
follows before starting the tests. Refer to the AER check in the next step to know more.

If AER check is enabled for the link layer tests in the Test Bench page, it is mandatory that
whenever the SUT detects any change in the status registers, it sends Memory Write packets with
contents of changed status registers at a pre-defined address. Exerciser checks for these packets
in the captured trace to verify whether or not any error status bit is set in the SUT's AER capability
structure.

Some link layer tests expect the presence of these Memory Write packets from SUT if AER check
is enabled. This is to verify if the appropriate status bit is set in the appropriate AER status
register. If these packets are not found in the captured trace, the test case fails.

The SUT must clear all its Error status bits internally as soon as it sends Memory Write packets.
This ensures that all error status bits are cleared before the next test starts.

Step 3 - Configure the Exerciser GUI for running link layer tests

1

o M~ W N

In the Link Settings tab of the General Settings page, ensure that the Session Type is set to To
Upstream. This indicates that you have configured Exerciser to act as an endpoint when
performing link layer testing.

Click the Test Bench icon from the Navigation bar to access the Test Bench page.
In the Setup tab, expand the PCI Express test group displayed on the left.

Expand the Keysight Contributions subgroup displayed under the PCI Express group.
Expand the Link Layer (for RC DUT) group to view the available link layer tests.
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6

In the Settings pane on the right, configure how you want to run the link layer tests. For these

tests, following settings are available in the Settings pane.
a Select the initialization script that you want to use for the tests. The default script used on

selecting the Use auto option is /nitPCle_LinkLayerForRC.tcl available at C:\Program Files
(x86)\Keysight\SPT\PCIEExerciserGen3\8.78 Release\TestBench\PCIExpress\Library\Link
Layer for RC.

b From the Analyzer Setup groupbox, select the option that matches your U4301 PCle Analyzer

link setup for capturing root complex data. You can either use a U4301 Analyzer in a x1-x16
unidirectional mode or a x1-x8 bidirectional mode.

¢ In the Test Packets Address section, specify the memory address of the SUT where you want the

Exerciser to send the MRDs (Memory Read packets).

Test Packets Address
Memory address to send test packets(Hex): | 0000000000100000

d Choose to enable or disable the AER Check. By default, it is disabled.

If you enable AER Check, Exerciser requires SUT to send MWRs (Memory Write packets)
whenever the SUT detects a change in the status register(s) while a test is running. These
MWRs should have the contents of the changed registers as payload. Each MWR packet
can contain exactly one DW of payload which is the contents of a register in SUT's AER
capability. For each status register that logged an error bit, SUT has to send an MWR.
SUT has to send these MWRSs to the base address where AER capability is mapped to plus
the byte offset of the register whose contents are carried in the MWR. You select this
Decoder Base Address Register in the AER base mapped to BAR drop-down listbox (refer to
the next step in this procedure).

The AER base mapped to BAR drop-down listbox would display one or all the decoder BAR
options depending on your selection of decoder BARs under Decoder Settings section in
Decoder page. Refer to “Configuring Decoder Settings" on page 124 for more details on
selecting the decoder BARs.

If you do not enable AER check, Exerciser does not expect the SUT to send MWR packets
for the changes in the status registers. Exerciser, therefore, does not analyze the captured
data for these MWR packets.

NOTE: For some tests such as Completion Timer function as timeout, it is mandatory to
enable the AER check otherwise, the test execution fails with a warning that the AER
check is disabled.

From the AER base mapped to BAR drop-down listbox, select the decoder BAR to which AER

capability’s first register (cap id, next pointer) is mapped. Subsequent registers in the AER
capability are mapped to the corresponding byte offset from this base address of the decoder.

Using this address as the base address, the SUT sends the MWRs needed for AER verification
(refer to the previous step in this procedure).

This drop-down option is disabled if you have not selected the Enable AER Check checkbox.
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8 Select the default or the customized analyzer configuration file by clicking the Use Default or Use
Custom options respectively in the Configuration ALA File section. By default, the Use Default option
is selected.

- The default .ala file is available at C:\Program Files (x86)\Keysight\SPT\PCIEExerciserGen3\
8.78 Release\TestBench\PClExpress\Library\Link Layer for RC location. The default .ala file
contains the pre-defined basic analyzer settings such as the “Direction”, “Packet”, “Sequence
Number”, “Tag”, “Address” and “Payload” columns.

Configuraticn ALA File
@ Use Default ) Use custom

ALA File: | C\Program Files (x86)\Keysight\SPT\PCIEExerciserGen3\8.78 Release\TestB:

By default, the ConfigX8.ala file is selected, if you are using the x8 Bidirectional Analyzer
setup. If you are using the x76 Unidirectional Analyzer setup, the ConfigX16.ala file is selected
by default.

You can customize the default .ala file as required and save the settings on your local device. It
is recommended that this file is created by making a copy of the default .ala file and then
customizing as required. You can then load and use this .ala file by clicking Use custom.

When using the Use custom option, ensure that the selected analyzer configuration file contains
the “Direction”, “Packet”, “Sequence Number”, “Tag”, “Address” and “Payload” columns.

9 Select the check-boxes displayed with each of the link layer test(s) that you want to run.

Step 4 - Ensure that the test prerequisites are met

If a test has any prerequisites, these are listed in the Description tab (right pane of the Test Bench
page) when you select that test. Ensure that these pre-requisites are met while the test is running.

Step 5 - Run the selected test(s)

Click Start to initiate the execution of the selected test(s).
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Link Layer Test Results

In the Log pane of the Test Bench page, Exerciser displays the test steps that are being carried out
while executing a test and the test results (passed, failed, or passed with warnings). The following
screen displays the results on running all the link layer tests.

Test Bench

Setup =
Test Selection
fd X de B

b ] B3 NVM Express
4 [l [] PCI Express
4 [H D Keysight Contributions

Link Layer (for RC DUT) Settings
’ Initialization Script

@ Use auto ) Use custom

Script File: | C\Program Files (xB6)\Keysight\SPT

Start

[ 3 L1 Substate
“ Analyzer Setup AER Check
@ xB Bidirectional Enable AER Check

) %16 Unidirectional AER base mapped tc

Description  [[#sls]2

Test 4 - Verifies retransmission of un-ACK-ed packets by tim

Procedure and Expected Results:

& E8 EN N £ £N BN [N £ £ (N N (N (N
1 i o i o o i o o g g

1. Load the trigger file and run the analyzer. Trigger is s

[«

El Completion Timer functicn on timeout

b [C] [ RAS Tests
OEa

I User Tests

2. Program Exerciser NOT to send ACK for any TLP rece

CAProgram Files (x86)\Keysight\SPT\PCIEExerciserGen3\8.78 Release!

LE®
Hunning Frotocol Analyzer...
Sending a single memory read packet
Stopping Protoccol analyzer...
Trigger i3 set on memory read pecket
Successful completion received for above sent memory read packet
Completicns received have the szame TRE values as of Memory read packet

Tezt case passed.

—————— Completicn Timer functicn on timecut.tcl started at 2%-Jul-2015 11:45%:59 —————
Connecting to Protocol Analyzer...
Protocol Analyzer is online
Loading trigger file
Enabling discard completion
Bunning Protocol Analyzer...
Stopping Protocol analyzer...
Disabling discard completion
SUT behavior cannct be verified bkecause RER check is disabled

Test case passed but with warnings.
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To create a user-defined link layer test

Besides using Keysight Contributed link layer tests, you can also create your own customized link
layer tests. You can either create a copy of a Keysight Contributed link layer test and customize it or
create a new test case. The following procedure describes how to create a new link layer test.

1 Inthe Test Bench page, right-click the Link Layer (for RC DUT) folder and then select New user test
case from the right-click menu.

An empty test case is created under the User Tests folder.

2 By default, the Use auto option is selected for the initialization script to be used for the test. This
option uses the InitPCle_LinkLayerForRC.tcl available at C:\Program Files (x86)\Keysight\SPT\
PCIEExerciserGen3\8.78 Release\TestBench\PCIExpress\Library\Link Layer for RC. If needed,
you can use your own custom script. The initialization script is needed to perform the following
mandatory tasks:

a Instantiate the Analyzer and connect to it using Analyzer COM APIs.
b Load the Analyzer configuration file.
c Set the Analyzer's capture link width as per the Exerciser’s link width.

3 Add code in the test case to start the Analyzer, generate stimulus and error scenarios (if any)
using the Exerciser, and make the test case pass / fail decision based on data captured by the
Analyzer. Primarily, the test case code should perform the following steps.

a Connects to the protocol Analyzer instance using Analyzer COM APIs.

Checks whether or not the Analyzer is online. The test should fail if Analyzer is offline.
Stops the Analyzer if it is already in the running state.

Loads the Analyzer trigger file.

Runs the Protocol Analyzer.

Starts stimulus from Exerciser.

Stops Protocol Analyzer.

Analyzes the captured trace using Analyzer's COM API.

Checks whether or not the captured data meets the test case pass criteria. Based on the
results, passes or fails the test.

oQ h O Q O T

You can refer to the sample test case DUT ignores values in DLLP reserved fields.tcl for
sample code and APl names. This sample test file is available at:

C:\Program Files (x86)\Keysight\SPT\PCIEExerciserGen3\8.78 Release\TestBench\
PCIExpress\Keysight Contributions\Link Layer for RC

To find information on the Analyzer's COM APIs, refer to the COM Automation online help.
This online help is available with the Keysight Logic and Protocol Analyzer software used to
configure and control the Analyzer.

4 Execute the test case to verify if it works as per your requirements.
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15  Protocol Exerciser GUI
Reference

Dialog Boxes / 264
Menus / 281
Windows / 283

This chapter provides description of each field, menu option, and toolbar option available in various
windows and dialog boxes of the Protocol Exerciser GUI.
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Dialog Boxes

Initialize Admin Queues dialog box

To access this dialog: Select NVM Express > Initialize Admin Queues. If you do not see the Initialize Admin
Queues button, then it indicates that the Admin queues have been initialized or a prerequisite is not
met due to which some other warning is displayed in this tab.

Initialize Admin Queues

— Submizzion Hueue Settings — Completion Queue Settings
Decoder; IDE::::u:Ier -BAR 0 j Decader: IDE::::u:Ier -BAR O j
Page Mumnber: IPage 1] j Page Mumnber: IPage ] j
Data Memory Address: =0 Data Memom Address: (2000
Phyzical kMemary Address: D2000000000000000 Phyzical kMemary Address: Tx2000000000002000
Queue Size (4505) = Queue Size (4COS) =

Mote: On clicking the OK button, the following actions will be performed:
- Controller will be dizabled

- 1/0 Submizzion Queue Entry Size [I0SAES] will be zet to 64 bytes

- 1/0 Completion Queue Entry Size [IOCAES] will be set to 16 bytes

- Admin Submizzion Queue Baze [ASOB] will be imtialized

- Admin Completion Queue Baze [ACAB] will be initialized

- Admin Submizsion Queue Size [AS505] will be initialized
- Admin Completion Queue Size [ACAS] will be initialized

- Controller will be enabled
(] I Cancel Help

To know more about initializing admin queues, refer to the topic “Step 5 - Initialize the Admin Submission
and Completion Queues" on page 197.

Field Description

Submission Queue Settings - This group box provides options to configure settings for the initialization of the Admin submission queue.

&

Decoder Displays the list of Exerciser decoders that you configured for NVMe using the Decoder page of the GUI. From this list,
select a decoder that you want to use for the Admin submission queue.
It is recommended that you note down the decoder used for the queue in the Decoder mapping sheet to avoid
overlapping or overwriting to the data memory areas.

Page Number Displays the page offsets within the selected decoder. Exerciser automatically detects the number of pages supported by
the selected decoder. From these pages, select the page that you want to allocate to the Admin submission queue.
It is recommended that you note down the decoder's page used for the queue in the Decoder mapping sheet to avoid
overlapping or overwriting to the data memory areas.

Data Memory Address Based on the decoder and page number that you selected for the queue, Exerciser automatically displays the Data
Memory address applicable for the queue. To display this address, it uses the mapping between the data memory
address and physical memory address that you specified while configuring the decoder.

Physical Memory Address Based on the decoder and page number that you selected for the queue, Exerciser automatically displays the Physical
Memory address applicable for the queue. To display this address, it uses the mapping between the data memory
address and physical memory address that you specified while configuring the decoder.

264 Keysight Protocol Exerciser for PCI Express User Guide



Protocol Exerciser GUI Reference 15

Field Description

Queue Size Select the size for the Admin submission queue. The queue is created with the N+1 size where N is the specified size of
queue. For instance, if you specified 15 as the size of the queue, then the queue can take commands from 0 to 15 making
the actual size of the queue as 16.

Completion Queue Settings - This group box provides options to configure settings for the initialization of the Admin completion queue.

Decoder Displays the list of Exerciser decoders that you configured for NVMe using the Decoder page of the GUI. From this list,
select a decoder that you want to use for the Admin completion queue.
It is recommended that you note down the decoder used for the queue in the Decoder mapping sheet to avoid
overlapping or overwriting to the data memory areas.

Page Number Displays the number of pages for the selected decoder. Exerciser automatically detects the number of pages supported
by the selected decoder. From these pages, select the page that you want to allocate to the Admin submission queue.
It is recommended that you note down the decoder's page used for the queue in the Decoder mapping sheet to avoid
overlapping or overwriting to the data memory areas.

Data Memory Address Based on the decoder and page number that you selected for the queue, Exerciser automatically displays the Data
Memory address applicable for the queue. To display this address, it uses the mapping between the data memory
address and physical memory address that you specified while configuring the decoder.

Physical Memory Address Based on the decoder and page number that you selected for the queue, Exerciser automatically displays the Physical
Memory address applicable for the queue. To display this address, it uses the mapping between the data memory
address and physical memory address that you specified while configuring the decoder.

Queue Size Select the size for the Admin completion queue. The queue is created with the N+1 size where N is the specified size of
queue. For instance, if you specified 15 as the size of the queue, then the queue can take completions from 0 to 15
making the actual size of the queue as 16.

Create New PRP List dialog box

You use this dialog box to create a new PRP list that can be used for data transfers to and from
system memory in commands that Exerciser submits to an NVMe DUT. This dialog box is accessible
only when Exerciser is emulating an NVMe root complex.

B Create New PRP List
Decoder: IDECDdE[ -BAR 4 j
Fage Mumber: IF"age N j
D ata Memary Address: (30000

Phyzical Memory Addrezs: x4 000000000000000

Mumber of Entries: I 10 3:
k. I Cancel | Help |

.

To access this dialog: Click the button in the PRP tab of the NVM Express page.

To know more about PRP lists and PRP entries and how to use these in NVMe commands sent to
DUT, refer to the topic “Creating and Using a PRP List" on page 204.
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Field Description

Decoder Displays the list of decoders that you configured using the Decoder Settings page. Select a Decoder that you want Exerciser to
use for the PRP list. The physical memory address and internal data memory address mapping of the selected decoder is then
used for the PRP list. It is recommended that you note down the decoder used for the PRP list in the Decoder mapping sheet to
avoid overlapping or overwriting to the data memory areas.

Page Number Displays the page offsets within the selected decoder. Exerciser automatically detects the number of pages supported by the
selected decoder. From these pages, select the page offset for the PRP list.
It is recommended that you note down the decoder's page used for the PRP list in the Decoder mapping sheet to avoid
overlapping or overwriting to the data memory areas.

Data Memory Address Based on the decoder and page number that you selected for the PRP list, Exerciser automatically displays the Data Memory
address applicable for the PRP list. To display this address, it uses the mapping between the data memory address and physical
memory address that you specified while configuring the decoder.

Physical Memory Address Based on the decoder and page number that you selected for the PRP list, Exerciser automatically displays the Physical Memory
address applicable for the PRP list. To display this address, it uses the mapping between the data memory address and physical
memory address that you specified while configuring the decoder.

Number of Entries Specify the number of PRP entries that the list should contain.

Create New SGL List dialog box

You use this dialog box to create a new SGL list that can be used for data transfers to and from
system memory in commands that Exerciser submits to an NVMe DUT. This dialog box is accessible
only when Exerciser is emulating an NVMe root complex.

o2 Create New SGL List (=)
Decoder: |Dec:-der -BAR 4 LI
DOlffset: 03000  Hexw E|
D1 ata Memom Addiess: Ds33000
Fhpsical Memory Address. x4 000000000003000
MNumber of Descrptars: ho =
oF. I Cancal | Help |
.

To access this dialog: Click the _1 button in the SGL tab of the NVM Express page.

To know more about SGL lists, SGL Segment and Descriptor and how to use these in NVMe
commands sent to DUT, refer to the topic “Creating and Using a SGL List" on page 208.
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Field Description

Decoder

Offset

Data Memory Address

Physical Memory Address

Number of Descriptors

Displays the list of decoders that you configured using the Decoder Settings page. Select a Decoder that you want Exerciser to
use for the SGL list. The physical memory address and internal data memory address mapping of the selected decoder is then
used for the SGL list. It is recommended that you note down the decoder used for the SGL list in the Decoder mapping sheet to
avoid overlapping or overwriting to the data memory areas.

Select an offset within the selected decoder that you want to use with the descriptor.
It is recommended that you note down the decoder's page used for the SGL list in the Decoder mapping sheet to avoid
overlapping or overwriting to the data memory areas.

Offset that you selected for the SGL list, Exerciser automatically displays the Data Memory address applicable for the SGL list.
To display this address, it uses the mapping between the data memory address and physical memory address that you specified
while configuring the decoder.

Offset that you selected for the SGL list, Exerciser automatically displays the Physical Memory address applicable for the SGL
list. To display this address, it uses the mapping between the data memory address and physical memory address that you
specified while configuring the decoder.

Select the number of descriptors that the first segment of the list should contain.

Edit Packet Behavior dialog box

To access this dialog: Double-click a completion behavior record in the Completion Behavior tab or
double-click a request behavior record in the Request Behavior tab of the Traffic Setup page.

This dialog box is used for editing a completion behavior or a request behavior record that you added
in the Completion Behavior tab and Request Behavior tab respectively. You can change the default
behavior of a completion or a request using this dialog box.

The dialog box displays the applicable fields and the respective value and length of these fields of the
behavior record.

The Value column also contains a drop-down list and a calculator for input assistance. The
drop-down list enables you to specify the value of fields in hexadecimal, binary, or decimal format.
Clicking the calculator for input assistance displays the Input Assistant dialog box. Here, you can
perform boolean operations over the hexadecimal, binary, and decimal values, and use the resulting
value as the new value for the corresponding packet field. The Length column displays the maximum
length of a field in bits, bytes, or DWords.

In this dialog box, there are some fields that you use to insert errors in the underlying packet such as
Payload size field. You need to set such fields in conjunction to the settings done in the Error
Insertion page so that the error insertion work effectively.

Component DL

Chunk Length of Payload

Completion Status

Read Completion Boundary

Repeat

Length of payload data of the packet in DWORDs. The maximum value that you can specify is 1024.
This field is applicable for a request behavior record only.

Select the status that will be used to specify the completion status in the response.
This is applicable only for a completion behavior record only.

Specify how many RCBs will be crossed by the completion packet that is, specify the length of the completion packet.
Valid range is 0 to 63.
This field is applicable for a completion behavior record only.

Repeat field means the number of times:

= the completion behavior record will be used repeatedly to send completion packets for TLP requests.

= the request behavior record will be used repeatedly to send TLP requests.

For instance, if the Repeat property is set to 3 for a completion behavior, then this behavior record will be used with 4
completion packets in a sequence before using the next completion behavior record.
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Component DL

Delay

Gap

TLP Digest

ECRC

LCRC

Disparity

Payload size

If you select Delay Enabled, then the completion is delayed by the delay time period that you specified for the applicable
queue in the Error Insertion page. Packets waiting behind the delayed completion in the same queue cannot pass the
delayed completion. Packets can only pass the delayed completion using the other queue.

If you select Delay Disabled, then the completion is sent within the allowed time gap as per the specifications without
causing any manual delay.

Default is Delay Disabled.

Specify the count for the gap that you want to insert between the headers of subsequent packets. The gap of the current
packet will be taken until the next packet is started.

= Select Marked Absent and Absent to clear the TLP Digest bit in the header of the packet indicating the absence of
the TLP Digest field and accordingly change the format of the packet to exclude TLP Digest.

= Select Marked Present but Missing to set the TLP Digest bit in the header of the packet indicating the presence of
the TLP Digest field. However, the format of the packet is kept unchanged for the TLP Digest to introduce an error.

= Select Marked Present and Present to set the TLP Digest bit in the header of the packet indicating the presence of
the TLP Digest field and accordingly change the format of the packet for the TLP Digest.

If you select Marked Absent and Absent or Marked Present but Missing, then the packet is sent without an ECRC.

Default is Marked Absent and Absent.

This field is displayed when you select the Marked Present and Present option for the TLP Digest field.

Select Incorrect to insert an incorrect ECRC value in the TLP Digest field at the end of the packet to introduce an ECRC
error.

Default is Correct.

Select Incorrect to insert an incorrect LCRC in the packet.
Default is Correct.

Select Incorrect to send a packet with an incorrect running disparity.

Default is Correct.

NOTE: If the link is operational at Gen3 speed, then selecting Incorrect for the Disparity field does not insert disparity
error in the packet.

Select whether the payload size of the packet should be correct or incorrect.

Exerciser calculates the incorrect payload size by adding or subtracting 1 from the correct payload size in the LEN field of
the packet. You can instruct Exerciser on whether to add or subtract 1 by specifying +1 or -1 in the Wrong Payload size
behavior section of the Error Insertions -> Request and Completion Errors tab.

Default is Correct.

TLP Poisoned Select Enabled to indicate that the TLP is poisoned.
Default is Disabled.

TLP Nullified Select Enabled to indicate that the TLP is nullified.
Default is Disabled.

Replace STP Select Enabled to ensure that the Start TLP special symbol in the packet is replaced with a specified symbol to generate
an error. You can specify this symbol with which the STP symbol should be replaced in the Replace STP with field of the
Error Insertions -> Request and Completion Errors tab.
Default is Disabled that means the STP symbol in the packet will not be replaced with any other symbol.
NOTE: If the link is operational at Gen3 speed and you enabled the Replace STP for a packet, then the STP symbol in the
packet is not replaced. Only one FCRC bit in the packet is reversed.
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Component Description

Replace END

Offset Sequence Number

Discard Completion

Select Enabled to ensure that the End special symbol in the packet is replaced with a specified symbol to generate an
error. You can specify this symbol with which the END symbol should be replaced in the Replace END with field of the
Error Insertions -> Request and Completion Errors tab.

Default is Disabled that means the END symbol in the packet will not be replaced with any other symbol.

NOTE: If the link is operational at Gen3 speed, then enabling the Replace END for a packet does not replaces the END
symbol in the packet.

Select Enabled to ensure that a specified offset is added to the sequence number of the packet to generate an incorrect
sequence number for that packet. You can specify this offset in the Sequence Number Offset field of the Error Insertions
-> Request and Completion Errors tab.

Default is Disabled that means no offset is added to the sequence number ensuring correct sequence number for the
packet.

Select Enabled to ensure that Exerciser does not send those completions to DUT for which the completion behavior
record with Enabled Discard completion setting is applicable.

1 means Enabled and 0 means Disabled.

Default is Disabled that means completions are sent to DUT.

When you save the changes made, the behavior record displays the error bits that you have enabled
in the behavior of the packet.

Edit Packet dialog box

You use this dialog box to change the default settings for a PCle packet to be sent as stimulus to

To access this dialog: Double-click the PCle packet to be edited from the Single Packet or Block
Transfers tabs of the Traffic Setup page.

Component Description

Field

Value

Length

The Field column contains the names of the fields applicable for a PCle packet. The number of fields displayed in this
column may differ for different types of packets. The fields that are displayed also depend on whether the PCle packet is
to be sent on an MR enabled or a non 10V PCle link. For instance, for a PCle packet to be sent over an MR enabled PCle
link, the fields such as Prefix tag, Global key, VL Number, and VH Number are also displayed in this column.

The Value column allows you to change the default value of a field.

This column also contains a drop-down list and a calculator for input assistance. The drop-down list enables you to
specify your inputs in hexadecimal, binary, or decimal format. Clicking the calculator for input assistance displays the
Input Assistant dialog box. Here, you can perform boolean operations over the hexadecimal, binary, and decimal values,
and use the resulting value as the new value for the corresponding packet field.

Some fields in the packet get their value depending on the value you set in the packet's behavior record. Such fields
display the value "Depends on behavior". To know how to set the behavior of a packet, refer to the Edit Packet Behavior
dialog box.

The Length column displays the maximum length of a field in bits, bytes, or DWords.
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Component DES

Write Data To This section is only applicable for a Read request packet to enable you to specify what needs to be done to the
completion data received for such a packet. This section has the following options for the completion data of a Read
request packet:

Single Packet Memory - Select this option if you want to save the completion data received for the single packet
stimulus in Single Packet Memory of the Exerciser card. This option is only available when you are sending a single
packet as stimulus using the Single Packet tab.

Discard - This option is not available in this release.

Data Comparator - Select this option if you want the completion data received for the Read request packet to be
checked algorithmically by the Payload Checker feature of Protocol Exerciser. This option is available only when you
are sending packets as a block transfer. Refer to the topic Configuring Algorithmic Payload Generation and
Verification Settings to know more about checking a payload algorithmically.

Data Memory - Select this option if you want to save the completion received for the request packet into data
memory of the Exerciser card. Selecting this option also enables the At text box, which enables you to specify the
offset of the location where the completion data should be stored in memory.

Length - The Length text box enables you to specify the length (in DWords) of the completion data to be written at
the specified memory address location if the Data Memory option is selected. If the Data Comparator option is
selected, it enables you to specify the length of the expected payload to be generated algorithmically for verification
of the completion data. The maximum value permissible in this text box is 1024 DWs for sending a single packet and
2097151 DWs for sending block transfer.

Read Data From This section is only applicable for a Write request packet to enable you to specify how the payload of such a packet
should be generated. This section has the following options for generating the payload for a Write request:

Single Packet Memory: Select this option if you want the payload data for the single packet to be read from Single
Packet Memory of the Exerciser card. This option is only available when you are sending a single packet as stimulus
using the Single Packet tab.

Data Generator: Select this option if you want the payload data for the Write request packet to be generated
algorithmically by the Payload generator feature of Protocol Exerciser. This option is available only when you are
sending packets as a block transfer. Refer to the topic Configuring Algorithmic Payload Generation and Verification
Settings to know more about generating a payload algorithmically.

Data Memory: Select this option if you want the payload data for the Write request packet to be read from the data
memory of the Exerciser card. Selecting this option also enables the At text box, which enables you to specify the
offset of the location from where the data should be read.

Length: The Length text box enables you to specify the length (in DWords) of the data that should be read from the
specified memory address location if the Data Memory option is selected. It also enables you to specify the length of
the payload to be generated algorithmically for the Write request packet if the Data Generator option is selected.

Wait/Repeat Settings The Wait/Repeat Settings section is available only for TLPs sent as block transfers (using the Block Transfers tab). This
section provides the following components:

Condition: The list provides the following options to specify a criterion for delaying or repeating the sending of the

underlying packet.

= Repeat until Pattern Matched: Select this option when you want to repeat the transmission of the underlying
packet until the enabled pattern matchers (1, 2, 3, and 4) are found in the incoming TLPs. If all pattern matchers
are disabled, then the packet will not be repeated.

= Wait for Pattern Matched: Select this option when you want to delay sending the underlying packet until all the
enabled pattern matchers (1, 2, 3, and 4) are found in the incoming TLPs. If all pattern matchers are disabled,
then the packet will not be delayed.

= Wait for Completions finished: Select this option when you want to delay the sending of the underlying packet
until all the previous outstanding requests have been completed.

= Wait for External Trigger In: Select this option when you want to delay the sending of the underlying packet until
an external trigger in signal is received. This signal is received from another test equipment on the Trigger In
Connector component of the Exerciser card.

Pattern: Provides a list of check boxes (1, 2, 3, and 4) for the four available pattern matchers. These checkboxes are

available for selection only when you select Repeat Until Pattern Matched or Wait for Pattern Matched options from

the Wait/Repeat Settings drop-down list.

Repeat Request: This text box allows you to specify how many times you want Exerciser to repeat the transmission of

the packet while sending a block of packets as stimulus.

Edit Packet dialog box (for NVMe Commands)

You use this dialog box to configure the settings for an NVMe command to be sent as a PCle packet
to DUT. This dialog box is accessible only when Exerciser is emulating an NVMe root complex.
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To access this dialog: Double-click the NVMe command (packet) to be edited from the Submission and
Completion Queues tab of the NVM Express page.

B Edit Packet

Field |TJalu.e
OpCode: Create I/0 Subnission *|[01 Hex
Fused Operation: Normal operation bt L1 Bin+
PRF or 2CGL for Data Tramsfer: Use PDRP (0}
Commatd Tdentifier: oo 0o
Namespace Identifisr: II:II:II:II:II:II:II:II:I Hex
Netadata Pointer: |nnnnnnnnnnnnnnnn Hex ~
PRP Encry 1: 00 00 00 00 00 00 00 00
Tuene Identifier: oool Hex
Tuene Size: oool Hex
-Physically Contiguous: Thysically Conticguous v ||l Hex
hasue Priority: Urgent e L [ Hex
© Completion Queue Idemcifier: [ n44 Hex

F‘FiF' Entry 1
Decoder Page Mumber [Offzet Data Mem, Address Phy. Mem. Address

Decoder-BAR D~ [EECKIN -] [000 Heav|ﬁ| 01000 0x2000000000001 000

] 8 | Cancel | Help |

Field Description

Field The Field column contains the names of the fields applicable for an NVMe command. Fields displayed for a
command are as per the NVMe specifications.
The number of fields displayed for a command may differ for different types of commands. For instance, for a
Create 1/0 Submission Queue command, the Priority field is displayed.

Value The Value column allows you to change the default value of a field.
This column also contains a drop-down list and a calculator for input assistance. The drop-down list enables you
to specify your inputs in hexadecimal, binary, or decimal format. Clicking the calculator for input assistance
displays the Input Assistant dialog box. Here, you can perform boolean operations over the hexadecimal, binary,
and decimal values, and use the resulting value as the new value for the corresponding packet field.

Length The Length column displays the maximum length of a field in bits, bytes, or DWords.
PRP Entry - This group box displays fields to allow you to set decoder and the page offset within the selected decoder to be used for the PRP entry associated with the

command.
It also provides fields to allow you to use PRP lists in a command.

Export Memory to File dialog box

To access this dialog: Select File > Export > Export Data Memory to File.
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Component Description

File Name The File Name text box allows you to specify the complete path and name of the file, to which you want to export
the data memory contents.
You can also browse to the location where you want to save the data using the Browse command button, which is
right-adjacent to the text box.

Start Address The Start Address text box allows you to specify the start address of the range of the memory location addresses,
whose data memory contents you want to export.
There is a drop-down list and a calculator for input assistance in specifying the start address. The drop-down list
allows you to specify the start address in hexadecimal, binary, or decimal format. Clicking the calculator for input
assistance displays the Input Assistant dialog box. Here, you can perform boolean operations over the
hexadecimal, binary, and decimal values, and use the resulting value as the new value for the start address.

Stop Address The Stop Address text box allows you to specify the stop address of the range of the memory location addresses,
whose data memory contents you want to export. There is a drop-down list and a calculator for input assistance in
specifying the stop address. The drop-down list allows you to specify the stop address in hexadecimal, binary, or
decimal format. Clicking the calculator for input assistance displays the Input Assistant dialog box. Here, you can
perform boolean operations over the hexadecimal, binary, and decimal values, and use the resulting value as the
new value for the stop address.

Find in Memory dialog box

To access this dialog: Select Edit > Find in Data Memory.

Component Description

Number of Bytes to find The Number of Bytes to find drop-down list provides the options to specify the number of bytes you want to find.

Data to find The Data to find section provides the following components:
= Data: The Data column allows you to type the data memory content that you want to find.
= ASCII: The ASCII column displays the ASCII representation of the data in the Data column.

Find Click Find to jump to the first occurrence of the data you are trying to find in the data memory.

Find Next Click Find Next to the next occurrence of the data you are trying to find in the data memory.

Goto Address dialog box

To access this dialog: Select Edit > Goto Data Memory Address.

Component DL

Goto Address The Goto Address text box allows you to specify the data memory address, to which you want to jump.
There is a drop-down list and a calculator for input assistance in specifying the desired memory address. The
drop-down list allows you to specify the memory address in hexadecimal, binary, or decimal format. Clicking the
calculator for input assistance displays the Input Assistant dialog box. Here, you can perform boolean operations
over the hexadecimal, binary, and decimal values, and use the resulting value as the new value for the desired
data memory address.

Import Memory from File dialog box

To access this dialog: Select File > Import > Import Data Memory from File.
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Component Description

File Name The File Name text box allows you to specify the complete path and name of the file, from which you want to import the
data memory contents.
You can also browse to the location of the file, and select it to import using the Browse command button.

Start Address The Start Address text box allows you to specify the start address of the range of the memory location addresses, whose
data memory contents you want to import. There is a drop-down list and a calculator for input assistance in specifying
the start address. The drop-down list allows you to specify the start address in hexadecimal, binary, or decimal format.
Clicking the calculator for input assistance displays the Input Assistant dialog box. Here, you can perform boolean
operations over the hexadecimal, binary, and decimal values, and use the resulting value as the new value for the start
address.

Stop Address The Stop Address text box allows you to specify the stop address of the range of the memory location addresses, whose
data memory contents you want to import.
There is a drop-down list and a calculator for input assistance in specifying the stop address. The drop-down list allows
you to specify the stop address in hexadecimal, binary, or decimal format. Clicking the calculator for input assistance
displays the Input Assistant dialog box. Here, you can perform boolean operations over the hexadecimal, binary, and
decimal values, and use the resulting value as the new value for the stop address.

Initialize Memory dialog box

To access this dialog: Select Action > Initialize Data Memory.

Component Description

Fill Type The Fill Type drop-down list provides the following options to fill the data memory contents:

= Initialize: Select this option when you want to initialize the memory contents of a specified range of memory
addresses with a particular value.

= Increment: Select this option when you want to initialize the memory contents of a specified range of memory
addresses with incremental values. In this case, you initialize the starting address with a start value, and then
increments the value for every next memory location till it reaches to the end of the range.

= Pattern: Select this option when you want to initialize the memory contents of a specified range of memory addresses
in a particular data pattern.

Start Address The Start Address text box is used to specify the starting address of the range of data memory locations that you want to
initialize.

Stop Address The Stop Address text box is used to specify the end address of the range of data memory locations that you want to
initialize.

Value The Value text box is used specify the value to initialize the range of data memory locations that you specified in the Start

Address and Stop Address text boxes.
The Value text box is available only when you select the Initialize option in the Fill Type drop-down list.

Start Value The Start Value text box is used to specify the value to initialize the data memory address location that you specified in
the Start Address text box.
The Start Value text box is available only when you select the Increment option in the Fill Type drop-down list.

Increment by The Increment By text box is used to specify the incremental value, which increments the value specified in the Start
Value text box, for every memory location greater than the one specified in Start Address, but smaller than or equal to the
one specified in Stop Address.

The Increment By text box is available only when you select the Increment option in the Fill Type drop-down list.

Pattern 1 The Pattern 1 text box is used to specify the value to initialize all the odd numbered DWords, suchas 1, 3,5,7,9, 11, and
so on. This text box is displayed on when you select the Pattern option in the Fill Type drop-down list.

Pattern 2 The Pattern 2 text box is used to specify the value to initialize all the even numbered DWords, such as 2, 4, 6, 8, 10, 12,
and so on. This text box is displayed on when you select the Pattern option in the Fill Type drop-down list.
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Log Window Dialog Box

This dialog box logs all API calls initiated through the Exerciser GUI. Note that the following API calls

are NOT logged:
Calls initiated through PTC, LTSSM, or NVMe Conformance test suite.
Calls initiated through GUI updates due to events from embedded/host.

Click the Show Log Window option from the Action menu to access this dialog box. You can keep this
dialog box open or close it while working on the Exerciser GUI. Closing the dialog box does not
impact API logging.

The screen below shows API calls logged in the Log Window dialog box.
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You can view and save these API logs in the following formats:

Tel
C#
C++

Python

Plain Text

You can switch between these formats using the options available in the dialog box.

If you saved an API log in TCL, C#, C++, or Python, then such files can be executed later to execute
the API calls initiated by the GUI. If you want to introduce delays or other checks in such API calls
execution, then you need to edit the saved script file.
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To set-up Python API for Exerciser, refer to the ReadMe document located in C:\ProgramFiles (x86)\
Keysight\SPT\PCIEExerciserGen3\8.74 Release\Samples\Python

To run an API log file saved in C# format

1
2
3

5
6

Create a new C# project in Visual Studio.
Add the saved API log file to the created project.

Copy the files Mod uleManager.cs and TestSession.cs from "C:\Program Files (x86)\Keysight\SPT\
PCIEExerciserGen3\8.74 Release\Samples\CSharp\SendTLP" and add to the project.

Add Reference to Interop.AgtPCIE, Interop.AgtResourceManagerlib, Interop.AgtSessionPlatform
and Interop.AgtSptControl files in the project. These files are available at:

"C:\Program Files (x86)\Keysight\SPT\PCIEExerciserGen3\8.74 Release\bin" location.
Compile the solution to verify that it does not contain any errors.
Press F5 to run the project.

To run an API log file saved in the C++ format

1
2
3

Create a new C++ project in Visual Studio.
Add the saved API log file to the created project.

Copy the files PCleExerciser.h and PCleExerciser.cpp from "C:\Program Files (x86)\Keysight\SPT\
PCIEExerciserGen3\8.74 Release\Samples\dcom\SendTlp" and add to the project.

Go to project Properties > Configuration Properties > C/C++ > General and modify "Additional
Include Directories" property to include "C:\Program Files (x86)\Keysight\SPT\
PCIEExerciserGen3\8.74 Release\bin".

Compile the solution to verify that it does not contain any errors.
Press Fb to run the project.

Open dialog box

To access this dialog: Select File > Open. Select the file to open. Then, click Open.

Component Description

Load following items

Description of file

The Load following items list box provides you an expandable/collapsible check box list of exerciser settings.
Here, select only those settings that you want to load from the *.exs file.

The Description of file text box displays a brief description of the setup file, if exists.

Port Selection dialog box

Component Description

Module

Type

# Ports

The Module column provides a list of modules in the form of check boxes. These check
boxes are organized under the expandable list of chassis to which they belong. Here,
select a module on which you want to start a new session.

A module, which is already associated with a session, appears disabled.

The Type column shows the link width along with the speed of the port, such as 5.0Gb/s or 2.5Gb/s, at which it
operates.

The # Ports column displays the number of ports available for each module.
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Component Description

License The License column displays the license details of each module.

Status The Status column displays the status of each module. This column displays the following

messages:
= Rebooting: This message indicates that the serial I/0 module is restarting.
= Ready: This message indicates that you can now add port to the session.

= Session_Name: Session_Name is the name of the session. This message indicates that the Session_Name
session is now connected with the port.

Select Ports to use Select the port to use from the Select Ports to use list box.
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Preferences dialog box

Request Settings

Behavior Settings (Single
Packet)

To access this dialog: Select View > Preferences.

Component Description

These settings are applicable for the TLP requests that you add to the Block Transfers and Single Packet tabs of the Traffic Setup
page. These settings are grouped under the following three categories:

General - You can select the Enable line wrap checkbox to display the packet contents in multiple lines in the configuration
area without extending the display to the right.

Collapsed View - The Collapsed View enables you to specify the fields and the order in which these fields should be displayed
when a TLP request is in a collapsed form in the configuration area. The Available fields list displays all the fields that you can
add for a TLP request. The Displayed fields list displays all the fields that are displayed in the configuration area for a TLP
request. You can move a field from the Available fields list to Displayed Fields list using the displayed Arrow key buttons.
Expanded View - The Expanded View enables you to specify the fields and the order in which these fields should be displayed
when a TLP request is in an expanded form in the configuration area. The Available fields list displays all the fields that are
displayed for a TLP request. The Hidden fields list displays all the fields that are not displayed in the configuration area. You
can move a field from the Available fields list to Hidden Fields list using the displayed Arrow key buttons.

Colors - Enables you to specify color schemes for different packet types displayed in the Configuration area. This helps you to
set separate colors for each packet type to easily recognize these in the Configuration area.

These settings are applicable for the behavior records that are added to the Traffic Setup -> Single Packet tab for sending a single
packet as stimulus. These settings are grouped under the following three categories:

General - You can select the Enable line wrap checkbox to display the packet contents in multiple lines in the configuration
area without extending the display to the right.

Collapsed View - The Collapsed View enables you to specify the fields and the order in which these fields should be displayed
when the request behavior is in a collapsed form in the configuration area. The Available fields list displays all the fields that
you can add for request behaviors. The Displayed fields list displays all the fields that are displayed in the configuration area
for a request behavior. You can move a field from the Available fields list to Displayed Fields list using the displayed Arrow key
buttons.

Expanded View - The Expanded View enables you to specify the fields and the order in which these fields should be displayed
when the request behavior is in an expanded form in the configuration area. The Available fields list displays all the fields that
are displayed for request behaviors. The Hidden fields list displays all the fields that are not displayed in the configuration
area. You can move a field from the Available fields list to Hidden Fields list using the displayed Arrow key buttons.
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Component Description

These settings are applicable for the behavior records that you add to the Traffic Setup -> Block Transfers tab for the TLP requests.
These settings are grouped under the following three categories:

Behavior Settings (Block
Transfer)

Completion Behavior Settings

NVM Express

General - You can select the Enable line wrap checkbox to display the packet contents in multiple lines in the configuration
area without extending the display to the right.

Collapsed View - The Collapsed View enables you to specify the fields and the order in which these fields should be displayed
when the request behavior is in a collapsed form in the configuration area. The Available fields list displays all the fields that
you can add for request behaviors. The Displayed fields list displays all the fields that are displayed in the configuration area
for a request behavior. You can move a field from the Available fields list to Displayed Fields list using the displayed Arrow key
buttons.

Expanded View - The Expanded View enables you to specify the fields and the order in which these fields should be displayed
when the request behavior is in an expanded form in the configuration area. The Available fields list displays all the fields that
are displayed for request behaviors. The Hidden fields list displays all the fields that are not displayed in the configuration
area. You can move a field from the Available fields list to Hidden Fields list using the displayed Arrow key buttons.

These settings are applicable for the completion behavior records that you add to the Traffic Setup -> Completion Behavior tab.
These settings are grouped under the following three categories:

General - You can select the Enable line wrap checkbox to display the packet contents in multiple lines in the configuration
area without extending the display to the right.

Collapsed View - The Collapsed View enables you to specify the fields and the order in which these fields should be displayed
when the completion behavior is in a collapsed form in the configuration area. The Available fields list displays all the fields
that you can add for completion behaviors. The Displayed fields list displays all the fields that are displayed in the
configuration area. You can move a field from the Available fields list to Displayed Fields list using the displayed Arrow key
buttons.

Expanded View - The Expanded View enables you to specify the fields and the order in which these fields should be displayed
when the completion behavior is in an expanded form in the configuration area. The Available fields list displays all the fields
that are displayed for completion behaviors. The Hidden fields list displays all the fields that are not displayed in the
configuration area. You can move a field from the Available fields list to Hidden Fields list using the displayed Arrow key
buttons.

These settings are applicable for the NVMe submission and completion queue records displayed in the Submission and
Completion Queues tab. These settings are relevant when Exerciser works in the NVMe mode. These settings are grouped under the
following three categories:

General - You can select the Enable line wrap checkbox to display the packet contents in multiple lines in the configuration
area without extending the display to the right.

Collapsed View - The Collapsed View enables you to specify the fields and the order in which these fields should be displayed
when a submission / completion is in a collapsed form. The Available fields list displays all the fields that you can add for
submission/completion records. The Displayed fields list displays all the fields that are displayed in the collapsed view in the
Submission and Completion Queues tab. You can move a field from the Available fields list to Displayed Fields list using the
displayed Arrow key buttons.

Expanded View - The Expanded View enables you to specify the fields and the order in which these fields should be displayed
when a submission / completion is in an expanded form. The Available fields list displays all the fields that are displayed for
submission/completion records. The Hidden fields list displays all the fields that are not displayed in the expanded form. You
can move a field from the Available fields list to Hidden Fields list using the displayed Arrow key buttons.

Colors - Enables you to specify color schemes for different types of submission/completion records displayed in the
Submission and Completion Queues tab. This helps you to easily recognize different types of submission/completion records.

Save dialog box

To access this dialog: Select File > Save.

Component Description

Save following items

Description for Setup file

The Save following items list box provides you an expandable/collapsible check box list of exerciser settings.
Here, select only those settings that you want to save in the *.exs file for later use.

The Description for Setup file text box allows you to specify a brief description for the setup file.

Select type of connection dialog box
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To access this dialog: Click Start > Programs > Keysight SPT > PCle Exerciser 8.2 Release > Exerciser GUI.

Keysight Protocol Exerciser for PCI Express User Guide



Protocol Exerciser GUI Reference 15

Component Description

Connect to existing session Select Connect to existing session if you want to use an existing session of Protocol Exerciser on a known server.
The existing session can be either initiated by the API or by another GUI since multiple GUIs can share the same
session.

Connect to new session Select Connect to new session if you want to create a new Protocol Exerciser session on a known server.

Offline mode Select Offline mode if you want to access the Protocol Exerciser GUI without connecting to the hardware.

Server Specifies the name or IP address of the server, where you want to start a new or join an existing Protocol Exerciser

session. Its default value is localhost.

Get session list Click Get session list to retrieve a list of existing Protocol Exerciser sessions from the server you specified in the
Server text box. This button works only if you have selected the Connect to existing session option.

Session list Displays a list of sessions existing on the server you specified in the Server text field.
Start Click Start to start a new Protocol Exerciser instance.
Exit Click Exit to close the dialog box without starting the Protocol Exerciser application.

Software Package Management dialog box

To access this dialog: Click File > Software Packages.

X

B Software Package Management

Inztalled Software Packages
Ewercizer zoftware license for PCle 8Gbps

S

LTS5M zaftware license il

Tranzaction layer end-to-end cyclic redundancy check [ECRC] zoftware licenze

Software licenze to enable five funchions far uge with MBIDY, SRI0Y and PCle Gen 3

kulti Boat | /0 Yirtualization software license

Single Roat [/0 Yirtualization software licenze =
W

MHew Software Package

Select Package: | bulti Boat 10 Yirtualization software license

Enter Licensze Kew: | |

Apply ] [ Cloze ] [ Help
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Component Description

Installed Software The Installed Software Packages section displays a list of currently installed software packages.

Packages

New Software Packages The New Software Packages section provides the following components:
= Select Package: Click the Select Package drop-down list to select a new software to be installed. In this release, the following
licensed software options are available:

Exerciser board x1 for PCle 8Gbps

Exerciser board x2 for PCle 8Gbps

Exerciser board x4 for PCle 8Gbps

Exerciser board x8 for PCle 8Gbps

Exerciser board x16 for PCle 8Gbps

Exerciser software license for PCle 8Gbps

LTSSM software license - This license adds LTSSM functionality to Exerciser. With this license, Exerciser can function as an
LTSSM for thorough link testing and exchanging training sequences with DUT.

Transaction layer end-to-end cyclic redundancy check (ECRC) software license - With this license, you get ECRC support. Using
this license, you can also perform ECRC error checking in the received TLPs and ECRC error insertion in the transmitted TLPs.
Protocol Test Card 3.0 software license

Multi Root I/0 Virtualization software license (U4305A-025) - This license adds MRIOV capabilities to Exerciser at Gen1, Gen2,
and Gen3 speed. Requires Exerciser software license for PCle 8Gbps.

Single Root 1/0 Virtualization software license (U4305A-026) - This license adds SRIOV capabilities to Exerciser at Gen1, Gen2,
and Gen3 speed. Requires Exerciser software license for PCle 8Gbps.

Software license to enable five functions for use with MRIOV, SRIOV, and PCle Gen3 - This license provides the additional two
physical functions for Exerciser making it a total of five physical functions. The additional functions are supported across all the
three configurations (non 10V, SRIOV, and MRIQV) of Exerciser.

= Enter License Key: Type the license key of the software that you selected in the Select Package drop-down list.
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The following is a brief description of the Action menu commands.

Menu command DL

Link Up

Initiate Speed change
Initiate Retrain Link

Disable Exerciser Transmitter

Reload Data Memory

Start all Functions

Start Individual Functions

Stop all Functions
Stop Individual Functions

Initialize Data Memory

Send Single Packet

Performs a Link-Up between Protocol Exerciser and DUT as per the configured link and lane settings.
Initiates speed change to the highest data rate advertised by both the link partners during link training.
Retrains the Link.

Disables the transmission from Exerciser.

Reloads the contents of the Data Memory of Exerciser. This option refreshes the Data column in the Data Memory
-> Edit Memory tab with the most recent values from the data memory.

Starts the transmission of stimulus from Exerciser to DUT as per the configured block of packets added across the
supported functions.

Sends the block of packets that you added to the selected function as stimulus to DUT. Packets that you add to
other functions are not transmitted in this case.

Stops the transmission of stimulus from Exerciser to DUT for all the supported functions.
Stops the transmission of stimulus from Exerciser to DUT for the packets added to the selected function.

Initializes the entire data memory or a specific range of data memory addresses with the value specified in the
Initialize Memory dialog box.

Sends a single TLP packet as stimulus to DUT as per the packet and its request behavior configured in the Traffic
Setup -> Send Single Packet tab.

Edit Menu

The following is a brief description of the Edit menu commands.

Menu command DL

Find in Data Memory

Goto Data Memory Address

Allows finding the occurrences of a specified pattern in the Exerciser's Data Memory. The option is enabled only in
the Data Memory page of the GUL.

This option displays the occurrences of the specified pattern in the Data column of the Edit Memory tab of the
Data Memory page.

Allows you to go to a specified memory address of the Exerciser Data Memory.

This option is enabled only in the Data Memory page of the GUI. The Edit Memory tab in this page displays the
Address, Data, and ASCII representations of the contents of Data Memory. The Goto Data Memory Address option
moves the cursor to the specified memory address in the Edit Memory tab.

File Menu

The following is a brief description of the File menu commands.
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Menu command Description

New Opens the port selection dialog box.
Open Displays the Open dialog box that enables you to open the saved session information.
Save Displays the Save dialog box that enables you to save the session information. You can enter the location and a file name for

the data to be saved. After confirming these entries an additional dialog pops up as seen i the figure below. You can define if all
or a subset of the Exerciser setting should be saved. As default all possible data will be saved.

Save As Displays the Save As dialog box that enables you to specify the desired location to save the session information.
Close Closes the selected session.
Import Data Memory from File Imports the data from the specified file as the contents for the Data memory of Exerciser. The imported data is displayed in the

Data Memory -> Edit Memory tab.
This option is enabled only in the Data Memory page of the GUI.

Import from analyzer Imports the Identify Data Structure, namespace settings, and log page structures from an xml file that has the data captured
using the Keysight U4301 PCle Analyzer.
This option is enabled only in the Identify Data Structure and Log Page tabs of the NVM Express Endpoint page of the GUI.

Export Data Memory to File Exports the contents of the Data memory of Exerciser to a specified file.
This option is enabled only in the Data Memory page of the GUI.

Exit Closes the Protocol Exerciser application.

Help Menu

The Help menu provides access to:

Menu command Description

Help Topics Opens the main help menu.

Session Information Provides an information dialog containing the IP address of the server the module is connected to, the session ID and
the used module.

Version Information Provides an information dialog containing the software version number of the Exerciser solution, outlining the
different elements of the solution.

About Displays the about dialog.

Please have the complete version information available in case you need to contact Keysight
support.

View Menu

The following is a brief description of the View menu commands.

Menu command Description

Navigation Window Displays the Navigation Window.

Hardware Status Window Display the Hardware Status Window.
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Config Space function

Data

To access this function: Click Config Space in the Navigation pane.
The Config Space function allows you to set up the configuration space for each function supported by
Exerciser. It provides the following areas:
PCI Common Configuration Header
Power Management
MSI
PCIE Capabilities
MSI-X
Virtual Channel
Secondary PCle Extended Capabilities
ARI
L1 PM Substate (supported only by U4305B model and not by U4305A model)
LTR Capability (supported only by U4305B model and not by U4305A model)
If Exerciser is emulating an MRIOV capable PCle component, then the following two additional tabs
are displayed in the configuration space.
MRIOV Capability block for Function A (To initialize and configure the MRIOV capabilities of the
Base function - Function A of Exerciser)
SRIOV Capability block for Function B to E (To initialize and configure the SRIOV capabilities of
physical functions (B to E) of Exerciser)

If Exerciser is emulating an SRIOV capable PCle component, then the following additional tab is
displayed in the configuration space.
SRIOV Capability block for Function B to E (To initialize and configure the SRIOV capabilities of
physical functions (B to E) of Exerciser)

The different tabs for the configuration space are aligned according to the PCI, PCI-X and PCI
Express specification and provide a wealth of settings, which are well documented in the related
specifications.

Data entry is provided either via check boxes or via numeric entry. A calculator allows entering the
values in a convenient way using the desired number format.

Each register in the Configuration Space has different register types associated - e.g. read/ writable
or read-only. To override changing of parameters, they can be set to read/ writable at the GUI by
using the right mouse button.

The color code indicates the current state that each register bit is in — spec. compliant or read/
writable (blue). For registers, a summary color code (yellow) is also provided in cases where mixed
values are used.

Memory function - Edit Memory tab

To access this function: Click Data Memory in the Navigation pane. Then click the Edit Memory tab.

This tab displays the contents of the Data memory of Exerciser in the form of Address, Data, and the
ASCII representation of the Data. The size of the data memory is 256 KByte. You use this tab to view
or edit the contents of the data memory.

Refer to the topic Configuring and Using Data Memory of Exerciser to know more about the data
memory of Exerciser.
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Menu command Description

Address This column displays the addresses that represent the data memory locations.

Data This column contains the actual data written in the data memory against the corresponding address (memory
location). In this column, you can also write new or edit any existing data against any data memory location by
simply placing the cursor at the desired location and then typing the new data. On applying the changes, the
changes are saved to the data memory.

Besides editing the contents of the Data column manually, you can also use the Initialize Memory dialog box to
initialize the entire memory or the specified range of memory locations with the specified new data.

ASCII This column displays the ASCII representation of the data written in the Data column.
Data Display Format Select an option to specify the format of the data written in the Data column.
Bytes per line Select an option to specify the number of bytes to be shown in the Data column for each row of the Data Memory

contents displayed in the Edit memory tab.
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Data Memory function - Memory Compare tab
To access this function: Click Data Memory in the Navigation pane. Then click the Memory Compare tab.

You use this tab to:
enable or disable the comparison of the payload of incoming completions with the expected data
at a memory address. You can do this setting separately for each supported physical and virtual
function of Exerciser.
view the status of the comparison done for the payload of requests and completions with the
memory contents at a targeted data memory address.

Refer to the topics Configuring and Using Data Memory of Exerciser and Comparing Actual Data with
Expected Data in Memory in Memory to know more about data memory of Exerciser.

Menu command Description

Function

Checkall

Uncheck all

Clear Status

Refresh

You can set and view the following information for each physical and virtual function of Exerciser.
= Enable Memory Compare for completions check box. If you select this checkbox, Exerciser compares the
payload of the incoming completions for that function with the memory contents at a specified data memory
location. You specify the data memory location for the comparison of these completion payloads in the Decoder
page of the GUL. Refer to the topic Configuring Decoder Settings to know more about this page.
If you want to compare the payload of the incoming TLP requests with memory contents, then you need to set this
option for the relevant decoder(s) in the Decoder page.
= The next section displays information on the memory compare operation for the payload of the incoming
requests and completions. The following information is displayed.
= Status: Displays the Error message when there is any compare error and the No Errors message when there
is no compare error between the incoming payload and the data in the targeted memory location.
= Address: Displays the address of the data memory used to perform the comparison of payloads with the
targeted data at that address.
= Expected Data: Displays the data at the targeted memory location with which the payload is compared.
= Actual Data: Displays the actual data present in the TLP payload which was compared with the expected data
in the memory.
Note: The data comparison information of incoming TLP requests is displayed only when you have selected Compare
and specified a targeted memory location for comparison for the relevant decoders in the Decoder page. For the
data comparison for completions, you also need to select the Enable Memory Compare for completions check box
besides setting the data comparison settings for the decoder.

Click Check all to enable memory compare for completions of all the displayed virtual and physical functions of
Exerciser.

Click Uncheck all to disable memory compare for completions of all the displayed virtual and physical functions of
Exerciser.

Click Clear Status to clear all the information displayed for memory comparison.

Click Refresh to refresh the status of all the information displayed for memory comparison.

Keysight Protocol Exerciser for PCI Express User Guide

Decoder function

To access this function: Click Decoder in the Navigation pane.

You use this page to configure the settings for the decoder available for each of the six BARs and
Expansion ROM of a function of Exerciser.

Refer to the topic Configuring Decoder Settings to know more about decoder BARs of Exerciser.
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Menu command Description

Decoder You can use the checkbox displayed with a decoder to enable or disable that decoder. If you disable a decoder, then
the corresponding BAR of the function is not available for TLPs requesting memory space.

Location The Location drop-down list provides the following options:
= 1/0: Select this option when you want only 1/0 packets to hit the underlying decoder.
= Memory (32 bit): Select this option when you want only 32 bit Memory or Config packets to hit the underlying
decoder.
= Memory (64 bit): Select this option when you want only 64 bit Memory or Config packets to hit the underlying
decoder.

Prefetchable Select Yes or No to enable or disable the Prefetchable attribute bit of the data memory block used by the underlying
decoder. The option is available only for a memory decoder.

Base Address The Base Address text box allows you to specify the base address criteria for the packets that should hit the
underlying decoder. This base address, when matches with the Address field of an incoming packet, permits the
packet to hit the underlying decoder.

There is a drop-down list and a calculator for input assistance in specifying the pattern of the base address. The
drop-down list allows you to specify the pattern in hexadecimal, binary, or decimal format. Clicking the calculator for
input assistance displays the Input Assistant dialog box. Here, you can perform boolean operations over the
hexadecimal, binary, and decimal values, and use the resulting value as the new value for the base address pattern.

Size The Size drop-down list provides the following options to specify the offset criteria for the packets that you want to
hit the underlying decoder:
= Forl/0, it provides options ranging from 4 bytes to 2GB.
= For Memory 32 bit, it provides options ranging from 128 bytes to 2GB.
= For Memory 64 bit, it provides options ranging from 128 bytes to 8EB.

Data Memory Internal Size The Data Memory Internal Size drop-down list provides options ranging from 32 bytes to 256 KB. You can select one
of these options to specify the internal memory size for the decoder.
Protocol Exerciser uses a wrap around method if the decoder size is larger than the available data memory. Also, the
contents of the data memory gets overwritten if you set up multiple decoders without properly aligning the data
memory base address and size.

Resource The Resource drop-down list provides the following options:
= Discard: Select this option if you want to discard the data of the incoming TLPs without performing any operation
on the data.

= Compare: Select this option if you want to compare the incoming TLP payload with the contents of the targeted
data memory location. Selecting this option will only compare the payload of incoming TLPs and will not write
the payloads to the targeted memory location.

= Data Memory: Select this option if you want to let the incoming Read packets read the contents from the
targeted memory location, and let the incoming Write packets write the contents to the targeted memory
location.

= Data Generator: Select this option if you want Exerciser to use the payload generator feature to generate or
check the payload of packets algorithmically. On selecting this option, the completion data for the Read packets
received from DUT is generated algorithmically using the payload generator. Also, the Write packets received
from DUT are compared with the expected payload generated by the payload checker. This option therefore
eliminates the need for configuring or accessing the data memory of Exerciser for payloads of the Read/Write
requests. Refer to the topic Configuring Algorithmic Payload Generation and Verification Settings to know more
about how to configure Exerciser to generate or check payloads algorithmically.

Data Memory Base Address The Data Memory Base Address text box is used to specify the base address in the internal data memory of
Exerciser. This memory address is used to store the payload of incoming TLP requests and to get the payload of the
outgoing completions if Data Memory is selected in the Resource listbox. This memory address is compared with
the payload of incoming TLPs if Compare is selected in the Resource listbox.

There is a drop-down list and a calculator for input assistance in specifying the base address. The drop-down list
allows you to specify the base address in hexadecimal, binary, or decimal format. Clicking the calculator for input
assistance displays the Input Assistant dialog box. Here, you can perform boolean operations over the hexadecimal,
binary, and decimal values, and use the resulting value as the new value for the base address.
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DUT Config Space Function

To access this function: Click DUT Config Space in the Navigation pane. You use the DUT Config Space
page to:

initiate the DUT configuration space scan from the Overview tab.

read the DUT capabilities results retrieved by the scan in various tabs of this page.

edit the DUT capabilities for which the edit operation is allowed.

To know more, refer to the topic Viewing and Editing the Configuration Space of a DUT.

In the left navigation pane of the GUI, the DUT Config Space icon is disabled if the
Exerciser is configured to act as an endpoint, that is the Session type is configured as
"To upstream".

The fields in the DUT Config Space page are disabled and a warning message is
displayed at the top of the page if:

- the Exerciser is not connected to DUT
- the PCle link between the Exerciser and DUT is not active.

To enable fields and initiate scan, ensure that a PCle link is active between the
Exerciser and DUT.

Keysight Protocol Exerciser for PCI Express User Guide 287



15 Protocol Exerciser GUI Reference

DUT Config Space

Owerview | PCI Comrnon Configuration Headerl Poweer Managementl hASI I hAST-3 I PCIE Capabilities | Advanced Error | L1 PR Substate | LTRC
Dewvice ID

Bus # Ib 3: Device # ID 3: Function #: IU 3:

Scan Config Space |

PCI Common Configuration Header
(found at offset Tel)

PCI Fower Management Interface
(found at offset (ed)

Message Signaled Interrupts (MSI)
(found at offset 0x50)

PCI Express Capability
(found at offset (eB0)

Message Signaled Intermupis-X (MSIX)
(found at offset (D)

Virtual Channel
(found at offset 0x100)

Advanced Error Reporting
(found at offset 1Z2C)

L1 PM Substate
(found at offset (x274)

LTR capability
(found at offset (x284)

Secondary PCle Extended Capability
(found at offset 0x170)

Field Description

Device ID - This group box allows you to configure the DUT settings for which you want to perform configuration space scan.

Bus # Bus number of the DUT.

Device # Device number of the DUT.

Function # DUT's function number for which configuration scan is to be performed.

Scan Config Space Click this button to initiate the configuration space scan of the DUT for which details are specified in the tab.
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Field Description

PCI Common Configuration Header

Power Management
MSI
PCle Capabilities

Virtual Channel

Advanced Error

MSI-X

L1 PM Substate

LTR Capability

@ and buttons

Apply

After the configuration space scan, the offset value at which the PCI Common Configuration Header capabilities are
found is displayed. Click this button to display the PCI Common Configuration Header tab in which all the applicable
capability registers of the DUT are displayed. In this tab, you can edit the PCI Common Configuration Header
capabilities of DUT.

After the configuration space scan, the offset value at which the DUT's power management capabilities are found is
displayed. Click this button to display the Power Management tab in which all the applicable power management
capability registers of the DUT are displayed. In this tab, you can edit the Power Management capabilities of DUT.

After the configuration space scan, the offset value at which the DUT's MSI capabilities are found is displayed. Click
this button to display the MSI tab in which all the applicable MSI capability registers of the DUT are displayed. In
this tab, you can edit the MSI capabilities of DUT.

After the configuration space scan, the offset value at which the PCle capabilities
of DUT are found is displayed. Click this button to display the PCle Capabilities tab in which all the applicable PCle
capability registers of the DUT are displayed. In this tab, you can edit the PCle capabilities of the DUT.

After the configuration space scan, the offset value at which the DUT's virtual channel capabilities are found is
displayed.

After the configuration space scan, the offset value at which the DUT's Advanced

Error capabilities are found is displayed. Click this button to display the Advance Error Capabilities tab in which all
the applicable capability registers of the DUT are displayed. In this tab, you can edit the Advance Error capabilities
of the DUT

After the configuration space scan, the offset value at which the DUT's MSI-X capabilities are found is displayed.
Click this button to display the MSI-X tab in which all the applicable MSI-X capability registers of the DUT are
displayed. In this tab, you can edit the MSI-X capabilities of DUT.

After the configuration space scan, the offset value at which the DUT's L1 PM substates capabilities are found is
displayed.

L1 substates (L1.1 and L1.2) are supported only by the B version of the U4305 Exerciser. The A version does not
support this feature. To know more, refer to “Enabling and Configuring L1 Substates for Exerciser" on
page 74.

After the configuration space scan, the offset value at which the DUT's LTR capabilities are found is displayed. click
this button to view/edit register settings mandatory for L1.2 substate.

L1 substates (L1.1 and L1.2) are supported only by the B version of the U4305 Exerciser. The A version does not
support this feature. To know more, refer to “Enabling and Configuring L1 Substates for Exerciser" on
page 74.

In the PCI Common Configuration Header, MSI, and MSI-X tabs, a @ and m button is displayed
with each capability register. Foeid

The | 5 | buttonallows you to write the changes you made to a particular DUT register with which the button is
displelycor
The button allows you to read the current values for a register from DUT.

Clicking the Apply button writes all the changes that you made to various DUT registers displayed in a tab of DUT
Config Space.

Error Insertion function - ACK/NAK Errors tab

To access this function: Click Errer Insertion in the Navigation pane. Then, click the ACK/NAK Errors tab.

Keysight Protocol Exerciser for PCI Express User Guide 289



15 Protocol Exerciser GUI Reference

Menu command Description

Sequence Number to trigger

Trigger n times

Start Mode

Start Now

Stop Now

Stop ACK

The Sequence Number to trigger text box enables you to specify the sequence number for the packets, for which
you want Exerciser to respond with NAK instead of ACK.

Here, you can specify the sequence number in hexadecimal, binary, or decimal format by selecting the desired
format from the drop-down list adjacent to the text box.

The Trigger n times text box enables you to specify the number of times Exerciser responds with NAK for the
sequence number specified in the Sequence number to trigger text box.

The Start Mode section has the following components:

= Start automatically when ‘Run’ action is selected: Select this option to automatically insert ACK/NAK errors
every time you run Protocol Exerciser. You can run Protocol Exerciser by selecting the Action > Run menu
command, or by clicking the Run icon on toolbar. Selecting this option disables the Start Now command button.

= Start manually (Click on ‘Start Now’ button): Select this option to manually operate the error insertion activity.
Selecting this option activates the Start Now command button.

= Start Now: Click Start Now to activate the error insertion function for ACK/NAK, and apply the specified error
criteria to the next packet with the sequence number shown in the Sequence number to trigger text box.

The Start Now button activates the error insertion function for ACK/NAK, and applies to the next packet with the
sequence number shown in the Sequence number to trigger text box.

The Stop Now button stops the function irrespective of how it was started.

Select the Do not send ACK checkbox to configure the Exerciser to stop sending ACK packets to DUT.
By default, Exerciser sends ACKs to DUT and the checkbox is deselected.

Error Insertion function - DLLP tab

To access this function: Click Error Insertion in the Navigation pane. Then, click the DLLP tab.

To know more, refer to the topic “Inserting Errors Using DLLPs.

Command

Description

The three tabs, DLLP Wrong CRC insertion, DLLP Send, and Modify DLLP have the following components in common:

= Field: This column contains the names of the fields of a DLLP. The number of fields displayed in this column may differ for different types of DLLPs.

= Value: This column contains an input component for each field. You can specify the desired inputs in these components to edit the selected DLLP. This column also
contains a drop-down list and a calculator for input assistance. The drop-down list enables you to specify your inputs in hexadecimal, binary, or decimal format.
Clicking the calculator for input assistance displays the Input Assistant dialog box. Here, you can perform boolean operations over the hexadecimal, binary, and
decimal values, and use the resulting value as the new value for the corresponding field.

= Length: This column displays the maximum length of a field in bits, bytes, or DWords.

DLLP Wrong CRC Insertion tab

Status

Start

Stop

DLLP Send tab

The Status section has the following components:

= Clear Status: Clicking Clear Status, after you have clicked Start, schedules a wrong CRC insertion into a DLLP
that matches the pattern specified in the DLLP Wrong CRC insertion section. Clicking Clear Status, after you
have clicked Stop, has no effect.

= Status: Displays the Error is inserted message when a wrong CRC is inserted in a DLLP, and the No error inserted
message otherwise.

Click Start to schedule the wrong CRC insertion into a DLLP that matches the pattern specified in the Dllp Wrong
CRC insertion section.

Clicking Start replaces the Start command button with the Stop command button. This Stop command button is
visible until the scheduled wrong CRC insertion is done or you click it to replace it with the Start command button.

Click Stop to cancel the scheduled wrong CRC insertion into a DLLP. The Stop command button is displayed when
you click the Start command button.
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Command Description

Send arbitrary DLLP Click Send arbitrary DLLP to display the DLLP Send dialog box, which you can use to send a DLLP.
Modify DLLP tab

Reset When you want to reset the Modify DLLP tab to its default state, click the Reset button. Details that you specified for
the DLLP Pattern and DLLP data to be sent as replacement will then be lost.

Error Insertion function - Request and Completion Errors tab

To access this function: Click Error Insertion in the Navigation pane. Then, click the Request and
Completion Errors tab.

You use this tab to specify the error settings to be used for the request or completion packets in
which you have inserted error(s) using the Edit Packet Behavior dialog box.

Refer to the topic Testing DUT Under Error Conditions to know more.

Menu command Description

Replace STP/END The Replace STP/END section provides the following fields:

= Replace STP with: Select a symbol that should replace the STP symbol of a packet to generate an error. The
symbol selected here is used only for the packets for which you have set the Replace STP behavior property to
Enabled.

= Replace END with: Select a symbol that should replace the END symbol of a packet to generate an error. The
symbol selected here is used only for the packets for which you have set the Replace END behavior property to
Enabled.

In case you want to specify the symbols that do not exist in these drop-down lists, select the Enter value option from

the desired drop-down list. This enables the text box adjacent to the drop-down list. Here, type in the replacement

symbols in hexadecimal, binary, or decimal format. You can also use the Input Assistance dialog box.

Offset Sequence Number Allows you to specify the offset number that gets added to the sequence number of a packet to generate an incorrect
sequence number. This offset number is applicable only for the packets for which you have inserted Offset Sequence
Number error by setting the Offset Sequence Number behavior property to Enabled.
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Menu command Description

Delay Completion The Delay Completion section provides the following fields:

= VCO/(VHO, VLO, VCO) Completion Delay (ns): Specify the time in nanoseconds to delay the completions
belonging to Queue0. This queue maps to:
= virtual channel (VCO) in case Exerciser emulates a non I0V/SRIOV component
= virtual hierarchy VHO in case Exerciser emulates a MRIOV component. All virtual hierarchies map to VCO.

= VCx/(VH1, VL0, VCO) Completion Delay (ns): Specify the time in nanoseconds to delay the completions
belonging to Queue1. This queue maps to:
= virtual channel (VCx) in case Exerciser emulates a non I0V/SRIOV component
= virtual hierarchy VH1 in case Exerciser emulates a MRIOV component. All virtual hierarchies map to VCO.

= VH2, VLO, VCO Completion Delay (ns): Specify the time in nanoseconds to delay the completions belonging to
Queue2. This queue maps to virtual hierarchy VH2 in case Exerciser emulates a MRIOV component. All virtual
hierarchies map to VCO. This field is disabled if Exerciser emulates a non I0V/SRIOV component as Exerciser
supports only two queues (0 and 1) in these configurations.

= VH3, VLO, VCO Completion Delay (ns): Specify the time in nanoseconds to delay the completions belonging to
Queue3. This queue maps to virtual hierarchy VH3 in case Exerciser emulates a MRIOV component. All virtual
hierarchies map to VCO. This field is disabled if Exerciser emulates a non IOV/SRIOV component as Exerciser
supports only two queues (0 and 1) in these configurations.

= VH4, VL0, VCO Completion Delay (ns): Specify the time in nanoseconds to delay the completions belonging to
Queue. This queue maps to virtual hierarchy VH4 in case Exerciser emulates a MRIOV component. All virtual
hierarchies map to VCO. This field is disabled if Exerciser emulates a non I0V/SRIOV component as Exerciser
supports only two queues (0 and 1) in these configurations.

The completion delay specified for the queues is applicable for delaying only those completion packets for which

you have set the Delay property to Delay Enabled.

Replay Timer Allows you to set the timer to resend the packet if there is no response (ACK/NAK) for it in the specified time units.
Here, 1 time unit = 2 symbol times.
Note that when large payload size packets are being transmitted, specifying a small replay timer value may result
into unexpected Protocol Exerciser behavior.

Wrong Payload Size Behavior Allows you to control how Exerciser should modify the value of the LEN field of a packet to generate an incorrect
payload size for that packet. You can either select +1 to indicate that the value of LEN field has to be incremented by
1 or select -1 to indicate that the value of LEN field has to be decrement by 1.
This calculation for the LEN field is applicable only for packets for which you have set the Payload size property to
Incorrect.

General Settings Function - Algorithmic Payload tab

To access this function: Click General Settings in the Navigation pane. Then, click the Algorithmic

Payload tab. You use this tab to configure the settings for algorithmically generating and checking
payload for packets using the Payload Generator and Checker feature of Exerciser. This eliminates
the need for accessing the data memory of Exerciser for reading/writing the payloads for packets.

Refer to the topic Configuring Algorithmic Payload Generation and Verification Settings to know how
to generate and check the payloads of packets algorithmically.

_ The algorithmic payload generation and checker feature is supported only for
NOTE physical functions of Exerciser. For virtual functions, this feature is not available.

Field Description

Clear Status Click Clear Status to reset the status of the various fields displayed on the page.
Refresh Click Refresh to refresh the data displayed in various fields on the Algorithmic Payload tab page.
Function <Number> You set the algorithmic payload generation and verification settings separately for each physical function supported by

Exerciser. The fields are therefore grouped on the basis of functions on this page.
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Field Description

Data Generation Prefix

Error Status

Error Packet Header

Error DW Offset

Error Byte Enable

Error Expected Data

Error Actual Data

The prefix that the Payload Generator and Checker use to algorithmically generate and verify the payload of packets. This prefix
becomes the first 11 bits of the generated payload of a packet that Exerciser sends to DUT. It is also used to generate the
expected payload with which the actual payload of an incoming packet is compared for verification.

By default, the prefix is specified as follows for the physical functions of Exerciser. However, if needed, you can change the
prefix value.

= Function A: AADO0O00O

= Function B: BBO0000O

= Function C: CC000000

= Function D: DDO00000

= Function E: EE000000

Displays whether or not an error occurred while algorithmically verifying the payloads of the packets belonging to the function.

The field displays:

= No Error if the payload of an incoming packet matches the expected payload that the Payload checker generated
algorithmically.

= Error occurred if the payload of an incoming packet does not match the expected payload that the Payload checker
generated algorithmically.

To generate the expected payload for verification of the payloads of incoming packets, the Payload checker uses the Data

generation prefix that you specified for the function and the PCI address of the incoming TLPs.

Displays the header of the packet for which the Payload checker found a mismatch when compared to the algorithmically
generated payload of the packet.
If no mismatch is found, this field does not display any data.

Displays the offset of the DW in which the payload data mismatch was found. For example, if the mismatch occurred due to the
second DW, then Error DW Offset is displayed as 1. If the mismatch was found in the first DW, then Error DW Offset is
displayed as 0.

If there are multiple DWs where the mismatch is found, then the offset of only the first DW in which the mismatch is found is
displayed.

Displays the Byte Enable status of the DW responsible for the payload data mismatch. If there are multiple DWs where the
mismatch is found, then the Byte Enable status of only the first DW in which the mismatch is found is displayed.

Displays the expected payload of the incoming packet for which the Payload checker found a mismatch when comparing this
expected payload with the actual payload of packet. The expected payload is generated algorithmically.

Displays the payload of the packet for which the Payload checker found a mismatch when compared to the expected payload of
the packet. The expected payload is generated algorithmically.

General Settings Function Equalization Settings tab

To access this function: Click General Settings in the Navigation pane. Then, click the Equalization
Settings tab.

Refer to the topic “Configuring Equalization settings" on page 58 to know more about the equalization
implementation in Protocol Exerciser.

The Equalization Settings tab is broadly divided into two groups - 5.0 GT/s and 8 GT/s allowing you to
configure the Equalization settings separately for 5.0 GT/s and 8 GT/s speeds. The 8 GT/s group is
further organized into two groups - Request to DUT and Exerciser. The following table describes fields
in all these groups and subgroups.

Field Description

5.0 GT/s

De-emphasis shown in TS Provides options to specify the Tx De-emphasis settings in training sequences (TS and TS2). You can set the de-emphasis
level that the Protocol Exerciser will use for the transmission of training sequences at 5.0 GT/s.

8GT/s
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Field Description

Automatic Coefficient Request to Select this checkbox to ensure that Exerciser automatically computes the preset/coefficient values and makes coefficient

DUT

Request to DUT

Tx Preset Value

Request Preset in Phase 2/Phase3

Tx pre cursor coefficients

Tx data cursor coefficients

Tx post cursor coefficients

Rx preset hints

Reject preset N times

Exerciser

FS

LF

Tx Preset Value

Tx pre cursor coefficients

Tx data cursor coefficients

requests to DUT using these values in Phase 2/3 of equalization. When you select this checkbox, the fields provided in the
Request to DUT and Exerciser group boxes for manually specifying the coefficient values are disabled. Exerciser then auto
computes the coefficient values that Exerciser advertises during the link training and sends as request to DUT.

If you do not select this checkbox, then Exerciser uses the coefficient values that you specify in the Request to DUT group box
of the Equalization Settings tab.

The final preset/coefficient values requested from Exerciser to DUT are displayed in the Preset/coefficient request from
Exerciser section of the Equalization Status tab in the Hardware Status pane.

This group box provides options to configure the Equalization settings that the Protocol Exerciser will send to DUT in the
training sequences to request DUT to use the specified presets and co-efficient values.

Options to set the Tx De-emphasis preset value that the Protocol Exerciser will send to DUT in the training sequences to
request DUT to use the specified preset.

Select this checkbox to ensure that Protocol Exerciser instructs the DUT to use only the presets from the incoming TS OS. If
you do not select this checkbox, then DUT has to use both presets as well as coefficients from the incoming TS 0S.

Based on whether or not the checkbox is selected, Protocol Exerciser instructs the DUT by sending TS1 OS in Phase2/Phase3
of equalization.

This field is disabled if you configure auto computation and automatic request of co-efficient values to DUT by selecting the
Automatic Coefficient Request to DUT checkbox.

Options to set the Tx coefficient -C1 value from the Tx Equalization Finite Impulse Response Filter.
This field is disabled if you configure auto computation of co-efficient values by selecting the Automatic Coefficient Request to
DUT checkbox.

Options to set the Tx coefficient CO value from the Tx Equalization Finite Impulse Response Filter.
This field is disabled if you configure auto computation of co-efficient values by selecting the Automatic Coefficient Request to
DUT checkbox.

Options to set the Tx coefficient +C1 value from the Tx Equalization Finite Impulse Response Filter.
This field is disabled if you configure auto computation of co-efficient values by selecting the Automatic Coefficient Request to
DUT checkbox.

Options to set the preset value that the Protocol Exerciser will send to the DUT as a Hint for the Rx Equalization value based on
the trace length of the DUT.

Specify the number of times the DUT can reject preset/coefficient values (requested by Protocol Exerciser) before accepting
these values in Phase 3 of equalization.

This group box provides options to configure Equalization settings that the Protocol Exerciser will use and advertise as its Tx
capabilities during the link training.

Options to set the value for Full Swing (FS) resolution for de-emphasis. Protocol Exerciser ad vertises this value in Phase 1 of
Equalization.

This field is disabled if you select the Automatic (As per DUT request) checkbox in the Transceiver Settings tab. On selecting
this checkbox, the FS value is automatically set to 24 and manual editing of the LF value is disabled.

Options to set the value for Low Frequency (LF) resolution for de-emphasis.
This field is disabled if you select the Automatic (As per DUT request) checkbox in the Transceiver Settings tab. On selecting
this checkbox, the LF value is automatically set to 8 and manual editing of the LF value is disabled.

Options to set the Tx De-emphasis preset value that the Protocol Exerciser advertises as its Tx capabilities during the link
training at 8.0 GT/s.
This field is disabled if Exerciser is configured as a DSC (session type set to ToUpstream in the Link Settings tab).

Options to set the Tx coefficient -C1 value from the Tx Equalization Finite Impulse Response Filter.

The three Tx co-efficient values set for the Exerciser should add up to the specified FS value.

This field is disabled if you configure auto computation of co-efficient values by selecting the Automatic Coefficient Request to
DUT checkbox.

Options to set the Tx coefficient CO value from the Tx Equalization Finite Impulse Response Filter.

The three Tx co-efficient values set for the Exerciser should add up to the specified FS value.

This field is disabled if you configure auto computation of co-efficient values by selecting the Automatic Coefficient Request to
DUT checkbox.
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Field Description

Tx post cursor coefficients

Ignore coefficient rule checks

Perform Equalization in Recovery
@8 GT/s

Request Equalization in Recovery
@8 GT/s

Perform Phase 2/Phase 3

Options to set the Tx coefficient +C1 value from the Tx Equalization Finite Impulse Response Filter.

The three Tx co-efficient values set for the Exerciser should add up to the specified FS value.

This field is disabled if you configure auto computation of co-efficient values by selecting the Automatic Coefficient Request to
DUT checkbox.

Selecting these check boxes allow you to break the specified co-efficient rule(s) so that you can test how the DUT responds
when a co-efficient rule is ignored.

The Perform Equalization in Recovery @8 GT/s option ensures that Protocol Exerciser (acting as a USC) must perform
Equalization when upgrading the link speed to 8.0 GT/s. If this option is not selected, then the link speed is upgraded without
performing equalization.

A USC performs the phases of equalization. Therefore, this option is applicable only for a USC and is disabled when Protocol
Exerciser acts as a DSC, that is when the Session type is configured as ToUpstream.

The Request Equalization in Recovery @8 GT/s option ensures that Protocol Exerciser (acting as a DSC) should request the
USC to redo equalization.

This option is applicable only for a DSC. Therefore, this option is disabled when Protocol Exerciser acts as a USC, that is the
Session type is configured as ToDownstream.

Selecting the Perform Phase 2/Phase 3 option instructs Protocol Exerciser to perform the phase 2 and phase 3 of the
Equalization procedure before moving the link to 8 GT/s. If this option is not selected, then Protocol Exerciser exits the
Recovery.Equalization sub-state after phase 1 and transitions to the Recovery.RcvrLock substate to proceed towards achieving
the 8.0 GT/s speed.

A USC performs the phases of equalization. Therefore, this option is applicable only for a USC and is disabled when Protocol
Exerciser acts as a DSC, that is when the Session type is configured as ToUpstream.

General Settings Function Lane Settings tab

To access this function: Click General Settings in the Navigation pane. Then, click the Lane Settings tab.

Field Description

Reverse Lanes

Lane Reversal Capability

Lane Polarity

Provides the following option buttons for transmitter (Tx):
= Yes: Select to enforce the lanes reversal manually on physical lanes by reversing the logical lane numbers.
= No: Select to not enforce lane reversal.

Provides the following option buttons for transmitter (Tx):
= Disabled: Automatically deactivates the lane reversal capability.
= Enabled: Automatically activates lane reversal capability when needed.

Provides options to set the polarity of the individual lanes to Normal or Inverted for transmitter (Tx). Lane numbers available
for lane polarity setting vary from 0 to 15 based on the advertised link width.

General Settings Function Link Settings tab

To access this function: Click General Settings in the Navigation pane. Then, click the Link Settings tab.
Refer to the topic Initializing and training a PCle Link between Protocol Exerciser and DUT in the
Online help to know more about how to create a PCle link.
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Field Description

Application Select the mode in which you want to use Exerciser.
= General - Use this option to set Exerciser in the general PCle mode (non NVMe usage).
= NVMe - Use this option to set Exerciser to work in the NVMe mode and emulate an NVMe root complex.
On selecting NVMe, the MRIOV and SRIOV protocol support is disabled. Only PCle is supported and displayed enabled and
selected in the Protocol field. Also, the Session Type is automatically set to "To Downstream" for Exerciser to act as a root
complex in the NVMe mode.

Protocol Select the protocol based on which you want to create the link between the Protocol Exerciser and DUT. You can select from
the following two options:
= PCle - Use this option to create a non 10V (Input Output Virtualization) PCle link between the Protocol Exerciser and DUT.
The PCle link is created as per the PCI Express 3.0 Base Specifications. Select this option when you want to test a non |0V
PCle component. When you select the PCle protocol for link creation, the Protocol Exerciser acts as a PCle component
(PCle endpoint or Root complex) without the 10V capabilities.
= SRIOV - Use this option to create a SRIOV (Single Root |0 Virtualization) capable PCle link between the Protocol Exerciser
and DUT. The link is created as per the SRIOV specifications. Select this option when you want to test a SRIOV capable
PCle component. When you select the SRIOV protocol for link creation, the Protocol Exerciser acts as a PCle component
(PCle endpoint or Root complex) with SRIOV capabilities.
= To enable the SRIOV capabilities for Exerciser, you need the appropriate SRIOV software license without which the
SRIOV option is disabled in the Link settings tab. The U4305A-026 software license provides SRIOV capabilities for
Exerciser at Gen1, Gen2, and Gen3 speed.
= MRIOV - Use this option to create an MR (Multi root) enabled PCle link between the Protocol Exerciser and DUT. The MR
enabled PCle link is created as per the MRIOV Revision 1.0 Specifications. Select this option when you want to stimulate
and test an MRIOV capable PCle component. When you select the MRIOV protocol for link creation, the Protocol Exerciser
acts as a PCle component (PCle endpoint or Root complex) with MRIOV capabilities.
= To enable the MRIOV capabilities for Exerciser, you need the appropriate MRIOV software license without which the
MRIOV option is disabled in the Link settings tab. The U4305A-025 software license provides MRIOV capabilities for
Exerciser at Gen1, Gen2, and Gen3 speed.
Based on the protocol that you select here, the settings and options are changed appropriately in other pages and tabs to
support the selected protocol. For instance, when you select MRIOV, MRIOV capabilities are added for the base function
Function A in the Configuration Space.

Supported Link Widths Enables you to specify the desired link width to use for data transfer. Here, only those link widths, which are supported by
Protocol Exerciser, are available for selection. The link widths, which are not supported by Protocol Exerciser, are disabled.
The x1 check box is by default selected. This is because the support for x1 is mandatory as per PCI Express specification.

Link number ad vertised Enables you to specify the link number that you want to ad vertise in training sequences. The link number specified here should
be in the range of zero to 255.

Data Rate Capability Enables you to the select the data rate capability of Protocol Exerciser. This data rate is advertised during the link training
sequence to perform link speed negotiations.
You can select a data rate capability from the following options:
= 25GT/s
= 5.0 GT/s - Advertised data rate is then 2.5 and 5.0 GT/s
= 8.0 GT/s - Advertised data rate is then 2.5, 5.0, and 8.0 GT/s.

Autonomous speed change to 8 Select this check box to enable autonomous speed change to the 8 GT/s speed. This ensures that Protocol Exerciser

GT/s autonomously moves the link to 8.0 GT/s during the link training if the data rate capability of both the link partners is 8.0 GT/s.
If this option is selected, Protocol Exerciser must perform equalization at the first entry to 8GT/s after exit from the Detect
State.
This option is applicable only when you are using Protocol Exerciser as a USC that is, the Session Type is configured as
ToDownstream.

Scrambler The Scrambler drop-down list provides the following options:

= Enabled: Selecting this option enables or disables scrambling of data depending on the state of the Disable Scrambling bit
of the link partner during link training.

= Disabled: Selecting this option disables the scrambling of data and also sets the Disable Scrambling bit in the link control
field of training sequences during link training.

Load Descrambler LFSR by SKIP OS  Enables or disables the loading of descrambler LFSR by incoming SKIP ordered sets.
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Field Description

Tag Mode

PCle Spec Revision

Session Type

Enable ARI Capability

As a requester, Exerciser generates a tag (unique number) for each outstanding request that requires a completion to
distinguish its completion from other requests.

You can set the tag mode of Exerciser using the Tag Mode field.

If you set the tag mode to Normal, the maximum number of outstanding requests per function are limited to 32, and a function
can use only the lower 5 bits of the Tag field.

If you set the tag mode to Extended, the maximum number of outstanding requests per function is increased to 255, and the
entire Tag field (8 bits) is used.

Select the PCle specification revision with which you want the Exerciser hardware to be compliant. In this release, if you select
the PCle Spec Revision as r3.0_v0.7, then only the TS packets are 0.9 compliant.

The Session Type drop-down list provides the following options:

= To Downstream: Select this option when Protocol Exerciser emulates a root complex and you are testing a PCle device at
end point. The Protocol Exerciser then acts as an Upstream Component (USC) and performs the training sequences during
its use as an LTSSM.

= To Upstream: Select this option when Protocol Exerciser emulates an end point and you are testing a PCle device at
root-complex. The Protocol Exerciser then acts as a Downstream Component (DSC) and responds to the training
sequences during its use as an LTSSM.

Select this checkbox to enable the Alternative Routing-ID Interpretation (ARI) capability for Protocol Exerciser.

On enabling this capability, Protocol Exerciser acts as an ARI device and can support more than eight functions (with function
number greater than seven). In situations where Exerciser provides more than eight functions and uses a function number
greater than 7, you must select this checkbox. For instance, when Exerciser emulates a SRIOV capable component and has
additional two physical functions license, then Exerciser provides 13 functions with function number 0 to 12. In such a
situation, the checkbox must be selected to support these functions.

If Protocol Exerciser is acting as a root complex and you enable this capability, the ARI forwarding is enabled for Protocol
Exerciser to access the extended functions in an ARI device.

General Settings function - Pattern Matcher tab

To access this function: Click General Settings in the Navigation pane. Then, click the Pattern Matcher

Refer to the topic “Configuring Pattern Matchers" on page 65 to know about how to configure pattern
matchers and use these while sending stimulus and generating triggers.

Field Description

Pattern Matcher

Enabled

Load Preset

Reset

The Pattern Matcher drop-down list provides the following four pattern matchers:
= Pattern Matcher 1
= Pattern Matcher 2
= Pattern Matcher 3
= Pattern Matcher 4

By default, all the four pattern matchers are disabled. You can choose a pattern matcher and then select the Enabled checkbox
to enable that particular pattern matcher.
When you enable a pattern matcher, its fields (displayed in the Pattern Matcher tab) become available for editing.

The Load Preset listbox contains a list of available TLP templates from which you can select and load a TLP template based on
which the pattern matcher is set.

Clicking Load Preset displays a drop-down listbox, with a list of predefined TLP templates. Select a desired TLP template from
the list to load it in the Pattern Matcher tab.

Click Reset to reset the field values of the pattern matcher to default values.
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Field Description

Field The Field column contains the names of the fields of a packet. The number of fields displayed in this column may differ for
different types of packets.

Value The Value column contains an input component for each field. You can specify the desired inputs in these components to edit
the selected packet.
This column also contains a drop-down list and a calculator for input assistance. The drop-down list enables you to specify
your inputs in hexadecimal, binary, or decimal format.
Clicking the calculator for input assistance displays the Input Assistant dialog box. Here, you can perform boolean operations
over the hexadecimal, binary, and decimal values, and use the resulting value as the new value for the corresponding packet
field.

Length The Length column displays the maximum length of a field in bits, bytes, or DWords.

General Settings function - Power Management tab

To access this function: Click General Settings in the Navigation pane. Then, click the Power
Management tab.

To know how to configure the LOs, L1, and L1 substates for Exerciser, refer to the topic “Configuring
Power Management Settings" on page 72.

Field Description

L0s The LOs section provides the following components:

= Enter LOs after having seen no TLP/DLLP for (ns): This text box allows Exerciser (Tx) to enter LOs after the specified
nanoseconds, during which there were no TLP/DLLP packets. This text box accepts values in multiple of 16, such as 16,
32,48, and so on. If you type a value, which is not a multiple of 16, then that value is rounded to the closest multiple of 16
when you click Apply. For example, 20 is rounded to 16. Similarly, 30 is rounded to 32. The maximum value of this field is
268435440.

= Exit LOs when the following timeout (ns) expires: Select this check box to instruct Exerciser (Tx) to exit from LOs after the

specified nanoseconds. The text box adjacent to it accepts values in multiple of 16, such as 16, 32, 48 and so on. If you

type a value, which is not a multiple of 16, then that value is rounded to the closest multiple of 16 on clicking Apply. For

example, 20 is rounded to 16. Similarly, 30 is rounded to 32. The maximum value of this field is 268435440.

= Note: By default, Exerciser automatically initiates link recovery if it does not receive any FC update packets for 200us
when in LO or LOs state. However, in certain LOs testing scenarios, you may not want Exerciser to do this. In such
situations, you can deselect the Initiate link recovery if no FC update is received for 200us in L0, LOs state checkbox in
the Virtual Channel function to ensure that the link recovery is initiated as per the exit timer value that you specified in
the Power Management tab.

= On exit send the following number of FTS: Select this check box to send the specified number of FTS Ordered Sets when
Exerciser (Tx) exits from LOs. The maximum value of this field is 16383.

= On exit send SKP Ordered Sets: Select this check box to send SKP Ordered Sets, after FTS Ordered Sets, when Exerciser
(Tx) exits from LOs.
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Field Description

L1 The L1 section provides the following components:

Enter ASPM L1 after having seen no TLP/DLLP for (ns): This text box allows Exerciser (Tx) to enter ASPM L1 after the
specified nanoseconds, during which there were no TLP/DLLP packets. This text box accepts values in multiple of 16, such
as 16, 32, 48, and so on. If you type a value, which is not a multiple of 16, then that value is rounded to the closest multiple
of 16 when you click Apply. For example, 20 is rounded to 16. Similarly, 30 is rounded to 32. The maximum value of this
field is 268435440.

Exit L1 (ASPM or PCI-PM) when the following timeout (ns) expires: Select this check box to instruct Exerciser (Tx) to exit

from L1 or its substates after the specified nanoseconds.The text box adjacent to it accepts values in multiple of 16, such
as 16, 32, 48, and so on. If you type a value, which is not a multiple of 16, then that value is rounded to the closest multiple
of 16 on clicking Apply. For example, 20 is rounded to 16. Similarly, 30 is rounded to 32. The maximum value of this field is
268435440.

Enable aggressive mode for PCI-PM L1: Select this check box to enable aggressive PCI-PM L1 power management mode.
In this mode, when Exerciser is in L1 and receives a packet from the USC, it responds to the received packet and then falls
back into L1. In passive mode, if the upstream component sends a packet, Exerciser responds to it and if the device state is
non DO, will not go to L1 again.

TS Settings The TS Settings section provides the following components:

N_FTS shown in TS at Gen1 speed: This text box allows you to modify the N_FTS field of Training Sequences that Protocol
Exerciser sends at Gen1 speed. The maximum value of this field is 255.
N_FTS shown in TS at Gen2 speed: This text box allows you to modify the N_FTS field of Training Sequences that Protocol
Exerciser sends at Gen2 speed. The maximum value of this field is 255.
N_FTS shown in TS at Gen3 speed: This text box allows you to modify the N_FTS field of Training Sequences that Protocol
Exerciser sends at Gen3 speed. The maximum value of this field is 255.
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Field Description

L1 Substate The L1 substates (L1.1 and L1.2) support is available only with the U4305B model of Exerciser. Therefore, the L1 Substate
section is relevant only if you are using the U4305B model of Exerciser.
The L1 Substate section provides the following components:

Initiate Entry into L1.1 or L1.2 after this much time spent in L1 (ns): This text box allows you to specify the time in
nanoseconds that Exerciser (Tx) should have spent in the L1 state before it can initiate entry into L1.1 or L1.2 substate. This
text box accepts values in multiple of 16, such as 16, 32, 48, and so on. If you type a value, which is not a multiple of 16,
then that value is rounded to the closest multiple of 16 when you click Apply. For example, 20 is rounded to 16. Similarly,
33 is rounded to 32. This maximum value of this field is 268435440.

Enable L1.1: Select this check box to enable the L1.1 substate for Exerciser. If this checkbox is not selected, Exerciser will
not initiate entry to L1.1 substate when the conditions for entry are met.

If you do not enable L1.1 in the Power Management tab but enable it in the L1 PM Substate tab, that is, the configuration
space of Exerciser, then this would result in an erroneous situation due to conflicting settings. As a result, Exerciser will
not enter into L1 substates even though DUT expects it to enter into these substates. This can help you test erroneous
situations related to enabling of L1 substates.

Enable L1.2: Select this check box to enable the L1.2 substate for Exerciser. If this checkbox is not selected, Exerciser will
not initiate entry to L1.2 substate when the conditions for entry are met.

If you do not enable L1.2 in the Power Management tab but enable it in the L1 PM Substate tab, that is, the configuration
space of Exerciser, then this would result in an erroneous situation due to conflicting settings. As a result, Exerciser will
not enter into L1 substates even though DUT expects it to enter into these substates. This can help you test erroneous
situations related to enabling of L1 substates.

Note: If both L1.1 and L1.2 substates are enabled, then as per specifications, Exerciser gives priority to L1.2 substate, that
is, it enters into the L1.2 substate instead of L1.1 substate when the entry conditions for L1 substates are met.

Assert CLKREQ# in all non-L1 states: By default, this checkbox is selected to ensure that the clock request is asserted for
Exerciser in all non L1 states such as LO and Recovery to meet the expected requirements for clock assertion. However, you
may choose to deselect this checkbox to create and test error situations. On deselecting this checkbox, Exerciser will not
request clock assertion in any of the non L1 states and DUT will drive the clock request signal.

The selection/deselection of this checkbox overrides all the other L1 substate settings.

Assert CLKREQ# in L1 state: By default, this checkbox is NOT selected to ensure that the clock request is not kept asserted
for Exerciser after its entry into L1 state. However, you may choose to select this checkbox to create and test error
situations. On selecting this checkbox, Exerciser will keep the clock request asserted after entering into the L1 state even if
the DUT is sending clock request deaasertion signal. Consequently, the clock signal will not be asserted and as a result,
the DUT will be forced not to enter an L1 substate.

The selection/deselection of this checkbox overrides all the other L1 substate settings.

Time from CLKREQ# deassertion to Transmitter Power OFF (TPower_OFF) (ns): This is a timing parameter associated to the
L1.2 substate mechanism. This text box lets you specify the amount of time that Exerciser must wait after sampling
CLKREQ# deasserted and before entering into the L1.2.Idle substate, that is, before putting the transmitter Off in L1.2.

Time from CLKREQ# assertion to Transmitter Power ON (TPower_ON) (ns): This is a timing parameter associated to the
L1.2 substate mechanism. This text box lets you specify the amount of time that Exerciser must wait in L1.2.Exit after
sampling CLKREQ# asserted and before putting the transmitter On.

General Settings Function Skip Settings tab

To access this function: Click General Settings in the Navigation pane. Then, click the Skip Settings tab.

Field Description

2.5 GT/s and 5.0 GT/s

SKP Interval (in number of symbols)  Enables you to specify the symbol time gap between two SKP ordered sets.
Valid range for this field is 10-4095.

Number of symbols in SKP ordered Provides options to specify the number of SKP symbols, ranging between 1 to 5, to be included in an ordered set.

sets
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Field Description

8.0GT/s
SKP Interval (in number of blocks) Enables you to specify the block time gap between two SKP ordered sets.
Valid range for this field is 10-511.
Number of SKP symbols in SKP Provides options to specify the number of SKP symbols, ranging between 8 to 24, to be included in an ordered set.

ordered sets

General Settings Function Transceiver Settings tab

To access this function: Click General Settings in the Navigation pane. Then, click the Transceiver
Settings tab.

These settings control the Protocol Exerciser Tx and Rx equalization settings.

Field Description

Tx Settings In the TX Settings group box, you can configure the Transceiver settings for the Protocol Exerciser's transmitter
separately for Gen1, Gen2, and Gen3 speeds.

2.5GT/s This group box is used to set the Transceiver settings that are applicable at the Gen1 speed. In this group box,
you can:
= either enable and set the de-emphasis level at -3.5 db (applicable when Exerciser transmits at Gen1 speed).
= ordisable the de-emphasis at Gen1 speed.

5.0 GT/s This group box is used to set the Transceiver settings that are applicable at the Gen2 speed. In this group box,
you can:
= either enable and set the de-emphasis level at -3.5 db or -6 db (applicable when Exerciser transmits at
Gen2 speed).
= ordisable the de-emphasis at Gen2 speed.

8.0GT/s This group box is used to set the Transceiver settings that are applicable at the Gen3 speed. The following fields
are available in this group box.

Automatic (As per DUT request) Select this checkbox to ensure that Exerciser automatically sets its transmitter settings based on the

preset/coefficient requests received from DUT. On selecting this checkbox,

= the fields provided for manually specifying the values for adjusting Exerciser's Transmitter settings are
disabled in this tab.

= the FS and LF fields are disabled in the Equalization Settings tab and the FS and LF values for Exerciser are
automatically set to 24 and 8 respectively.

= Exerciser applies the De-emphasis, Pre-shoot & Boost levels requested by DUT on its transmitted signals.

If you do not select this checkbox, Exerciser applies the user-specified De-emphasis, Pre-shoot & Boost levels

on its transmitted signals.

Tx output voltage This setting controls the maximum Vout before any pre-emphasis or de-emphasis (Vd). The default value is 900
mV.
This field is disabled if you configure automatic setting of transmitter settings by selecting the Automatic (As
per DUT request) checkbox in this tab.

Tx Pre-emphasis Pre Tap This setting controls the amount of pre-emphasis (Vc). As you move towards a more negative value, you get
more Pre-emphasis.
This field is disabled if you configure automatic setting of transmitter settings by selecting the Automatic (As
per DUT request) checkbox in this tab.

Tx Pre-emphasis First Post Tap Main De-emphasis value, which controls the amount of de-emphasis (Va). The higher the number, the higher is
the de-emphasis.
This field is disabled if you configure automatic setting of transmitter settings by selecting the Automatic (As
per DUT request) checkbox in this tab.

Tx Pre-emphasis Second Post Tap Second post-tap De-emphasis.
This field is disabled if you configure automatic setting of transmitter settings by selecting the Automatic (As
per DUT request) checkbox in this tab.
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Field Description

Rx Settings

Rx Equalizer AC and DC Gain

Use Rx Preset Hint for AC Gain

In the RX Settings group box, you can configure the Transceiver settings for the Protocol Exerciser's Receiver.
These settings are applicable for all the three speeds, Gen1, Gen2, and Gen3.

The Rx Equalizer AC and DC Gain settings impact the Receiver equalization of the Protocol Exerciser. You can
use these two listboxes to select the AC and DC gain settings to tune the Exerciser's Rx equalization.
Typically Rx DC gain would be 3dB. For setting the Rx AC gain, you can use the following recommendations to
set it as per the channel length (in inches):

Channel Length  Recommended Rx AC Gain

3-7 5dB
8-12 6dB
13-16 8dB
17-20 10dB

Select this checkbox to instruct Exerciser to automatically adjust its Rx AC gain using the Rx Preset hint given by
DUT. Selecting this checkbox eliminates the need for manually specifying an Rx AC gain value for Exerciser to
tune its Rx AC gain and therefore disables the Rx Equalizer AC Gain listbox in this tab.

The Rx preset hints are provided by USC (root complex) to DSC (endpoint). Therefore, this checkbox is enabled
only when Exerciser is configured as a DSC. If Exerciser is configured as a USC, this checkbox is disabled and
you have to set its Rx AC gain manually using the Rx Equalizer AC Gain listbox.

The Rx preset hint received from DUT is displayed in the Device Under Test section of the Equalization Status
tab of the Hardware Status pane. It is displayed as NA when Exerciser is configured as USC.

Refer to the topic “Configuring Transceiver Settings" on page 63 to know more.

General Settings Function - Trigger Out tab

To access this function: Click General Settings in the Navigation pane. Then, click the Trigger Out tab.

Refer to the topic “Configuring External Triggers Settings" on page 68 to know more about triggers out
conditions.

Field Description

Status

Source Name

The Status section shows the following messages:

= Accumulated events: Shows a list of events that resulted in generating the trigger-out pulse since the last time you
clicked Clear Status.

= First event: Shows which first events, which occurred in the same timestamp, resulted in generating the trigger-out pulse
since the last time you clicked Clear Status.

The Source Name column displays a list of events, such as Protocol Error and Going Out of LO, which you can use as a source
to generate a trigger-out pulse.

Enabled The Enabled column provides a check box for each event in the Source Name column. Here, select a the check box
corresponding to a event that you want to use as a source to generate a trigger-out pulse.

Fired The Fired column shows the following messages for each event listed under the Source Name column:
= Fired: This message appears when the corresponding event has occurred.
= Not fired: This message appears when the corresponding event has not occurred.

Mask All Click Mask All to select all check boxes in the Enabled column. This, as a consequence, instructs Protocol Exerciser to
trigger-out whenever one or more of the events listed under the Source Name column occur.

Unmask All Click Unmask All to clear all check boxes in the Enabled column.

Clear Status Click Clear Status to set the status of all events to Not fired.

Refresh Status Click Refresh Status to refresh the status of all the events.
You can view whether or not an enabled rule has fired and display the list of accumulated events in this tab by clicking the
Refresh Status button.

LTSSM Tests
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To access this page: Click the LTSSM Test icon in the Navigation window.

Field Description

Select Test Case

Sequence Overview
Run
Stop

Test Case State

Log

The Select Test Case pane has the following components:
= Test Case: The Test Case list box provides a list of LTSSM test cases that you can select to run.
= Description: The Description list box displays the description of the selected test case. A test case description is divided
into the following heads:
" Purpose: This head states what the test case intends to do.
"  Prerequisites: This head states what should already be in place before you run the test case.
= Observation: This head states the checks that are performed during the execution of a test case.

The Sequence Overview section displays a flow-chart diagram to show the execution sequence of the selected test case.
Click Run to start executing the selected test case.
Click Stop to halt the execution of the underlying test case.

The Test Case State section displays the following states that an executing test case goes through:

= Running: Reflects that the test case is executing.

= Passed: Reflects that the test case is successfully executed.

= Failed: Reflects that executing test case is either cancelled by user or has met an unwarranted condition. You can cancel an
executing test case by clicking the Stop button.

The Log pane displays the data describing the various stages of the underlying test case.

The Log pane has its own short-cut menu, which is displayed when you right-click anywhere inside it. This short-cut menu has

the following commands:

= Clear Log: Clears the Log pane.

= Copy to Clipboard: Copies the data in the Log pane to clipboard.

= Save: Displays the Save log file dialog box, which you can use to save the data shown in the Log pane to a file in RTF or TXT
format.

NVM Express Function - Submission and Completion Queues

To access this function: Click NVMe in the Navigation pane. Then, select the Submission and Completion
Queues tab.

You use this tab to define and add NVMe Admin and I/0 commands to submission queues for
processing by NVMe DUT. You can also view the completion status of these commands in this tab.

To know more, refer to the topics Creating, Deleting, and Viewing Submission and Completion
Queues and Submitting an NVMe Command and Viewing its Completion Status.

Field Description

Submission Queues - This section consists of three panes described below.

Queues

NVMe commands

Templates

By default, this pane displays only the Admin submission queue. When you create I/0 submission queues, the Queues section
displays these newly created 1/0 submission queues as well.
Clicking a submission queue selects its mapped completion queue in the bottom pane of the tab.

This pane displays the NVMe commands (PCle packets) that you added to the currently selected submission queue for
processing by DUT. These commands are added as records and assigned a sequenced Line number. This Line number is used
to map the command to its completion in the lower pane of the tab.

Clicking the + icon displayed with a command displays its details.

Double-clicking the command displays the Edit Packet dialog box to configure the command settings.

This pane provides a list of templates for NVMe Admin and 1/0 commands that you can add to the submission queues for
processing. If the currently selected queue is the Admin submission queue, then Admin command set is displayed. IF the
currently selected queue is an 1/0 queue, then the NVMe I/0 command set is displayed.
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Field Description

Completion Queues - This section consists of two panes as described below.

Queues By default, this pane displays only the Admin completion queue. When you create 1/0 completion queues, the Queues section
displays these newly created I/0 completion queues as well.

NVMe Completions This pane displays the NVMe command completions posted by DUT in the selected completion queue. These completions are
added as records and assigned a sequenced Line number.
Clicking the + icon displayed with a completion displays its details.
You can identify a completion for a command using the SQ Identifier and Command Identifier fields in that completion.

NVM Express Function - Controller Registers

To access this function: Click NVMe in the Navigation pane. Then, select the Controller Registers tab.
You use this tab to view and initialize/edit the NVMe controller capabilities of the DUT.

To know more, refer to the topic Step 5 - Initialize the Admin Submission and Completion Queues.

To ensure that NVMe controller capabilities are read and displayed in the
Y Controller Registers tab, you first need to scan the DUT configuration space
using the DUT Config Space page. If you do not scan the DUT configuration

space, controller register values are not displayed and a warning message is
displayed in this tab.

Field Description

Interrupt Mechanism Allows you to set the interrupt mechanism that the NVMe controller should use to generate interrupts. Exerciser can handle
the following two interrupt mechanism options.
= MSI
= MSI-X
During DUT config space scan, the DUT's interrupt mechanism capabilities are read and displayed next to the Interrupt
Mechanism field. Based on the DUT's interrupt mechanism capabilities found, the interrupt mechanism options are enabled or
disabled in this field.

Controller Register Base Displays the memory address to which you mapped the Base Address Register 0 (BAR 0) using the PCI Common
Configuration Header tab of the DUT Config Space page. This is the location for the NVMe controller registers.

Reset Controller Resets the queues and registers to their default values and state. On resetting the controller:
= alll/0 submission and completion queues are deleted.
= the Admin submission and completion queue are reset.
= all controller registers except the Admin queue registers are reset to their default values.
To know more, refer to Resetting the NVMe Controller Capabilities.

Controller Registers Various controller registers are displayed in this tab. On scanning the DUT config space, the values for these registers are read
from DUT and displayed in this tab. You can edit the values of the registers.

2]
. and @ buttons A . and button is displayed with each controller register.

The < button allows you to write the changes that you made to a particular controller register with which the button
is disnlaved

The button allows you to read the current values for a register from DUT.

Apply Clicking the Apply button saves all the changes that you made to various controller registers displayed in the Controller
Registers tab.

304 Keysight Protocol Exerciser for PCI Express User Guide



Protocol Exerciser GUI Reference 15

NVMe EndPoint -Settings tab

To access this function: click NVMe in the navigation pane and click the Settings tab of the NVM
Express Endpoint page.

The NVM Express Endpoint page is displayed only when you select NVMe in the Application field and
To Upstream in the Session type field of the General Settings page.

To know more about Exerciser's NVMe endpoint emulation, refer to the chapter “Emulating an NVMe
EndPoint" on page 221.

Field Description

Interrupt Mechanism

NameSpace

Allows you to set the interrupt mechanism that the NVMe controller should use to generate interrupts. Exerciser can
handle the following two interrupt mechanism options:

= MSI

= MSI-X

You can select the following options for each of the Namespaces using this section.

= Select the Clear data on start checkbox to clear the namespace data on start. This will erase all data written to
the namespace and drive will show as a RAW unformatted drive in the SUT.

= Select the Write MBR while initializing checkbox to write the Master Boot Record (MBR) to the namespace
during start.

Asynchronous Event Completion You can use the fields available in this section to send an Asynchronous Event Completion to the RC device. Select

Controller

the values of the Asynchronous Event Type, Asynchronous Event Information and Associated Log Page fields and
then click the Send button.

Asynchronous event completion allows you to retrieve health information about the

device that may indicate errors and failures. This capability yields better error

handling and preventive measures can be taken to minimize the risk of data loss.Asynchronous event completion
allows you to retrieve health information about the device that may indicate errors and failures. This capability yields
better error handling and preventive measures can be taken to minimize the risk of data loss.

This section has two buttons - Start/Stop and Pause/Resume.

= You can use the Start and Stop buttons to start and stop the controller. Stopping the controller resets and sets
the controller to the disabled state.

= You can use the Pause and Resume buttons to temporarily pause and then resume the controller. The controller
will not respond to any commands during the paused state.

This is an error insertion feature.You can pause the controller in order to cause errors. When the Pause option is

selected, Exerciser stops polling the controller registers and doorbell registers for changes and does not respond to

any command issued by the root complex.

NVMe EndPoint - Controller Registers

To access this function: click NVMe in the navigation pane and click the Controller Registers tab of the
NVM Express Endpoint page.

The NVM Express Endpoint page is displayed only when you select NVMe in the Application field and
To Upstream in the Session type field of the General Settings page.

To know more about Exerciser’s NVMe endpoint emulation, refer to the chapter “Emulating an NVMe
EndPoint" on page 221.
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Field Description

Controller Registers

The set of commands grouped under this category are meant for register mapping for the controller. Controller
Register contains following set of commands:
= Page Size Max

= Page Size Min

= Doorbell Stride

= Command Sets Supported

= Reserved

= Timeout

= Arbitration Mechanism Supported

= Contiguous Queues Required

= Max Queue Entries

= Interrupt Mask Set

= 10 CQ Entry Size

= 10 SQ Entry Size

= NVM Subsystem Reset Supported

= Command Sets Supported

= Enable

= Shutdown Status

= Controller Fatal Status

NVMe EndPoint - Identify Data Structure

To access this function: Click the General Settings icon from the left navigation pane in the GUI. Click
the Link Settings tab. Select NVMe in the Application field. In the Session Type select "To Upstream" for
the Exerciser to act as NVMe EndPoint Mode.Click Identify Data Structure tab.

You can also import the Identify Data Structure and namespace settings from an xml file that has the
data captured using the Keysight PCle Analyzer. You use the Import from analyzer g toolbar
button to do this import.

Field Description

Controller Various controller registers are displayed in this tab.
NameSpace You can view and set the register settings for each of the NameSpaces supported by Exerciser in the Namespaces
tab.
NOTE: The maximum size allowed for a namespace is 1 GB. You can use the fields Namespace Size and Namespace
Capacity to set the namespace size.
NVMe EndPoint - Log Page
To access this function: click NVMe in the navigation pane and click the Log page tab of the NVM
Express Endpoint page.
The NVM Express Endpoint page is displayed only when you select NVMe in the Application field and
To Upstream in the Session type field of the General Settings page.
To know more about Exerciser's NVMe endpoint emulation, refer to the chapter “Emulating an NVMe
EndPoint" on page 221.
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Field Description

Log Page You can edit the log page structures using this tab. You can also import the Log Page Structures from an xml file that
has the data captured using the Keysight PCle Analyzer. You use the Import from analyzer toolbar button to do this
import.

Log page has the following tabs:
= Error Information

= Smart/Health Information

= Firmware Slot Information

= Reservation Notification
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NVMe EndPoint - Features

To access this function: click NVMe in the navigation pane and click the Features tab of the NVM
Express Endpoint page.

The NVM Express Endpoint page is displayed only when you select NVMe in the Application field and
To Upstream in the Session type field of the General Settings page.

To know more about Exerciser’s NVMe endpoint emulation, refer to the chapter “Emulating an NVMe
EndPoint" on page 221.

Field Description

Features

Supported Capabilities

You can edit the values to be used with the Get and Set Features commands. Allows you to view and edit the default,
current, and saved values for the different features using this tab.

Features tab has the following tabs:

= Interrupt Coalescing

= Power Management

= Write Atomicity

= Temperature Threshold

= Asynchronous Event Configuration
= Error Recovery

= Autonomous Power State Transition
= Volatile Write Catch

= Software Progress Marker

= Arbitration

= LBARange Type

= Interrupt Vector Configuration

= Number of Queues

= Saveable - Select/deselect this checkbox to make the feature support / not support a Saveable value.

= Namespace Specific - Select/deselect this checkbox to make the feature Namespace specific or applicable
across all Namespaces.

= Changeable - Select/deselect this checkbox to make the feature changeable / not changeable.

NVMe EndPoint - Queues

To access this function: click NVMe in the navigation pane and click the Queues tab of the NVM
Express Endpoint page.

The NVM Express Endpoint page is displayed only when you select NVMe in the Application field and
To Upstream in the Session type field of the General Settings page.

To know more about Exerciser's NVMe endpoint emulation, refer to the chapter “Emulating an NVMe
EndPoint" on page 221.

Field Description

Submission Queues - This section displays the following attributes of the available submission queues for Exerciser.

Queue id

Head

Tail

Size

Completion Queue ID

Physical Address

Is a unique id allocated to a Submission Queue.

Is the Head pointer of the Submission Queue.

Is the Tail pointer of the Submission Queue.

Is the Size of the Submission Queue.

Is the Completion Queue ID associated to a Submission Queue.

Is the Physical Address of the Submission Queue.
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Field Description

Completion Queues - This section displays the following attributes of the available completion queues for Exerciser.

Queue id Is a unique id allocated to a Completion Queue.

Head Is the Head pointer of the Completion Queue.

Tail Is the Tail pointer of the Completion Queue.

Size Is the Size of the Completion Queue.

Associated Interrupt Vector Is the Associated Interrupt Vector of the Completion Queue.
Physical Address Is the Physical Address of the Completion Queue.

Protocol Checker function

To access this function: Click Protacol Checker in the Navigation pane.

Refer to the topic Performing Protocol Checks to know more about protocol checks supported by

Exerciser.
Field Description
Status The Status section shows the following components:

= Violated Rules: Shows a list of PCle protocol rules that were violated since the last time you clicked Clear Status.
= First Violated: Shows which first rules of the PCle protocol were violated in the same timestamp since the last time you
clicked Clear Status.

Rule Name The Rule Name column displays a list of PCle protocol rules, which you can select to observe for violation.

Enabled The Enabled column provides a check box for each rule in the Rule Name column. Here, select a the check box corresponding
to a rule that you want to observe for violation.

Violation The Violation column shows the following messages for each rule listed under the Rule Name column:
= Violated: This message appears when the corresponding rule has been violated.
= Not Violated: This message appears when the corresponding rule has not been violated.

Mask All Click Mask All to select all check boxes in the Enabled column. Use this command button when you want to enable all the rules
listed under the Rule Name column.

Unmask All Click Unmask All to clear all check boxes in the Enabled column.
Clear Status Click Clear Status to set the status of all events to Not violated.
Refresh Status Click Refresh Status to refresh the status of all the rules listed under the Rule Name column.

Traffic Setup Function - Completion Behaviors

To access this function: Click Traffic Setup in the Navigation pane. Then select the Completion Behaviors
tab.

You use this tab to add records to define the behavior of completion packets to be sent as response
to DUT. You can add these records in one of the completion queues provided by Protocol Exerciser.

The completion behavior records are added to the memory allocated to the queue selected for
adding the record.

Refer to the topic Sending Completions as Response to DUT_to know more.
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Field Description

Settings
(for a PCle/SRIOV link)

Settings
(for an MRIOV enabled PCle link)

Completion Behaviors

Line no.

Error

If you selected PCle or SRIOV protocol for link creation in the Link Settings page, then the Settings pane displays two completion
queues, Queue 0 and Queue 1. Protocol Exerciser provides one completion queue for each virtual channel (VCO and VC1).

You can add completion behavior records to each of these queues for these virtual

channels.

Refer to the topic Completion Queues to know more.

If you selected the MRIOV protocol for link creation in the Link Settings page, then the Settings pane displays three completion
queues, Queue 0 to Queue 2. Protocol Exerciser provides one completion queue for each virtual hierarchy (VHO to VH2) that it
supports as an MRIOV capable component.

You can add completion behavior records to each of these queues for these virtual hierarchies.

Refer to the topic Completion Queues to know more.

If you have the additional 2 physical functions license, then the Settings pane displays five completion queues, Queue 0 to
Queue 4. Protocol Exerciser provides one completion queue for each virtual hierarchy (VHO to VH4) that it supports with this
license.

All virtual hierarchies are mapped to virtual channel (VCO) and virtual link (VLO).

Displays a sequenced number for a completion behavior record that you added to the memory allocated for the selected
completion queue.
You can add a maximum of 512 completion behavior records in a completion queue.

Displays the details of the completion behavior record that you added to the memory allocated for the selected completion
queue. To add a completion behavior record, the Templates pane provides the Default Completion template. To add this
template to the Completion Behavior tab, double-click it or drag-and-drop it in the Completion Behavior tab.

You can double-click the details of the added behavior record to change the behavior of the completions to be sent. While
changing the behavior of a completion packet, you need to set some fields in conjunction with the settings done in the Error
Insertion function. This is because, the new settings that you specify in the Error Insertion function become effective only when
you have enabled their corresponding behavior properties in the completion behavior record.

Traffic Setup Function - Block Transfers

To access this function: Click Traffic Setup in the Navigation pane. Then, select the Send Block Transfers

tab.

You use this tab to define a block of PCle packets to be sent as stimulus in the defined sequence. You
add packets to a function of Exerciser and also define the behavior for these packets. To know more,
refer to the topic Defining Stimulus Traffic.
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Field Description

Settings This pane displays the base, physical and virtual functions of the Protocol Exerciser emulating a multi-function PCle component.
Each function corresponds to a hardware channel of Protocol Exerciser. You can define stimulus traffic for each of these
functions. The number and type of functions displayed depend on the emulation mode of Protocol Exerciser as an MRIOV
capable, SRIOV capable, or a non 10V PCle component.
= If you select MRIOV as the protocol while creating the PCle link, then Protocol Exerciser has MRIOV capabilities and it

displays the following functions within the two virtual hierarchies that it supports.
= Function A - Base function (BF0) with MRIOV capabilities
= Function B and Function C - Physical functions (PFO and PF1) with SRIOV capabilities
= Virtual functions (VF1 and VF2) with each physical function.
= Ifyou select SRIOV as the protocol while creating the PCle link, then Protocol Exerciser has SRIOV capabilities and it displays
the following functions.
= Function A - Non 10V function
= Function B and Function C - Physical functions (PFO and PF1) with SRIOV capabilities
= Virtual functions (VF1 and VF2) with each physical function.
= Ifyou select PCle as the protocol while creating the PCle link, then Protocol Exerciser does not have MRIOV capabilities and
it displays the following three functions with no 10V capabilities.
= Function A
= Function B
= Function C
If you have the additional 2 physical function license, then five functions (Function A to E) are displayed in each emulation mode
along with the virtual functions in SRIOV and MRIOV modes.
Refer to the topic Functions, Hardware Channels, Virtual Hierarchies, and Virtual Channels to know more about the virtual
hierarchies, functions, corresponding hardware channels and virtual channels of Exerciser.

Send Block Transfers This pane contains the PCle packets to be sent as a block to DUT. These PCle packets are added as records in the memory of
Exerciser and assigned a sequenced Line number.

Requests The Requests section has the following options:

= Single mode: Select this option if you want to send a block transfer of all packets in the Send Block Transfers tab for each
time you select Action > Run. In this case, block transfer automatically stops after all packets are sent.

= Continuous mode: Select this option if you want to send the block of packets added to the function repeatedly until you
manually stop the stimulus. In this case, you have to select Action > Stop to stop the continuous stimulus.

= Import Traffic - Click this button to import the traffic (captured using the Keysight U4301 PCle Gen 3 Analyzer module) into
the Traffic Setup page and use this imported traffic as stimulus. See “Importing Traffic from Analyzer to Exerciser for
Sending Stimulus" on page 144 for details.

Templates Provides a list of templates for PCle packets that you can add to the Send Block Transfers tab as stimulus.

Request Behavior This section is used to define the behavior of the PCle packets that you added in the Send Block Transfers tab. The behavior
settings are added as behavior records in the memory.

Line No Displays the sequenced number for the request behavior records that you added for the PCle packets in the Send Block Transfers
tab.
Errors Displays the details of the request behavior record that you added for the PCle packets in the Send Block Transfers tab.

These details define the behavior of the PCle packets to be sent as stimulus. Here, only the first behavior record is added
automatically at the time of adding the first PCle packet in the Send Block Transfers tab. Beyond that, you can manually add more
records using the available behavior templates.

If there is only one behavior record, then all packets added to a function are sent matching the behavior specified in this record. If
there are the same number of packets and behavior records, for example 2 packets and 2 records, then there is one-to-one
mapping between the packets and records:

If there are unequal numbers of packets and records, for example 5 packets and 3 records, then mapping between these takes
place as follows:

= Packet 1 is as per behavior record 1

= Packet 2 is as per behavior record 2

= Packet 3 is as per behavior record 3

= Packet 4 is as per behavior record 1

= Packet 5 is as per behavior record 2

Templates The Templates pane provides templates for defining the behavior of the PCle packets that you added in the Send Block Transfer
tab.
To add a request behavior record using one of these templates, double-click or drag-and-drop the desired template.
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Traffic Setup Function - Single Packet

To access this function: Click Traffic Setup in the Navigation pane. Then, select the Single Packet tab.
You use this tab to send a single PCle packet as stimulus to DUT and view the completion received
from DUT for this packet.

To know moare about sending single packets as stimulus, refer to the topic Sending a Single Packet
as Stimulus and Viewing Response.

Field DE

Settings

Send Single Packet

Templates

Request Behavior

Received Completions

Completions to hold

This pane displays the base, physical and virtual functions of the Protocol Exerciser emulating a multi-function PCle component.
Each function corresponds to a hardware channel of Protocol Exerciser. You can define stimulus traffic for each of these
functions. The number and type of functions displayed depend on the emulation mode of Protocol Exerciser as an MRIOV
capable, SRIOV capable, or a non IOV PCle component.
= If you select MRIOV as the protocol while creating the PCle link, then Protocol Exerciser has MRIOV capabilities and it
displays the following functions within the two virtual hierarchies that it supports.
= Function A - Base function (BF0) with MRIOV capabilities
= Function B and Function C - Physical functions (PFO and PF1) with SRIOV capabilities
= Virtual functions (VF1 and VF2) with each physical function.
= Ifyou select SRIOV as the protocol while creating the PCle link, then Protocol Exerciser has SRIOV capabilities and it displays
the following functions.
" Function A - Non 10V function
= Function B and Function C - Physical functions (PFO and PF1) with SRIOV capabilities
= Virtual functions (VF1 and VF2) with each physical function.
= Ifyou select PCle as the protocol while creating the PCle link, then Protocol Exerciser does not have MRIOV capabilities and
it displays the following three plain functions with no IOV capabilities.
= Function A
= Function B
" Function C
If you have the additional 2 physical function license, then five functions (Function A to E) are displayed in each emulation mode
along with the virtual functions in SRIOV and MRIOV modes.
Out of these functions, you can enable/activate one function at a time by selecting the checkbox displayed with the function. The
hardware channel corresponding to this function is used to send the packet added to this enabled function. Protocol Exerciser
does not send the packets that you add to a disabled function as stimulus.

The Send Single Packet tab displays the PCle packets that you added from the PCle templates list to send these packets as
stimulus to DUT.
You can select a packet from this list and send it as a single packet to DUT.

Displays a list of PCle packet templates that you can use to define the single packet stimulus traffic. You can drag and drop a
template to the Send Single Packet tab to create an instance of that template. The added instance is sent as a PCle packet to
DUT on running the stimulus.

The Request Behavior tab contains a behavior record automatically added for each PCle packet in the Send Single Packet tab.
You can change the default behavior of a PCle packet by editing its behavior record displayed in this tab. Each behavior record is
mapped to its packet using the Line number assigned to it.

You cannot add or delete these records. They are automatically added/removed at the time of adding/removing the
corresponding PCle packet.

The Received Completions tab displays the completion packets received from DUT in response to the Read packets, such as
Memory Read, I/0 Read, and Config Read, which you sent as single packet stimulus using Protocol Exerciser.

The Completions to hold text box enables you to specify the number of completion packets to be displayed in the Received
Completions tab. In this text box, you can specify a value ranging from 1 to 128.
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Test Bench Function

To access Test Bench: Click the Test Bench icon in the Navigation pane of the protocol exerciser GUI.

This tab acts as a single container for various tests that you can run to test various aspects of a DUT.
The tab provides a collection of:
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Conformance tests that are written on the basis of specifications such as NVMe Conformance
Test Suite.

Additional tests that are contributed by Keysight such as PCle link layer tests.
User-defined tests that you can create to cater to your specific requirements.

Following is the top-level categorization of tests currently available in this page.

Tests Folder Description

NVM Express This folder contains the NVMe conformance tests as well as NVMe Keysight Contribution tests. These tests are enabled only
when you have configured Exerciser to act as a root complex and Exerciser's mode is set to NVMe.
To know more about NVMe Conformance Test Suite, refer to Testing DUT’s NVMe Compliance
using NVMe Conformance Suite.

PCI Express This folder contains Keysight contributed L1 substate and PCle link layer tests.

= The L1 substate support is available only with the U4305B model of Exerciser and not with the U4305A model. Therefore,
the L1 substate tests will not run when used with the U4305A model.
To know more about L1 substates support of Exerciser, refer to “Enabling and Configuring L1 Substates for
Exerciser" on page 74.

= The PCie link layer tests are enabled only when you have configured Exerciser to act as an endpoint. These tests are
applicable only for root complex link layer testing.
To know more about link layer testing using Exerciser, refer to “Performing PCle Link Layer Testing of a Root
Complex" on page 255.

Test Bench

Setup Qs

Test Selection

Y2 X ae| @ MNVM Express Settings
Initialization Script
4[] [ NVM Express » ) P ) _
I [C] £ Conformance Start @) Use auta () Use 32 bit ) Use custom
» [CJ [ Keysight Contributions Script File:| C:AProgram Files (xB6)\Keysight\SPT\PCIE ExerciserGen3\8, 76 Release!
I [C] [ User Tests
4[] £ P Express
4[] [] Keysight Contributions Use message framing

[ £ L1 Substate
I [Z3 Link Layer (for RC DUT)

I [] £ User Tests

[Pyl Code
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NOTE You can create user tests in the following two ways:
= Right-click the User Tests folder and select New user test case. A new instance of a test
case is created. You can customize it to define your specific requirements.

= Right-click an existing conformance or Keysight Contribution test and select Copy test
case. A copy of the test case is created under the User tests folder with the same settings
as the original test case. You can then customize this copy. Changing the settings of the
original test case does not impact the copied test case settings.

If you create a copy of a link layer test, Exerciser creates this copy within the folder Link Layer
(for RC DUT) under the User Tests folder.

Component Description

When you select the Test Bench icon in the navigation pane of the Exerciser GUI, the following two tabs are displayed.
= Setup Tab

= Report Tab

The descriptions of these two is given below:

Setup Tab This tab provides you a set-up platform where you can select initialization script, select tests to see their descriptions, run test
cases, see the log details of steps that are being performed during the execution process, and save the log results etc.

Report Tab This tab displays the detailed report of the tests that you executed. It displays the overall results that include:
= test configuration (such as which device was under test, its manufacturer, link width and link speed on which test was
performed, software version, date and time of execution of the test cases, etc.)
= summary of the test completion (whether passed or failed), and
= the test logs (i.e. which test was executed).

Initialization Script Pane: This pane provides you options to choose whether you want to use a default script or a custom script to run a test(s).

= Use Default: Selecting this radio button allows you to run the test on the basis of default values predefined by the initialization script.

= Use Custom: Selecting this radio button allows you to choose your own custom script defined by you on the basis of your requirement.

Once you select the Use Custom radio button, the Script File field allows you to click button and enable you to browse and select the script file. When you use
the custom initialization script for running test cases, it will be reflected in the Report tab. It displays a warning message in the report tab stating "Warning: Custom
Initialization Script used”.

Message Framing Clicking this checkbox enables the message framing option that sends an acknowledgment message packet along with test
cases packets. This helps you to identify the exact packets with which a test case started executing and where ended.

This button allows you to open the file browser and choose the custom script file you want to use while running test(s).

Clicking this button allows you to view code of the initialization script being used for running test(s).

’ This button enables you to run the selected test cases. Clicking Start replaces the Start button with the Stop button. This Stop
button is visible until the selected test case execution is complete or you click it to replace it with the Start button.

Test Selection Pane: This pane provides a list of tests that you can select to run to test the DUT’s conformance to NVMe or PCle specs.

| Clicking this button enables you to create a new user test case as per your specific requirements.

EE] The Copy button enables you to create a duplicate copy of the existing test case and modify it as per your requirements.
>< This button lets you to delete the selected test case.

JI'? Clicking this button enables you to rename the existing test case. Once you click this button after selecting a test case, a

pop-up appears which asks you to enter the relevant test case name.

_;l When test cases are run, the color of the selected tests changes into green and red after their execution. Green and red color
signify the test case execution state as passed or failed respectively. Clicking the Clear Results button clears the test results
and sets them to the normal state as they were set before execution.
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Component Description

Description Pane: This pane displays the description and sequence of the execution steps. In this pane, there are following two tabs:
= Description Tab
= Code Tab

Description tab displays the description of the selected test case. It displays purpose, procedure and expected results of the test being executed; whereas, the code
tab displays the code snippets of the same. The Description tab has the following heads of information for a test:

= Purpose: This head states what the test case intends to do.
= Procedure: This head states what steps are being performed during test execution.
= Expected Results: This head states the results which is expected to appear after the execution of a test case.

Few buttons are commonly used in both Description as well as Code tab, whereas few fields differ in both the tabs, as listed below:

H Clicking this button displays the Save dialog box which allows you to save the data displayed in the 'Code' tab of the
Description pane in RTF or TXT format.

B

This button enables you to cut the selected part of the test cases descriptions and code snippets displayed in the
'Descriptions' and 'Code' tab respectively.

-.'{g This button lets you to copy the selected part of the test cases descriptions and code snippets displayed in the 'Descriptions'
and 'Code' tab respectively.

Llﬂ Clicking this button enables you to paste the cut or copied part of the test cases descriptions and code snippets to the
destined location.

1, This button lets you to undo the last action.

™~ Once you undo any action, the Redo button is highlighted. Clicking this button lets you to bring back to the same action level
where you were before performing the undo action.

Code Tab This button facilitates you with 'auto-complete list' of functions while writing code for self defined test case.

=

{,“ i Clicking this button displays the set of parameters to be used with a function while writing code for any self defined test case.

Description Tab Format Tool Bar allows you to format the test cases description with the help of buttons available. The Formatting Bar

Format Tool Bar contains font family, font size, text color, bulleted and numbered list, and set alignment buttons. You can change the font

style, font size and font color by clicking their respective drop down button and selecting your preferred choice. You can align
text to the right, center, left or keep it in justify style with the help of alignment buttons. You can also insert bullets and
numbering with the help of Bulleted list and Numbered list buttons respectively.

Log Pane: The Log pane provides you details of the steps that are performed during the execution of the test(s).

._-';g This button allows you to copy the data from the Log pane to the clipboard and paste it to the destination folder whenever
required.

% Clicking this button clears the log results being displayed in the log pane.

SE‘J Clicking this button toggles the log details displayed in the log pane. It serves as a line breaker and proves useful if you are

viewing on a small screen device.
Report Tab: This tab enables you to view the consolidated report summary of the executed tests.
H This button allows you to save the test report displayed in the Report tab for further use.
= This button allows you to print the test report.
i

Clicking this button allows you to clear the consolidated test report summary.

NOTE Buttons located under Description and Code tabs appear in highlighted mode only

when you are performing any task in 'User Tests' section of the Test Selection Pane.
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Virtual Channel function

To access this function: Click Virtual Channel in the Navigation pane.

You use this page to configure the flow control initialization settings for the virtual channels
supported by Protocol Exerciser. You can configure the settings such as flow control credit limits,
enabling a virtual resource or a virtual hierarchy, and mapping traffic classes to a virtual resource for
a function.

To know more about virtual channels of Protocol Exerciser and flow control initialization, refer to the
topic Initializing Flow Control.

Field DL

Advertised Credits

Header

Data

Ignore Credit Limits for
Transmitter

Resend / Update periods

InitFC Resend Period (ns)

Send FC Update each (us)

Trigger 'FC Update timeout' after
(us)

Initiate link recovery if no FC
update is received for 200us in
LO, LOs state

PCle/SRIOV

VC Resource 1 VC id (x)

You use this group box to define the flow control credit limits for the virtual channels (VCO and VCx), virtual hierarchies and
virtual link (VLO) supported by Protocol Exerciser. If Exerciser emulates a non I0V/SRIOV component, then you can specify
advertised credit limits for VCO and VCx virtual channels. If Exerciser emulates a MRIOV component, then you can specify
advertised credit limits for virtual hierarchies and virtual link VLO. The fields to specify the credit limits for virtual hierarchies and
virtual link are enabled only when you select the MRIOV protocol while creating a link between Exerciser and DUT.

For each virtual channel/virtual hierarchy/virtual link, select the credit limit that you want to allocate to the TLP headers sent by
Exerciser. This credit limit for headers is categorized into posted request headers, non posted request headers, and completion
headers.

You can allocate 'Unlimited' credit limit to each of these header types. However, at x16 Gen 3 link speed, you can allocate a total
of 256 credit limit to these header types for both the virtual channels of Protocol Exerciser.

For each virtual channel/virtual hierarchy/virtual link, select the credit limit that you want to allocate to the TLP data payloads
sent by Exerciser. This credit limit for payloads is categorized into posted request payloads, non posted request payloads, and
completion payloads. You can allocate 'Unlimited' credit limit to each of these payload types. However, at x16 Gen 3 link speed,
you can allocate a total of 4096 credit limit to these payload types for both the virtual channels of Protocol Exerciser.

You use this group box to define whether or not the flow control credit limits of the DUT should be ignored by Exerciser
(Transmitter). You can ignore credit limits for the virtual channels (VCO and VCx) in case of a PCle or an SRIOV link and for

the supported virtual hierarchies in case of an MRIOV link.

If Exerciser emulates a non I0V/SRIOV component, then you can ignore credit limits for VCO and VCx virtual channels. If Exerciser
emulates a MRIOV component, then you can ignore credit limits for virtual hierarchies.

The checkboxes to ignore the credit limits for virtual hierarchies, VH2, VH3, and VH4 are enabled only when you select the
MRIOV protocol while creating a link between Exerciser and DUT.

Specify the time period (in ns) for which you want Protocol Exerciser to wait before resending the InitFC DLLPs to initialize:
= VC_Resource 1 (VCx) if Exerciser emulates a non IOV /SRIOV component.
= additional virtual hierarchies if Exerciser emulates an MRIOV capable component.

Specify the time period (in us) after which Exerciser should start sending UpdateFC packets for the virtual channels to DUT.

Specify the time interval after which Exerciser should trigger a Flow Control Update timeout if it does not receive a FC update
packet during that time period.

When the Flow Control Update Timeout is triggered, a PCle protocol violation flag is raised and the FC Update Timeout rule in the
Protocol Checker function shows Violated.

This checkbox is selected by default indicating that Exerciser automatically initiates link recovery if it does not receive any FC
update packets for 200us when in LO or LOs state. However, in certain LOs testing scenarios, you may not want Exerciser to do
this. In such situations, you can deselect this checkbox to ensure that the link recovery is initiated as per the exit timer value that
you specified in the General Settings function - Power Management tab.

NOTE: If the DUT advertised infinite credits for all the applicable credit types, then even if this checkbox is selected, Exerciser
will not initiate link recovery after 200us of not receiving any FC update packets in LO or LOs states.

Displays the flow control settings applicable for a non IOV/SRIOV capable Exerciser. These settings are enabled when you select
PCle or SRIOV as the protocol in the General Settings -> Link settings page.

Select a number to assign an ID to the second virtual channel VC_Resource_1 of Protocol Exerciser. This number is then used by
Protocol Exerciser for this second virtual channel.
The number of the virtual channel VC_Resource_0 of Protocol Exerciser is fixed (VCO) and cannot be changed.
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Field Description

Enable VC Resource 1 Protocol Exerciser provides two virtual channels VC Resource 0 (VCO) and VC Resource 1 (VCx). VCO is the default virtual channel
and is enabled by default. However, VC Resource 1 is not enabled by default. If required, you can choose to enable this virtual
channel by selecting this checkbox.

This is applicable only when Protocol Exerciser is emulating a non 10V or SRIOV capable PCle component.

MRIOV Displays the flow control settings applicable for an MRIOV capable Exerciser. These settings are enabled when you select MRIOV
as the protocol in the General Settings -> Link settings page.

Enable Virtual Hierarchy VH1 - Protocol Exerciser supports five virtual hierarchies VHO to VH4 in its emulation as an MRIOV capable component. VHO is enabled

VH4 by default. If required, you can choose to enable VH1 to VH4 hierarchies as well by selecting the checkboxes for these

hierarchies. If you do not enable a hierarchy, then a packet added to a function which is a part of that hierarchy is not transmitted.
This checkboxes are enabled only when Protocol Exerciser is emulating an MRIOV capable PCle component.

Enable per VH Flow Control As an MRIOV capable component, Protocol Exerciser supports two types of flow controls, per VH flow control and VL only flow
control. If you select this checkbox, then the per VH flow control is enabled at the Exerciser end and requested during the flow
control initialization process. If you do not select this checkbox, then the VL only flow control is applicable and requested during
the flow control initialization process.

To know more about the two flow controls and how Exerciser uses these, refer to the topics per VH flow control and VL based flow
control.
This checkbox is enabled only when Protocol Exerciser is emulating an MRIOV capable PCle component.

TC to VC Map This group box allows you to map the Traffic classes (from 0 to 7) with the virtual channels VCO and VCx for the three functions
supported by Exerciser as a non I0V/SRIOV component. The TC to VC mapping is done separately for each of the three functions
of Exerciser. The TC to VC Map group boxes are enabled only when you select the PCle or SRIOV protocol in the Link Settings
page.

Exerciser decides the virtual channel (VCO or VCx) to be used to pass a stimulus request added to a function based on the TC to
VC Map settings that you specify for that function. For instance, if you mapped traffic class 2 with VCO for Function A, then a
stimulus packet added to Function A and with traffic class 2 will be sent through VCO.

If you have the additional 2 physical function license, then the TC to VC mapping is displayed for the five functions supported by
Exerciser.
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Protocol Test Card

There may be a situation when you want to verify if your add-in card is in compliance with the PCle
protocol. For such a situation, Keysight provides Protocol Test Card (PTC). PTC is a tests suite that
provides various tests to verify the PCle compliance of your add-in card. These tests are based on
assertions that are set of rules written down by PCI-SIG. An add-in card must adhere to these
assertions to be in compliance with PCle.

The following list provides more information about PTC:

The PTC tests suite comes packaged within the N5309A exerciser card, and the PTC GUI is
available inside the Protocol Exerciser GUI.

The license scheme for both PTC and Protocol Exerciser is different. You need two separate
licenses in order to use Protocol Exerciser as well as PTC.

If you have a license only for PTC, then you will be able to use PTC, but not any other Protocol
Exerciser function.

There are separate modules for Protocol Exerciser(PCle Gen3 Exerciser) and PTC(PCle Gen3 PTC).
To use PTC, you have to select PCle Gen3 PTC module type from a dropdown menu next to
module number while selecting port. While you are running PTC, only General Settings page and
Compliance Test page will be visible.

For a quick look at all the PTC test cases and their brief description, refer to
Appendix B, “PTC Tests and Assertions.

While using PTC, you can mount the add-in card on the PCle Connector of the N5316A passive
backplane board or on the Add-in Card Connector of the N5309-66417 Extension Card (Figure 30).
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PCle Connector

Add-in Card Connector

Add-in Card Connector

COCUMOEMAE TOLRBE R OAAEL AT TR TRSUERTR LSRN

Figure 30 N5316A Passive Backplane and N5309-66417 Extension Card

For information on N5309-66417, refer to Keysight System Protocol Tester,
NOTE Hardware and Probing Guide.

For information on N5309A and N5316A, refer to Keysight System Protocol
Tester, Hardware and Probing Guide and Keysight System Protocol Tester,
Installation Guide.

Accessing Protocol Test Card

To access PTC:
Start the Protocol Exerciser GUI.
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Run

Stop

Protocol Test Card

Select PCle Gen3 PTC module type while adding port.
The Compliance Tests screen appears (Figure 31).

For information on starting the Protocol Exerciser GUI, refer to “Starting and Exiting the Protocol

Exerciser GUI" on page 36.

Clear Current Stat

Show Config

1S

Test Name

Test Description

- |
Cm‘npli#nc& TEillS

b i

¢

Report | Setup

y
Running

DLL_04_01

To check that receiver ignores the reserved fields ol
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&-[#]DLL_05_02_02
&-[#]DLL_05_02_07
&-[C1DLL_05_02_10
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&-[C1DLL_D5_02_16
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Figure 31

-

4. Starts
5. Waits far
6. Stops capture
7. The test fails if any replayed Completion TLFs are captured.

Quick Test Selection

Description
Test DLL_04_01_02 (To check that receiver ignores the reserved fields of the received DLLPs ):

PTC performs the following activities:
1. Sets up PTC to set reserved field bits to 1 in Ack.

Sends Efgm
its for 100 mill-secan
ure of Completion {with data) TLPs to detect any replay.
milli-seconds.

mpletion TLPs.

to DUJ,

S!

%gﬁigef:gista number G000,
5.

Completion Timeout
Megatigted Link Width

ReguestCompletion
ReguestCompletion 1.1

Test Name

Test List

-

Compliance Tests screen

Table 3 briefly describes the components of the Compliance Tests screen.
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Table 3 Components of the Compliance Tests screen
Component Description
Run Click Run to execute the selected tests.
You can also execute a test by right-clicking it, and then clicking Run Test from the shortcut
menu.
Stop Click Stop to stop the test execution.

Stopping is possible only between tests, i.e. only when you are executing multiple tests. You
cannot stop a single test.

Clear Click Clear to clear all existing test results from the compliance report.
Remember the following points on using the Clear command button:
= Running new tests without clicking Clear appends new tests in the existing compliance
report.
= Running an already executed test without clicking Clear overrides its previous execution
result with the new execution result.

Show Config Click Show Config to display the Configuration Space of DUT message box, which shows the
current configuration space of DUT.
Remember to execute a test before using this command button, otherwise the message box
appears empty.

Current Status The Current Status label shows the following status messages:

= Stopped: Appears when you access the PTC GUI. This status message stays as long as you do
not execute any test.

= Running: Appears when tests are running.

= Finished: Appears after the compliance report is prepared and is displayed in the Report tab.

= Cancelling: Appears when you click the Stop button, while a test is under execution. This
message stays as long as the current test is executing.

= Cancelled: Appears when the tests execution halts after you have clicked the Stop button.

Test Name The Test Name label shows the name of the currently executing test.

Test Description The Test Description label shows the brief description of the currently executing test.

Setup The Setup tab allows you to specify the test cases to be executed.

Report The Report tab displays the generated compliance report, and also allows you to save and print

it for future references.
Default Click Default to revert back to the default settings of the Compliance Tests screen.

Help Click Help to display online help.

Figure 31 shows the Setup tab, and Table 4 briefly describes the components of the Setup tab.
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Table 4 Components of the Setup tab

Component Description

AddInCard Tests The AddInCard Tests list box provides a check box list of PTC tests. Here, select the check boxes
of the tests that you want to run. Selecting the check box of a test category selects all tests
under it. That is, selecting PTC /Il selects all tests under it.

You can also select or clear the check box of a test by right-clicking it , and then clicking Select
or Unselect from the shortcut menu.

Description The Description section displays the description of the test case or assertion you selected in the
Tests list box.
In this section, the description is displayed only when you select the title of the test case.

Comment The Comment text area allows to add user comments to the tests execution. These user
comments are copied to the compliance report.

Incremental Test Execution Select Incremental Test Execution to automatically clear the check boxes of the selected tests
after their execution.

Message Framing Select Message Framing to send a vendor defined Type-1 message before and after each test
execution.
Subtest PopUp Select Subtest PopUp to display a pop up after each sub-test execution in case of equalization

tests. This is purely for debugging purposes and is not recommended for normal operation.

Testing Mode Select Testing Mode to display a pop up for initial configuration of each sub-test execution. This
is purely for debugging purposes and is not recommended for normal operation.

Table 5 briefly describes the components of the Report tab.

Table 5 Components of the Report tab

Component Description

Report The Report area displays the report for the tests that you executed to verify if the underlying DUT is in compliance
with PCle. This compliance report has the following sections:
= Overview: This section provides hyperlinks to directly jump to the Summary and Details sections of the report.
= Summary: This section provides details about the test cases that were executed, their brief description, and
their result of execution. This section also provides details about:
+ Device under test.
Manufacturer.
Date and time of report generation.
Link speed and link width.
Number of executed test cases, and how many of them passed or failed.
Number of warnings generated by the executed test cases. Warnings are generated when you run test
cases without specifying any safe range.
= Details: This section provides the description of the executed test cases and their associated assertions, result
of execution, and a log describing the each step that was executed by the test case.
= Configuration Space: This section provides the description of the DUT’s configuration space after each
execution.
= Versions: This section lists the software and FPGA versions used for test execution.

Save Click Save when you want save the compliance report as an HTML document. Clicking Save displays the Save
HTML Document dialog box, where you can specify the name and location of the report to be saved.

Print Click Print to print the compliance report.
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Important Points about Protocol Test Card

The following are some important points about PTC:

Test names are derived from their assertion names if provided in specs, otherwise they have brief
names describing their intent. Consider the following examples of test names and assertion
names:

Test name: DLL_04_01_02

Assertion name: DLL.04.01#02

Test name: EQUALIZATION_COEFFICIENTS

Assertion name: No Assertion

PTC allows you to execute tests only. You cannot execute assertions.

In the Tests list box, the tests and assertions are organized in a tree-view format, where leaves are
assertions and their parent nodes are tests.

Each test, before its execution, resets the underlying DUT by first asserting and then de-asserting
the PCIRST# pin.
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Protocol Test Card Example

Consider that you want to run a couple of tests for your DUT to check:

For reserved fields in DLLPs, and

For retransmission of transaction in case of NAK being issued.
To Check that the receiver ignores the reserved fields of the received DLLPs, and To check that DUT retransmits a
transaction for which NAK has been issued

1 Select the check box of the DLL_04_01_02 test from the Tests list box. This test checks the
reserved fields of received DLLPs.

2 Select the check box of the DLL_05_02_01 test from the Tests list box. This will check for
retransmission of transaction.

3 Click Run.
This executes the selected test(s), and displays the following compliance report.

Compliance Tests

[E IE/ Finished

[Eave_.. ] [@Erint__ ]

Summary

Device under Test: Unknown (Unknown)
Manufacturer: Unknown (Unknown)
Date: Monday, October 24, 2011

Time: 2:59:42 PM

Link Speed: 5 GT/s

Link Width: 1

Tests executed: 2

Passed: 2

Warnings: 0

Failed: 0

User Comment: Add your comment here

Description Result

o
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Figure 32 Compliance Report

You can use this same procedure to execute other PCle compliance tests.
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This appendix provides information on the Firmware Update tool.
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Using the Firmware Update Tool

The Firmware Update tool is automatically installed during the Protocol Exerciser installation. You
use this tool to update the Controller PC with the new firmware for the selected Exerciser card.

To access the Firmware Update tool:
Select Start > Programs > Keysight SPT > PCle Exerciser 8.74 Release -> Update GUI.

The Firmware Update window appears.

Update 3.0
Pleaze select Device
Type | SerialMr 1 FPGA Wer. I Firrnwsare “Wer.
ErercizerGend  USS0070002  1.84 0.7
ExercizerGend  USH0070003  1.84 0.7
< |
Ilpdate P I
—Statusz
Refresh Esit
Figure 33 Firmware Update window
NOTE The cards shown with a grey background indicate that these are currently in use
and cannot be updated. The cards displayed in red indicate that these cards

need an update.

To Update the Firmware Version of the Exerciser Card

1 Select the Exerciser card, for which you want to update the Firmware, in the Please Select Device
section.

2 Click Update FW.

This instructs the Controller PC to check for the new Firmware version for the selected exerciser
card. If there is any new version, the Controller PC uses it to update its existing Firmware version.

Once the Controller PC is updated with the new firmware, the Status field in the Firmware Update
tool shows Done.
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This appendix provides a very brief information on the tests available in PTC and their brief
description.
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Tests and Assertions

Table 6 lists and briefly describes the available PTC tests and assertions:

When running PTC test(s), you may receive an error message similar to the
message displayed below. PTC testing is designed to utilize a x1 link. If your

device is more than x1 and your U4305A is more than x1 capable, this may
cause difficulty in establishing a x1 link, which may be the result of such an

error.

Errar

ot

. Error occured:

A ' ERROR: Cannot establish a Genl licensed link to DUT. Possible reasons:
=External power for DUT missing.
-DUT cannot link with Gen2 advertisment. Try disabling the 5GT/s
speed support in GUL
-DUT does only link with a higher linkwidth (i.e. not with x1), but the
corresponding license is missing.
Test Case Aborted.

It is recommended that you use a lane reducer or tape off the upper lanes of the

U4305A.

Table 6 PTC Tests and Assertions

Test Intent ‘ Assertion Description

ASPM_L1 To verify that the DUT correctly requests ASPM L1 ASPM_L1 DUT must correctly request ASPM L1 entry
entry when it wants to enter ASPM L1 state. when it wants to enter ASPM L1 state for all

supported data rates.

BADECRC To verify correct ECRC generation and ECRC checking BADECRC DUT must correctly generate and check ECRC
behavior of DUT. and report an error in case of incorrect ECRC.

DLL_04_01_02 To check that receiver ignores the reserved fields of DLL.04.01402 Upon receiving a DLLP, the Data Link Layer
the received DLLPs. (ReservedFieldsDLLPReceive). receiver state machine must ignore reserved

fields.

DLL_05_02_01 To check that DUT will retransmit a transaction for DLL.05.02#010 The link transmitter must replay a transaction
which a NAK has been issued. (ReTransmitOnNak). on receiving a NAK.

DLL_05_02_011 To check that the DUT’s REPLAY_TIMER is working DLL.05.02#011 The link transmitter must time out with a value
properly by not sending either an ACK or a NAK defined in REPLAY_TIMER when it does not
(ReplayTimerTest). receive an ACK or a NAK, and the transaction is

retransmitted.

DLL_05_02_012 To ensure that the DUT will keep retransmitting a DLL.05.02#012 The link transmitter must retransmit a
transaction for which a NAK has been issued on transaction REPLAY_NUM of times if it keeps on
purpose until the number of times its REPLAY_NUM receiving NAK.
supports.(ReplayNumTest).

DLL_05_02_02 To check that if REPLAY_NUM overflows, link DLL.05.02402 If repeated retries fail and REPLAY_NUM
retraining is triggered (LinkRetrainOnRetryFail). overflows, the link transmitter must ask

the Physical Layer to retrain the link. There
must be a reported error to correspond
to this as per Section 6.2.
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DLL_05_02_07

DLL_05_02_10

DLL_05_02_15

DLL_05_02_16

DLL_05_02_17

DLL_05_03_02

DLL_05_03_03

EQUALIZATION_COEFFIC
IENTS

EQUALIZATION_INITIAL_
PRESET

EQUALIZATION_PRESET
S

FLR_CHECK_RESET

FLR_DUT_BEHAVIOR

L1_FOR_D3_STATE

LINKUPCONFIG

LOOPBACK

LOOPBACKFROMLO

Intent

To check that the retry buffer does not changes in link

retraining.

To check that the oldest unacknowledged TLP is sent

first. (ReplayTLPOrder)

To check that corrupt DLLPs are discarded (Corrupted

DLLPs).

To check that a DLLP with undefined encodings is
dropped silently (UndefinedDLLPEncoding).

To check that an Ack with unknown sequence number

is reported as FATAL_ERROR
(WrongSegNumInAckDLLP).

To check for wrong LCRC detection (BadLCRC).

To check that a TLP with wrong sequence number is

discarded, and any associated storage is freed
(DuplicateTLPSegNum).

To check that the DUT correctly responds to link
equalization requests to adjust coefficients.

To check that the DUT correctly responds to link
equalization requests to adjust initial presets.

To check that the DUT correctly responds to link
equalization requests to adjust presets.

To verify that FLR does not impact the DUT’s link
states.

To verify that DUT correctly performs FLR for all
supported data rates.

To verify that the DUT correctly requests L1 entry when

software sets the DUT state to D3.

To check for correct linkup behavior.

To verify that the DUT correctly enters Loopback
through Configuration.

To verify that the DUT correctly enters Loopback from

LO.

‘ Assertion

No assertion

DLL.05.02#10

DLL.05.02#15

DLL.05.02#16

DLL.05.02#17

DLL.05.03#02

DLL.05.03#03

EQUALIZATION_COEFFICIE
NTS

EQUALIZATION_INITIAL_P
RESET

EQUALIZATION_PRESETS

FLR_CHECK_RESET

FLR_DUT_BEHAVIOR

L1_FOR_D3_STATE

LINKUPCONFIG

LOOPBACK

LOOPBACKFROMLO

PTC Tests and Assertions B

Description

The link transmitter must retransmit the same
transaction after link retraining after
REPLAY_NUM overflow.

Oldest unacknowledged TLP must be sent first
in replay and followed by the rest of the
unacknowledged TLPs in the original
transmission order.

All corrupt DLLPs must be discarded and be
reported as an error associated with the port.

A DLLP with undefined encodings shall be
dropped silently by the receiver with no error
associated.

If an Ack DLLP doesn't have a sequence number
of an unacknowledged TLP, or of the most
recently acknowledged TLP, it must be reported
as a DL Layer protocol error associated with the
port.

If a normal TLP (one with END framing symbol)
is received and its LCRC doesn't match
calculated CRC, discard the TLP, free any
storage associated with it, schedule a Nak DLLP
for transmission if one is not already scheduled
and report an error associated with the Port.

If the sequence number doesn't match with
expected value, discard the TLP and free any
storage associated with it.

The DUT must correctly respond to link
equalization requests to adjust TX EQ
coefficients for any legal requests following
legal timings.

The DUT must correctly respond to link
equalization requests to adjust TX EQ initial
presets for any legal requests following legal
timings

The DUT must correctly respond to link
equalization requests to adjust TX EQ presets
for any legal requests following legal timings

FLR must not impact the DUT’s link states.

DUT must correctly perform FLR for all
supported data rates.

DUT must correctly request L1 entry when
software sets the DUT state to D3 for all
supported data rates.

The DUT must ignore the reserved bits of the TS
Ordered sets, and treat reserved bits as zero.

The DUT must correctly enter loopback state
through configuration state.

The DUT must correctly enter loopback state
from LO.
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Test Intent ‘ Assertion Description

LTR_ENABLE_CLEARED To verify that DUT correctly transmits an LTR message LTR_ENABLE_CLEARED DUT must correctly transmits LTR message for
after the LTR enable bit has been cleared. all supported data rates.

LTR_NON_DO_STATE To verify that DUT sends an LTR message after it has LTR_NON_DO_STATE DUT must send LTR message after it has been
been directed to a non-DO active state. directed to a non-D0 active state.

RESERVEDBITSINTS To verify that the reserved bits in received TS are not RESERVEDBITSINTS The reserved fields in TS Ordered sets must be
set. ignored by DUT.

TXN_BFT_REQUEST_CO To verify that DUT issues completion with TXN_BFT_REQUEST_COMP  DUT must issue completion with Unsupported

MPLETION_UR Unsupported Request completion status for LETION_UR Request completion status for configuration
configuration requests to function number that it does requests to function number that it does not
not support. support.
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A

AC and DC Gain, 63

address decoder, 124

admin submission and completion
queues, 197

AER Check, 258

AER check, 257

aggressive PCI-PM L1 power
management mode, 299

algorithmic payload, 70

algorithmic payload comparison, 270

algorithmic payload generation, 270

Algorithmic Payload Settings, 292

Arbitrary DLLP, 183

ARI Capability, 297

ARl device, 297

ASPM L1, 299

Auto-Hide a Floating Window, 47

Autonomous equalization, 57

Autonomous speed change to 8
GT/s, 52,296

B

backplane, 28

Bad Nullified TLP or LCRC Error
Received, 176

BAR, 124

Base Address Register, 127

Base Address Registers, 124

behavior records, 141

C

Capture State Transitions Test, 120

Change a Docked Window to a
Floating Window, 47

change the link speed, 85

CLKREQ#, 300

completion, 159

Completion Behaviors, 163

completion timeout, 168

completions, 127,163

components of the Protocol Exerciser
GUI, 37

Configuration Space, 122

Configuring Equalization settings, 58

Conformance Test Report, 2571

controller PC, 32

Creating a new Protocol Exerciser
session, 34

CSV import wizard, 145

D

data comparison, 131

data generation prefix, 69
Data memory, 127

data memory, 127

data scrambling, 52
deassertion of CLKREQ#, 68
decoder, 124

Decoder Miss, 176

delay completion, 168

delay packet, 143

Disabling Equalization, 58
Discard completion, 168
Disparity, 168

Disparity Error Received, 176
Display a Floating Window, 47
DLLP Received with CRC Error, 176
Dock a Floating Window, 47
DSC, 20,102

DUT Config Space, 87

DUT configuration space, 190

E

ECRC, 168,176

ECRC error detected, 178

Enabling Equalization, 57

endpoint, 21

equalization procedure, 57

equalization settings, 56

Equalization Settings tab, 293

error conditions, 168

exerciser emulation modes, 20

Exerciser starts Link Training to 2.5
GT/s, 111

Exerciser starts Link Training to 8.0
GT/s with Equalization Tests, 112

Expansion ROM, 124

F

FC Update Timeout, 176
flow control credit, 42

flow control credits, 81

flow control initialization, 81

H

Hardware, 28
Hardware channels, 134
Hide a Floating Window, 47

Ignore coefficient rule checks, 295
import wizard, 145

incorrect ECRC, 179

initialize a PCle link, 51

internal memory base address, 125
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L1.1, 74,300

L1.2, 74,300

Lane Deskew Error, 176

Lane Polarity Inversion, 55

Lane Reversal, 54

Lane Settings tab, 295

Link downgrade speed tests, 115

link layer tests, 255

Link settings tab, 51

Link Speed Change With Equalization
Tests, 118

Link Speed Change Without
Equalization Tests, 115

link status, 39

Link Training and Status State
Machine, 100

Link Up, 78

Link upgrade speed tests, 115

LTSSM, 100

LTSSM States, 100, 101

LTSSM states, 105

LTSSM test prerequisites, 105

LTSSM Test Results, 110

LTSSM Tester, 102

LTSSM tests, 105

LTSSM Tests Sequence, 110

M

Memory Compare, 41

MR enabled link, 21

MR Enabled PCle link, 51
MRA, 20

MRA PCle component, 21
MRIOV, 296

MRIOV Capability block, 122
MRIOV functions, 27
MRIOV software license, 51
MSI, 193

MSI-X, 192

MSI-X table, 193

Multi Root Aware, 20

N

NAK Sent, 176

Non IOV functions, 26

non 10V PCle end point, 20
non 10V PCle root complex, 20
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Nullified TLP, 168

Nullified TLP Received, 176

NVMe C, 238

NVMe commands, 214

NVMe Conformance Suite, 238

NVMe Conformance Test
Prerequisites, 240

NVMe Conformance Test Results, 250

NVMe controller registers, 192

NVMe emulation steps, 189

NVMe license, 189

NVMe mode, 189

NVMe root complex, 188

0

Offline, 32

Offset Sequence Number, 168
Online, 32

Out of Sequence TLP, 176

P

Payload, 143

payload, 127

Payload checker, 69

Payload generator, 69

payload generator feature, 286

PCle link, 51

PCle link with SRIOV capabilities, 51

PCle packet templates, 139

PCI-PM L1, 299

per VH flow control, 82

Perform Equalization in Recovery @8
GT/s, 295

Perform Phase 2/Phase 3 option, 58

phases of equalization, 57

Poisoned TLP, 168

Port Selection, 34,275

Protocol Checker, 174

protocol checks, 174,175

protocol errors, 168

Protocol Exerciser API, 29

Protocol Exerciser GUI, 29

Protocol Exerciser hardware status, 39

Protocol Exerciser session, 32

Protocol Exerciser setup file, 50

Protocol Test Card, 320

PRP entries, 204, 208

PRP list, 204

PTC, 320

R

Recovery.Equalization sub state, 112
Reload data memory, 129

repeat packet, 143

Replace END, 168

Replace STP, 168

request behavior record, 141

336

Request Equalization in Recovery @8
GT/s, 295

reset NVMe controller, 219

retrain link, 84

root complex, 21

S

Scrambler (2.5 GT/s and 5.0 GT/s), 296

Select type of connection, 278

Select type of connection dialog
box, 33

Session list, 33

session type, 52

setup files, 29

Single Packet memory, 159

single packet requests, 159

single packet stimulus, 159

Software based equalization, 57

SRIOV, 51,296

SRIOV Capability block, 122

SRIOV capable PCle end point, 20

SRIOV functions, 26

SRIOV software license, 51

T

Table 42, 324

Table 43, 324

TC VC mapping, 81

test bench, 238

test log, 105

Testing Link Retraining and
Recovery, 119

Testing Link Training, 111

Testing LTSSM State Transitions, 120

TLP requests, 140

traffic class, 81

Training a PCle Link, 78

transceiver settings, 63

Transceiver Settings tab, 301

trigger, 68

trigger out conditions, 68

Trigger Out Connector, 68

Trigger out Connector
component, 174

Trigger Out pulse, 174

Tx de-emphasis, 57

Tx De-emphasis preset, 61

types of equalization, 57

U

U4305A Exerciser Card, 28

Unsupported Request Received, 176

USC, 20,102,240

Using an existing Protocol Exerciser
session, 33

v

VCO, 136

Verifying PCle Link Training, 78
VF BARs, 125

violated rule, 174

virtual channel, 81,136
Virtual channels, 134,137
virtual channels, 81
Virtual Hierarchies, 136
virtual hierarchies, 82,136
virtual hierarchy, 81
virtual link, 82,136

VL based flow control, 82
VLO, 136

W

working of LTSSM Tester, 105
wrong CRC, 182
wrong LCRC, 168
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